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Abstract
Smart parking systems are an application of advanced mobility; however, they face several challenges, including security, privacy, and transaction integrity,

especially  in  the  era  of  quantum  computing.  This  paper  proposes  VishwasQ,  a  decentralized  post-quantum  trust  framework  for  secure  IoT  (Internet  of

Things)-enabled  smart  parking  networks  that  integrates  Post-Quantum  Cryptography  (PQC),  Blockchain  Technology  (BT),  and  Ethereum-based  smart

contracts (SC) to enable quantum-resistant confidentiality and decentralized trust. PQC-based encryption is utilized to secure user and payment data prior

to  storage  in  a  MySQL  backend,  while  Firebase  authentication  is  employed  for  efficient  user  identity  management.  At  the  third  layer,  immutable  audit

maintenance, payment processing, and penalty enforcement are automated through smart contracts. The proposed framework also utilizes QR code-based

access  control  for  efficient  entry  and  exit  validation,  thereby  reducing  fraud  and  enhancing  usability.  Experimental  evaluation  demonstrates  promising

performance,  with  PQC  encryption  introducing  approximately  15%  overhead  compared  to  RSA  (Rivest–Shamir–Adleman  Cryptosystem),  an  average

Ethereum test-net transaction latency of 15 s, and QR code validation within 2 s. The framework achieves 100% success in enforcing penalties through smart

contracts,  while  maintaining  an  average  gas  consumption  of  0.00021  ETH  (Ether  [Ethereum  Cryptocurrency])  per  booking  transaction,  indicating  cost-

effectiveness for practical deployment. These results highlight that the proposed framework provides quantum-resilient security,  tamper-proof auditing,

and automated financial transparency with minimal performance overhead, outperforming existing research studies.
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 Introduction
The  rapid  development  of  urbanization  and  the  significant

increase in the number of automobiles have created a binding need
for  secure,  efficient,  and  transparent  parking  management  proce-
dures in contemporary smart cities.  Although conventional parking
systems  encourage  users  to  book  slots  and  pay  online,  several
limitations  persist,  including  manual  slot  management,  insufficient
security  in  payment  media,  limited  transparency,  and  vulnerability
to  network  and  cyberattacks.  This  reliance  on  centralized  or  third-
party  servers  and  traditional  public-key  cryptographic  methods,
such as RSA,  Secret  Sharing,  and ECC (Elliptic  Curve Cryptography),
further  exposes  these  systems  to  risks  of  data  breaches,  centraliza-
tion,  and  scalability  issues[1].  More  significantly,  improvements  in
quantum  computing  pose  a  serious  threat,  as  algorithms  such  as
Shor's algorithm can potentially break RSA, Secret Sharing, and ECC,
making existing cryptographic techniques unsuitable for forthcom-
ing  smart  city  applications.  The  elaboration  of  intelligent  parking
systems reflects  not only advancements in digital  and smart  infras-
tructure but also the growing need for collaborative advanced inno-
vations  to  address  emerging  security  attacks  and  scalability  chal-
lenges.  The  extensive  use  of  IoT-based  sensors,  remote  analytics,
and seamless digital  smart  payment solutions has enabled cities to
optimize  slot  utilization  and  traffic  direction.  However,  persistent
challenges,  such  as  evolving  cyber  threats,  inadequate  regulatory
frameworks,  and  increasingly  sophisticated  attack  mechanisms,

remain  unresolved.  As  cities  become  more  interconnected  and
mobility needs continue to evolve, smart parking[2] is emerging as a
critical testbed for integrating advanced research studies in cryptog-
raphy, network security, and automated enforcement to secure reli-
ability,  fairness,  and  future  readiness  across  diverse  smart  environ-
ments. In this context, collaboration among academia, industry, and
government workers is essential.

While  blockchain  enhances  transparency  and  security  against
tampering,  it  does  not  guarantee  the  privacy  of  the  information
being  shared  among  the  users,  IoT  devices,  and  backend  servers.
The  majority  of  the  current  smart  parking  systems  still  use  tradi-
tional  public-key  cryptographic  methods  like  RSA  and  ECC  for
authentication  and  secure  communication.  While  these  crypto-
graphic schemes are believed to be secure against classical comput-
ers, they fall apart in the face of powerful quantum computers, since
Shor's  algorithm  can  solve  the  mathematical  problems  behind
which  RSA  and  ECC  are  designed  in  an  efficient  way.  Smart  city
infrastructures and IoT deployments are usually deployed for many
years[3],  and so the information collected today may be stored and
accessed  by  future  adversaries  using  quantum  computers  ('harvest
now,  decrypt  later').  Therefore,  implementing  Post-Quantum  Cryp-
tography has become a necessity, as it ensures long-term confiden-
tiality,  secure  authentication,  and  robust  communication  in  smart
parking systems while maintaining the decentralized trust and secu-
rity that blockchain technology offers[4].
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 Motivation
In  spite  of  these  technological  innovations,  there  is  still  a  funda-

mental vacuum in the assurance of future-proof security and trust in
the  smart  parking  system[5].  The  accumulation  of  new  dangers  in
unified and globalized city spaces, such as quantum-enabled crypt-
analyses of classical cryptosystems, more advanced cyberattacks on
centralized  infrastructure,  etc.,  calls  for  architectural  solutions  both
visionary  and  practical.  To  ensure  strong  security  of  sensitive  user
data,  integrity  of  high-value  financial  transactions,  and  to  provide
uninterrupted experiences, quantum-resistant cryptographic proto-
cols[6],  decentralized  trust  systems,  and  automatic  validation
systems  should  be  combined.  These  multidimensional  challenges
must  be dealt  with  not  only  in  the protection of  the current  urban
mobility  infrastructure  but  also  in  the  protection  of  the  scalability
and resilience of cities in the quantum era. We propose integrating a
post-quantum  secure  smart  parking  system  design  with  numerous
contemporary technologies to ensure quantum resilience and oper-
ational transparency. The system uses a lattice-based post-quantum
cryptography (PQC) technique[7,8] to encrypt sensitive user and vehi-
cle data and store it in a MySQL database. Firebase user authentica-
tion  and  identity  management  ensure  scalable  and  dependable
frontend  integration.  The  design  uses  blockchain  to  preserve  the
audit  trail  of  all  booking  and  payment  operations  to  prevent
tampering and fraud. Ethereum-based smart contracts with Solidity
code  allow  slot  labelling,  payment  confirmation,  overtime  penalty
computation, and refunds without third-party intervention. QR code
validation  ensures  safe  and  efficient  parking  facility  admission  and
exit,  and  links  access  control  to  blockchain  transactions.  A  proto-
type and Ethereum testnet were used to test the framework. These
studies  show  that  PQC  has  a  15%  computational  cost  over  RSA,  is
quantum-safe, blockchain has immutable records, has a mean trans-
action  delay  of  15  s,  and  QR  validation  takes  under  2  s.  Smart
contracts automate payments and penalties with 100% success, and
the  average  gas  cost  was  0.00021  ETH  per  booking  transaction,
proving they can be used in urban areas.

PQC  has  several  noteworthy  features  over  traditional  crypto-
graphic  methods,  particularly  for  Next-Generation  smart  parking
systems. First, lattice-based PQC algorithms are efficient, both classi-
cally  and  quantumly,  and  suitable  for  use  in  server-side  and  IoT-
assisted  deployments.  Second,  PQC  can  be  employed  to  securely
establish  keys  for  booking  data,  payment  data,  and  user  identities,
without  relying  on  cryptographic  assumptions  that  are  question-
able  in  the  quantum  era.  Third,  the  integration  of  blockchain  with
PQC  forms  a  complementary  security  system  that  ensures  trans-
parency  and  data  integrity  through  blockchain  while  providing
confidentiality  and  secure  communication  via  PQC.  This  combined
solution  provides  a  future-proof  security  solution  that  can  be  used
for  long-term  deployments  of  a  smart  city  without  any  significant
architectural changes once quantum computing is practically avail-
able.

 Contributions
The  proposed  research  presents  a  new  decentralized  and  quan-

tum-resistant  trust  framework  called  VishwasQ  for  secure  smart
parking  systems  using  IoT  devices.  The  framework  combines  some
new  technologies,  such  as  PQC  and  blockchain  technology,  with
Ethereum  smart  contracts  and  QR  code-based  access  control  in  a
unified architecture to achieve the aim of providing confidentiality,
integrity,  transparency,  and  automatic  trust  management  at  the
same  time.  The  key  achievements  of  this  work  are  outlined  as
follows:

•  The  first  integrated  quantum-resilient  trust  framework  for  IoT-
enabled  smart  parking,  using  a  combination  of  lattice-based  post-
quantum  cryptography,  blockchain  technology,  Ethereum  smart
contracts,  and QR-code validation within a single end-to-end archi-
tecture.

•  Fills  a  crucial  gap  in  research  by  securing  smart  parking  infras-
tructures  from  classic  and  quantum  attacks,  while  the  majority  of
current parking systems based on blockchain remain based on tradi-
tional public-key cryptography methods like RSA or ECC.

•  Creates  a  hybrid  architecture  with  multiple  layers  that  include
frontend services,  secure backend storage,  blockchain-based audit-
ing,  and  access  control  via  IoT,  offering  decentralized  trust,  data
confidentiality, and transparency.

•  Automates  parking  reservations,  processing  of  payments,
management of refunds, and ensures penalties for overstaying time
without the need for  centralized authorities  or  third-party interme-
diaries by implementing Ethereum smart contracts.

•  Embeds  blockchain-verified  QR-code  access  control  into  vehi-
cles to ensure secure entry and exit while also tying physical access
to vehicles to immutable blockchain transaction records.

•  Comprehensive  prototype  implementation  and  experimental
evaluation,  analysis  of  post-quantum  cryptographic  overhead,
blockchain latency, gas consumption, QR-code validation time, and
overall  system  performance,  providing  evidence  that  quantum-
resistant  security  can  be  attained  with  acceptable  computational
overhead for smart city deployments in practice.

• Shows that PQC can be practically deployed in conjunction with
blockchain  for  real-world  smart  parking  applications,  offering  a
future-proof  architecture  that  can  support  next-generation  intelli-
gent transportation and smart city ecosystems.

 Organization
The  rest  of  the  article  is  structured  in  the  following  way:  section

"Related  works"  introduces  related  work  of  existing  research,  and
the  primary  consideration  of  the  proposed  architecture;  section
"Decentralized  post-quantum  trust  framework  for  secure  IoT-
enabled  smart  parking  networks"  provides  the  in-depth  system
architecture  and  workflow  of  the  suggested  smart  parking  system.
Section  "Performance  evaluation  and  analysis"  explains  the  perfor-
mance  analysis  and  the  results  of  the  experiment,  and  the  last
section "Conclusions" provides the paper with limitations and future
work directions.

 Related works
This section discusses the seminal contributions of existing works

with  a  comparison  table  and  the  requirements  of  the  proposed
framework,  and  shows  how  to  address  the  limitations  of  the  exist-
ing works with the proposed framework.

 Seminal contributions
The  literature  regarding  secure  parking  systems  based  on

blockchain,  artificial  intelligence,  and  cryptography  is  increasing.
Ankarboina  et  al.[9] proposed  an  SQL-based  smart  parking  system
fused  with  ECC,  AES-GCM  (Advanced  Encryption  Standard–Galois/
Counter  Mode),  and  JWT  (JSON  Web  Token)  for  lightweight  and
secure  communication  and  addressed  various  challenges,  such  as
response  authentication  and  replay  protection  approaches.  Experi-
mental  results  of  the research studies demonstrated improved effi-
ciency, achieving higher throughput and reduced registration delay
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compared  to  existing  methods.  Still,  trust  and  centralization  are  issues
in  this  research  study.  Singh  et  al.  came  up  with  PARK  Tag,  the  AI-
blockchain  integrated  smart  parking  system,  which  is  designed  to
streamline  city  mobility  via  slot  prediction  and  safe  transactions.
Although this  work  is  efficient  in  terms of  slot  allocation,  it  is  silent  on
quantum-resilient security, exposing data and transactions to the risk of
being  attacked  by  quantum  computers  in  the  future[10].  Zhang  et  al.
proposed  a  smart  parking  system  based  on  the  blockchain  IoT  frame-
work  that  uses  smart  contracts  to  manage  it  decentrally  and  ensure
payment  automation.  Their  solution  is  transparent  and  immutable  for
parking  records,  yet  it  lacks  the  post-quantum  security  needed  to  be
resilient over the long term. Other works in this area have concentrated
mainly  on  the  aspects  of  decentralization  and  transparency  without
considering  the  threats  of  the  quantum  era[11].  Vijayalakshmi  et  al.[12]

proposed an intelligent smart parking system merged with an Intrusion
Detection System (IDS) for VANET (Vehicular Ad Hoc Networks) environ-
ments. The main objective of this research is to ensure secure and effi-
cient  parking  management  using  IoT  and  sensor  data  and  to  prevent
cyber  threats,  particularly  DDoS  attacks,  through  a  machine  learning-
based IDS using an LSTM model.  The system demonstrated high effec-
tiveness,  achieving  97%  accuracy  in  attack  detection  and  improving
structured parking operations. Its merits include enhanced security, effi-
cient  space  utilization,  and  preference-based  access  control.  However,
limitations  include  potential  computational  overhead,  dependency  on
ML  model  training  quality,  and  limited  scalability  evaluation  in  large
real-world  deployments.  Alymani  et  al.[13] proposed  a  smart  parking
system  using  ANPR  (Automatic  Number  Plate  Recognition)  and  OCR
(Optical  Character  Recognition)-based  license  plate  recognition,  along
with  camera-based  detection  of  empty  parking  areas  to  enhance
advanced  parking  efficiency.  The  objective  of  this  research  study  is  to
reduce  time,  fuel  wastage,  and  manual  intervention  by  automating
vehicle authentication and real-time parking availability, and the advan-
tage of this research is to include enhanced user convenience, reduced
congestion, improved security, and efficient space utilization. However,
there  are  challenges  to  this  research  study,  including  dependence
on  camera  accuracy,  potential  security  and  privacy  concerns,  and
handling  poor  lighting  or  weather  conditions  impacting  the  recogni-
tion arrangement.

In  the  field  of  cryptography,  researchers  have  examined  post-quan-
tum cryptography (PQC)[14] within the context of the Internet of Things
(IoT).  Lattice-based  (e.g.,  Kyber)  and  stateless  hash-based  (e.g.,
SPHINCS+)  signature  schemes  have  become  viable  proposals  for
resource-constrained  devices  thanks  to  their  high  security  levels  and
manageable performance overheads.  In a work by Liu et  al.,  QBIoT is  a
quantum-secure Internet of Things (IoT) blockchain that emphasizes the
use  of  PQC  in  securing  distributed  IoT  networks  against  quantum
attackers.  Though their  potential  is  high,  these  works  are  still  theoreti-
cal and have not been applied much to real-life city use, such as smart
parking[15].

The  comparison  summary  of  existing  research  with  the  proposed
work  is  shown  below  in Table  1.  In  this  table,  we  demonstrate  the
novelty of the proposed framework and how we can address the limita-
tions  of  the  existing  research  studies  with  the  help  of  the  proposed
framework.

 Key considerations
The  current  literature  highlights  substantial  progress  in  blockchain-

based and IoT-enabled smart parking systems; nevertheless, substantial
deficiencies  persist  regarding  quantum  resilience,  end-to-end  security,
and  automated  trust  enforcement.  Most  current  solutions  emphasize
decentralization  and  openness,  but  they  don't  address  new  quantum
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threats  or  secure  access  validation  methods.  To  solve  these  prob-
lems,  this  work  suggests  a  single  framework  that  combines  PQC,
blockchain technology,  and QR-based access  control  into one end-
to-end architecture. PQC-based encryption keeps sensitive user and
transaction  data  safe  from  quantum  attacks,  and  Ethereum-based
smart  contracts[17] make  it  possible  for  financial  transactions  to  be
automated,  open,  and  tamper-proof.  Also,  adding  QR-code-based
validation  makes  real-time  access  control  stronger  by  connecting
physical  entrance  and  exit  events  with  changes  in  the  blockchain
state[18,19].  The  proposed  system  is  different  from  other  systems
because  it  offers  a  complete  solution  that  meets  the  needs  for
privacy, openness, and automation in smart parking conditions all at
once.  Combining  PQC  with  blockchain  not  only  protects  against
future quantum threats but also makes the system stronger against
regular  cyberattacks.  The  framework's  implementation  and  testing
on  a  testnet  show  that  it  can  be  used  in  real-world  smart  city
projects.

These are the essential requirements of the proposed framework:
• Quantum-resilient security: The proposed framework must guar-

antee  security  against  both  classical  and  quantum  attacks  through
the  implementation  of  post-quantum  cryptography  for  secure  and
private data encryption and key exchange[20−22].

• Secure and automated transactions: Smart contracts must facili-
tate  automatic  reservations,  payment  processing,  penalty  enforce-
ment, and refunds with minimal human involvement.

•  Smart  parking data  privacy and integrity:  Confidential  user  and
transaction  information  and  smart  parking  data  must  be  securely
kept  and  safeguarded  through  encryption  and  authentication
protocols[23].

•  Decentralized  trust  and  transparency:  The  integration  of
blockchain  is  essential  for  establishing  immutable,  tamper-proof
audit trails and eradicating dependence on centralized authorities.

•  Efficient  access  control  mechanism:  A  dependable  QR  code-
based  validation  system  and  digital  signature[24−26] must  be  estab-
lished to safely regulate vehicle ingress and egress,  while deterring
fraud and unauthorized access[27].

•  Interoperability  and  integration:  The  framework  must  facilitate
easy integration with cloud services,  IoT devices,  and current smart
city infrastructure[28−32].

•  A  decentralized  post-quantum  trust  framework  for  secure  IoT-
enabled smart parking networks.

 Decentralized post-quantum trust
framework for secure IoT-enabled
smart parking networks

In this section, we discuss the post-quantum cryptography-based
blockchain  framework  for  smart  parking,  with  an  overview  of  the
framework  and  mathematical  flow,  step  by  step.  The  proposed
framework is structured as a multi-layered system, where each layer
represents  a  specific  module  responsible  for  a  particular  function,
with secure interaction among all layers. The frontend handles user
registration, authentication, parking reservation, and QR codes. The
backend  handles  booking  requests,  cryptographic  operations,  and
communication with the blockchain network. Before booking data is
stored, the PQC module takes care of its protection, with Ethereum
smart  contracts  being responsible  for  the  automation of  the  book-
ing, payment, refund, and penalty processes. Lastly, QR-code valida-
tion  securely  synchronizes  the  physical  access  of  vehicles  with  the

records  in  blockchain  transactions,  providing  secure  and  transpar-
ent parking management.

 Overview of framework
The proposed Framework is a combination of a strong set of PQC,

Blockchain, and smart contracts that are suggested to solve the new
security  issue  of  smart  parking  systems,  in  particular,  during  the
quantum  era.  In  its  simplest  form,  the  architecture  applies  lattice-
based  PQC  (Kyber  KEM)  to  quantum-resistant  key  exchange  and
AES-GCM  to  effectively  encrypt  sensitive  booking  and  user  data,
using AES-GCM and ensuring data integrity using SPHINCS+ digital
signatures. MySQL is used as secure storage, and Firebase is used to
provide user  authentication,  which guarantees  both scalability  and
operational stability. Unchanging audit trails. It is possible to create
immutable  audit  trails  by  writing  all  the  reservation  and  payment
events  to  an  Ethereum  blockchain,  and  using  smart  contracts,  the
financial transactions and penalties are automated and transparent.

The  system  also  improves  operational  efficiency  by  using  QR
code-based  access  control,  which  directly  associates  physical  entry
and  exit  validation  with  blockchain  state  changes,  which  prevents
fraud  and  provides  uninterrupted  user  experiences.  Experimental
analyses show that the framework provides quantum-resilient confi-
dentiality,  transparent  and  tamper-proof  auditing,  and  automated
execution  of  penalties  with  moderate  performance  overhead
compared  to  classical  cryptography  and  centralized  systems.  The
proposed  architecture  bridges  PQC,  blockchain,  and  real-time  IoT
validation in a single installation and creates a future-proof architec-
ture  of  secure,  decentralized,  and  smart  parking  infrastructures  in
smart  cities.  The  overall  architecture  of  the  proposed  VishwasQ
framework is shown in Fig. 1, where the components involved in the
front  end,  back  end,  cryptographic  modules,  blockchain  infrastruc-
ture, and IoT parking validation are depicted.

The  entire  process  starts  with  user  authentication  and  parking
space reservation via the web interface. The reservation information
is  encrypted  using  the  proposed  hybrid  PQC  scheme  and  safely
stored in the database. At the same time, the Ethereum blockchain
handles  the  transactions  of  booking  and  payments  as  smart
contracts. Once the payment is confirmed, a QR code will be created
for  parking.  The  QR  code  is  checked  at  entry  and  exit  on  the
blockchain,  providing  secure  access  control  and  preventing  unau-
thorized entry of vehicles.

 Algorithmic workflow and protocol
We  use  a  hybrid  solution,  which  allows  classical  TLS  (Transport

Layer  Security)  compatibility  with  endpoints  and  uses  PQC  to
protect stored data and session-sensitive payloads, providing quan-
tum-resistant security,  as mentioned in Algorithm 1.  We combine a
lattice-based  KEM  (Kyber),  AES-GCM  (symmetric  encryption),  and
SPHINCS (digital  signatures)  to  ensure  integrity  in  our  scheme.  The
general  workflow  comprises  key  generation,  encapsulation,  data
encryption, storage, and secure decryption.

 Algorithm workflow

pk, sk
• Key Initialization: The system initializes a long-term PQC key pair

( ) for server-side operations.
•  Ephemeral  Key  Derivation:  For  each  user  transaction,  an

ephemeral symmetric key k is derived via Kyber KEM encapsulation:
(ct, k)← Kyber.Encaps

(
pkserver

)
(1)

•  Data  Encryption:  The  user's  sensitive  booking  data  m  is
encrypted with AES-GCM using k:
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c← AES −GCM.Enc(k,m) (2)

ct

msgid.

•  Data  Storage:  The  encrypted  data  c  and  KEM  ciphertext  are
stored  in  the  database,  indexed  by  a  unique  message  identifier

• Signature Generation: To ensure authenticity, a SPHINCS+ signa-
ture σ is generated:

σ← S PHINCS + .S ign(sksig,c||ct). (3)

ct•  Decryption:  During  retrieval,  the  server  decapsulates  to
recover k:

k← Kyber.Decaps(skserver,ct). (4)

The data is then decrypted:

m← AES −GCM.Dec(k,c). (5)

•  Verification:  Finally,  the  SPHINCS+  signature σ is  verified  to
ensure data integrity.

The secure cryptographic workflow of the proposed framework is
shown in Algorithm 1. The session key is created using key encapsu-
lation from Kyber,  and the  booking information is  encrypted using
AES-GCM,  providing  confidentiality  and  integrity  of  the  data.  The
integrity  of  the  stored  data  is  then  protected  against  classical  and
quantum  attacks  through  the  use  of  SPHINCS+  digital  signatures
when it is retrieved.

 Smart contract design
Smart  contracts  are  implemented  on  the  Ethereum  testnet  to

make  or  cancel  a  booking,  provide  an  escrow  for  a  payment,
manage a session, and automatically impose a penalty. The contract
also  gets  rid  of  intermediaries  and  makes  financial  transactions
transparent and tamper-proof. Some of the main functions and their
duties are as follows:

createReservation(msgid, slot, price)

msgid

• : Locks  the  base  fee  into
escrow  and  sets  the  session  state  to  Reserved.  Preconditions:  The
user is required to have enough money, and the slot has to be free.
Postconditions: The booking entry with a unique identifier, which is
the .

 

Fig. 1  A high-level overview of the proposed VishwasQ framework that depicts the relationship between the client layer and the service, edge, and data
layers.  The  architecture  features  the  development  of  user  services  using  React,  integration  with  Firebase  for  authentication,  use  of  post-quantum
cryptography (Kyber, AES-GCM, and SPHINCS+) for security, secure storage in MySQL, integration with the Ethereum blockchain and smart contracts, and
QR code validation for parking accessibility.

 

Algorithm 1.  PQC-based encryption protocol for a smart parking system.

Input: user booking data message, service public and private keys, and
signature key pairs are the input for the PQC-based encryption protocol

m           : User booking data message

pkserver             : Server public key

skserver             : Server private key

(pksig, sksig)             : Signature key pairs

(msgid,c,ct,σ)
Output: encrypted data tuple, decrypted message after successful
verification is used as an output of the algorithm. :
Encrypted data tuple

m             : Decrypted message after successful verification
procedure

ENCRYPTDATA (message m,pkserver)1: 

(ct, k)← Kyber.Encaps(pkserver)2:             
c← AES GCM.Encrypt(k, m)3:             
σ← SPHINCS + . Sign (sksig, c, ct)4:             
DB.store(msgid, c, ct, σ)5:             
return(msgid, c, ct, σ)6:             

end procedure
procedure

DECRYPTDATA (msgid,skserver)7: 

(c, ct, σ)← DB. fetch(msgid)8:             
k← Kyber.Decaps(skserver, ct)9:             
m← AES GCM.Decrypt(k, c)10:           

pksig11:           Verify σ with 
12:           if verification succeeds, then
13:               return m
14:           else
15:               return Failure
16:           end if
end procedure
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startSession(msgid) :•  Invoked by the validator device at entry.
Logs  the  start  time  and  changes  the  state  of  the  session  to  Active.
Checks  the  validators,  who  can  only  be  authorized  to  initiate  this
call.

endSession(msgid) :•  Invoked when the user exits. Records time
out, actual time parked, and final charge calculated. In case of over-
stay by the user, the deduction of penalty ties occurs automatically
to the escrow before the rest of the money is released.

withdraw( ) :•  Owner-only  function  to  withdraw  accumulated
balances  after  penalty  settlements.  Ensures  clear  management  of
revenues.

 Booking and payment workflow
The following Algorithm 2 shows the QR code validation process,

and Algorithm 3 represents the Smart Contract parking workflow.
The proposed methodology combines  authentication,  quantum-

resistant  encryption,  blockchain-based  transaction  management,
and QR code validation in a single process. Parking events are metic-
ulously  documented  on  the  blockchain,  and  the  smart  contracts
ensure  a  seamless  reservation,  payment,  and  penalty  system  with-
out the need for intermediaries.  The integration not only enhances
transparency but also minimizes manual processes and bolsters the
overall security of the smart parking system.

The smart contract provides several security measures:
• Checks-effects-interactions pattern: Before any external calls are

made,  the  internal  state  is  updated,  and  this  prevents  reentrancy
attacks.

startS ession
•  Access  control:  Validator  addresses  can  only  be  used  to  make

,  and  only  the  owner  may  withdraw  money.  With  the
help  of  access  control,  no  one  can  access  the  records  without
permission. If  we have a user ID and password, then we can access
the  records;  otherwise,  we  cannot  access  the  records,  it  is  part  of
Start Session.

•  Reentrancy  guards:  According  to  the  situation  of  the  proposed
system architecture,  this  is  an essential  task for  Reentrancy Guards.
These  are  implemented  in  sensitive  functions  to  prevent  recursive
exploitation.

•  Immutable  state:  According  to  the  blockchain's  features,  when
data is stored in the ledger, we cannot alter the data; it is called the
Immutable or Tamper-Proof Ledger State. So, once finalized, session

 

Algorithm 2.  QR code validation protocol (simplified).

Input: Identity of the user, QR code identifier, server private key used as
input for QR code verification data.

user           : Identity of the user

QRid           : QR code identifier

skserver           : Server private key
Output:          Success/failure status
          Parking session state updated
procedure

VALIDATEQR(user,QRid)1: 

booking← DB.fetch(QRid)2:     
3:     data ← PQC. Decrypt(sk server, booking. encData)

data.valid4:     if  = True then
S ession.state5:         if  = "Entry" then

SmartContract.updateState(QRid,Active)6:            
Gate.open()7:            

8:            return Success

S ession.state9:         else if  = "Exit" then

Tparked← currentTime−data.startTime10:          

Tparked > data.allowedTime11:          if  then

Penalty← (Tparked−data.allowedTime)×Prate12:            
SmartContract.deduct(Penalty)13:            

14:          else

SmartContract.refund(user)15:            
16:          end if

SmartContract.updateState(QRid,Ended)17:          
Gate.open()18:          
returnSuccess19:          

20:       end if
21:       else

returnFailure22:          
23:   end if
end procedure

 

Algorithm 3.  Smart contract parking workflow.

Input: Message identifier, parking slot, and user's account are used as input
to the smart contract parking workflow

msgid             : Message identifier

slot             : Parking slot

price             : Parking price
user             : User's account

Output:             Reserved/Active/Ended: parking session state
            Penalty/Refund: payment settlement
procedure

CREATERESERVATION(msgid,slot,price)1:     
require(slot.available = True)2:       
escrow[msgid]← price3:       
state[msgid]← Reserved4:       
emitEvent(ParkingReserved,msgid,slot,price)5:       

end procedure
procedure

STARTSESSION(msgid)6:     
require(state[msgid] = Reserved)7:       
startTime[msgid]← block.timestamp8:       
state[msgid]← Active9:      
emitEvent(ParkingStarted,msgid,startTime[msgid])10:     

end procedure
procedure
11: ENDSESSION(msgid)

require(state[msgid] = Active)12:     
parkedTime← block.timestamp− startTime[msgid]13:     
parkedTime > allowedTime[msgid]14:     if  then

overtime← parkedTime− allowedTime[msgid]15:         
penalty← overtime×penaltyRate16:         
escrow[msgid]← escrow[msgid]−penalty17:         
transfer(penalty,owner)18:         

19:     end if

refund← escrow[msgid]20:     
transfer(refund,user[msgid])21:     
state[msgid]← Ended22:     
emitEvent(ParkingEnded, msgid, parkedTime, penalty)23:     

end procedure
procedure

WITHDRAW24: 

require(msg.sender = owner)25:      
transfer(contractBalance,owner)26:      

end procedure
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states  are  irreversible  and  thus  can  be  audited.  Smart  parking
records data is stored in the blockchain ledger as a tamper-proof or
immutable state.

Gas  and  performance  analysis: Ethereum  test-net  experiment
deployment suggests the following average gas amounts:

createReservation() :•  65,000 gases
startS ession() :•  5,000 gases
endS ession() :• 80,000  gases  (depends  on  the  calculation  of  the

penalty)
withdraw() :•  30,000 gases

Such  costs  are  not  high  considering  the  small  frequency  of  the
parking  transactions  with  respect  to  the  high-frequency  financial
systems.

The  entire  end-to-end  process  of  the  post-quantum  cryptogra-
phy (PQC)-based secure smart  parking system[33],  which starts  with
user  booking  and  moves  through  payment,  checking  the  parking
availability, and closing the session, is depicted in Fig. 2. The process
begins  with  the  reservation  of  a  parking  spot  by  a  user,  and  the
sensitive  booking  information  is  encrypted  by  a  hybrid  PQC  and
AES-GCM method and stored safely in the backend database. Once
at  the  parking  facility,  a  validation  of  the  QR  code  is  carried  out,
which  connects  real-life  input  or  output  processes  with  the  state
changes  in  the  blockchain,  thereby  guaranteeing  access  manage-
ment  and  authenticity  of  transactions.  Ethereum  blockchain  smart
contracts[34] automatically  process  payment  settlements,  overstay
fines, and have tamper-resistant audit trails,  so every activity of the
parking  process  is  securely  and  transparently  recorded  without
human intervention. The entire operational process of the proposed
framework,  from parking reservation to blockchain payment settle-
ment and QR code-assisted exit process, is shown in Fig. 2.

 Implementation details
The execution of the suggested smart parking framework is based

on  the  hybrid  technology  stack  to  provide  not  only  quantum-
resilient security but also operational efficiency. The framework was
executed on a workstation running Windows 11 and an Intel Core i7

processor with 16 GB of RAM. React 18 and Firebase Authentication
are used to create the frontend of the system to enable scalable and
secure  access  by  its  users,  whereas  Python  3.11  with  the  liboqs-
python/Open  Quantum  Safe  (OQS)  library,  Flask,  and  PyMySQL  are
used  to  create  a  robust  API  (Application  Programming  Interface)
service and database management. Quantum-resistant encryption is
implemented  using  a  library  implementation  of  the  Kyber-768  key
encapsulation mechanism (corresponding to  NIST  Security  Level  3)
(KEM)  and  AES-256-GCM  to  encrypt  sensitive  booking  data  with  a
symmetric  key.  The  encrypted  payloads,  keys,  and  signature  arte-
facts  are  organized  in  a  MySQL  database,  and  the  corresponding
tables  are  used  to  store  users,  encrypted  bookings,  and  crypto-
graphic  keys,  which  provide  a  rational  data  structure.  The  technol-
ogy  stack  and  functional  components  of  the  proposed  quantum-
resilient trust framework are shown in Table 2.

Its integration facilitates a decentralized audit trail, and in order to
automate  the  reservations,  payments,  and  punishments.  Solidity-
based smart  contracts  run on the  Ethereum testnet  (i.e.,  Sepolia  or
Goerli)  are  deployed.  Parking  facilities  are  controlled  with  physical
access  via  a  lightweight  validator  service  on  edge  hardware  (e.g.,
Raspberry  Pi),  which performs verification of  QR codes.  This  staged
implementation  shows  how  the  framework  can  integrate  post-
quantum  cryptographic  protection,  automated  financial  transac-
tions,  and  real-time  access  control,  and  deliver  on  system  security
and usability for smart city mobility solutions.

The  reason  for  choosing  Ethereum  is  its  well-established  smart
contract  ecosystem,  security,  large  developer  community,  and
stable Sepolia test network, which facilitated the implementation of
the  prototype  and  reproducible  experimental  evaluation.  While
some  layer-2  solutions  like  Optimism,  Arbitrum,  and  Polygon  offer
reduced  transaction  fees  and  lower  latency,  the  major  aim  of  this
work  is  to  attest  to  the  viability  of  combining  post-quantum  cryp-
tography  with  blockchain-based  smart  parking.  As  a  result,
Ethereum  was  used  for  the  current  prototype,  and  layer-2  and
permissioned  blockchain  platforms  are  deemed  to  be  potential
avenues for future large-scale deployments.

 

Fig. 2  Operational workflow of the proposed system starting from user authentication, parking reservation, data encryption with PQC, secure storage of
data  in  the  database,  secure  payment  using  blockchain,  generation  of  QR  and  validation,  parking  session  management,  automated  enforcement  of
penalties, and audit logging in the blockchain.
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 Performance evaluation and analysis
This section demonstrates the performance and evaluation analy-

sis  of  the  proposed  framework  and  shows  the  novelty  through  a
comparison of the proposed work and existing research studies. We
consider  the  suggested  framework  on  three  levels:  (i)  speed  of
encryption  in  a  post-quantum  and  classic  environment,  (ii)
blockchain transaction latency, and (iii) final booking latency, which
was  observed  on  the  prototype  system.  Performance  summary
(Prototype) is shown in Table 3.

(i)  Encryption  performance:  To  evaluate  the  cryptographic  over-
head, we conducted a comparative analysis between a hybrid post-
quantum scheme (Kyber KEM combined with AES-GCM) and a classi-
cal  cryptographic  approach  (RSA-2048  with  AES-GCM).  The  experi-
mental  results  from  our  prototype  implementation  reveal  that  the
PQC-based scheme introduces a modest increase in computational
cost.  This  is  primarily  due  to  the  nature  of  lattice-based  arithmetic
operations used in Kyber,  which are inherently more CPU-intensive
than  the  highly  optimized  modular  arithmetic  employed  in  RSA-
based key encapsulation.

In  quantitative  terms,  the hybrid  PQC scheme incurs  an approxi-
mate  15%  increase  in  latency  during  booking-related  encryption
operations when compared to the RSA baseline. However, this addi-
tional  delay  remains  within  acceptable  limits  for  practical  deploy-
ment.  Given  the  enhanced  security  guarantees  offered  by  post-
quantum  cryptography,  the  observed  overhead  is  a  reasonable
trade-off.  Importantly, the latency remains well within the tolerable
bounds of  server-side processing for  smart  parking systems,  ensur-
ing  that  overall  system  performance  and  user  experience  are  not
adversely affected.

(ii)  Blockchain  latency:  We  evaluated  blockchain  confirmation
delays through deployments on the Ethereum test  network,  where
the  average  transaction  confirmation  time  was  observed  to  be
approximately  15  s.  This  latency  is  primarily  influenced  by  factors
such as network congestion and the selected gas price.  To support

near real-time validation, the proposed system integrates QR code-
based  entry  verification  with  a  backend  validation  mechanism.
While  the  initial  verification  is  handled  instantly  at  the  application
layer,  the  blockchain  layer  ensures  final  settlement,  providing
tamper-proof  records  and  immutable  audit  trails.  This  hybrid
approach effectively balances responsiveness with the security and
transparency guarantees of blockchain technology.

The prototype demonstrated 100% transaction execution success
and steady throughput  under  the workload tested.  Only  the meta-
data  for  transactions  is  kept  on-chain,  keeping  storage  costs  low,
and  encrypted  booking  data  is  kept  off-chain.  The  volume  of  gas
used is slightly dependent on the execution of the smart contracts,
and  the  congestion  of  the  network  primarily  influences  the  confir-
mation time for transactions but not the accuracy of the system.

(iii)  End-to-end  booking  latency:  We  further  assessed  user-
perceived latency by measuring the time elapsed from the initiation
of the booking process to the successful delivery of a valid QR code
to the user. This end-to-end duration captures multiple critical oper-
ations, including post-quantum cryptographic (PQC) encapsulation,
AES-GCM-based  secure  encryption,  blockchain  transaction  submis-
sion, and email delivery. Despite the involvement of these computa-
tional  and communication steps,  the prototype achieved a  median
latency  of  approximately  2–4  s.  This  response  time  is  well  within
acceptable  limits  for  real-world  urban  parking  scenarios,  ensuring
that users experience a smooth and responsive interaction. Overall,
the system effectively maintains strong security guarantees without
compromising  usability,  thereby  delivering  a  practical  and  user-
friendly solution.

 Thread model and security analysis
The  suggested  framework  is  tested  against  a  set  of  adversarial

threats,  such  as  eavesdropping,  man-in-the-middle  (MITM)  attacks,
database  breaches,  smart  contract  exploits,  replay  attacks,  and
quantum-enabled attackers.

 Threat model
We suppose that attackers can seek to:
• Hack communication between users and the backend servers to

retrieve sensitive booking data.
• Initiate TLS attacks to use session payloads using MITM.
• Hack the back-end database to steal stored user data and reser-

vations.

 

Table 2.  Technology stack and functional components of the proposed quantum-resilient trust framework.

Layer/module Technology/tools Functionality Description

Frontend layer React 18, Firebase
authentication

User interface and
secure access

Provides a scalable and responsive UI for slot search, booking, and QR display
with secure user authentication and session management

Backend service layer Python 3.11, Flask, PyMySQL API and business logic Handles booking requests, slot allocation, payment initiation, and
communication between frontend and database

PQC security module Kyber-like KEM, AES-GCM Quantum-resistant
encryption

Implements hybrid encryption where Kyber secures symmetric keys and AES-
GCM encrypts sensitive booking data, ensuring confidentiality and integrity

Database layer MySQL Data storage and
management

Stores encrypted user data, booking information, cryptographic keys, and
signature artifacts in structured tables

Blockchain layer Ethereum testnet
(Sepolia/Goerli), Solidity

Decentralized audit and
smart contracts

Enables immutable audit trails and automates booking, payment, and penalty
enforcement using smart contracts

Edge layer Raspberry Pi
(or similar IoT device)

QR code validation and
access control

Performs real-time QR verification and controls physical gate access for
parking entry/exit

QR code module QR generator and validator Secure access
mechanism

Generates time-bound QR codes for booking validation and prevents
unauthorized access

Payment and penalty
module

Smart contracts (Solidity) Automated transactions Handles booking payments and penalty enforcement transparently and
automatically via blockchain

System integration Hybrid architecture End-to-end system
coordination

Integrates PQC, blockchain, backend, and IoT components to ensure secure,
efficient, and real-time smart parking operations

 

Table 3.  Performance summary (standard metrics).

Metric Baseline (RSA) Proposed (PQC + AES)

Key encapsulation time (ms) 18 21
Booking encryption overhead 0 15%
QR gen + email (ms) 1,500 1,700
Blockchain confirmation (s) 10–30 10–30
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•  Abuse Ethereum smart contract vulnerabilities (e.g.,  reentrancy,
unchecked integer operations).

• Enter the old QR code or reservation ID and reply to gain unau-
thorized access.

• Make quantum computing break classical cryptography like RSA
or ECC.

 Defenses
The  system  combines  several  mechanisms  to  deal  with  these

threats:

 Protection against quantum attacks on privacy
Post-quantum  cryptographic  key  encapsulation  mechanisms,

such  as  Kyber,  play  a  crucial  role  in  safeguarding  sensitive  data
against  emerging  quantum  threats.  By  securing  the  exchange  of
symmetric  keys,  Kyber  ensures  that  confidential  information  and
private  communications  remain  protected  even  in  the  presence  of
powerful  quantum  adversaries.  Unlike  traditional  cryptographic
methods that may become vulnerable with the advent of quantum
computing,  Kyber  is  designed  to  withstand  such  attacks,  thereby
providing long-term security and future-proof protection for critical
data.

 Integrity and auditability
Storing booking events on the blockchain ensures the creation of

a transparent and tamper-proof record of all  system activities. Each
reservation,  payment  transaction,  and  state  change  is  securely
logged  in  an  immutable  ledger,  making  it  virtually  impossible  to
alter  or  delete  records.  This  not  only  enhances  trust  and  account-
ability  but  also  provides  a  reliable  audit  trail  for  verification  and
dispute resolution.  As a result,  stakeholders can confidently rely on
the  integrity  of  the  data,  knowing  that  every  action  within  the
system is permanently and securely recorded.

 Smart contract security
The  smart  contract  is  carefully  designed  following  well-estab-

lished security best practices to minimize potential vulnerabilities. It
adheres to the checks-effects-interactions pattern,  ensuring that all
validations  and  state  updates  are  performed  before  any  external
interactions  take  place.  Additionally,  the  inclusion  of  reentrancy
guards  helps  prevent  common  attack  vectors  such  as  reentrancy
attacks,  which  have  historically  led  to  significant  exploits.  The
contract  also restricts  unsafe or  unauthorized upgrades,  preserving
the integrity of its logic over time. Together, these measures create a
robust  and  secure  execution  environment,  making  it  considerably
more difficult for attackers to exploit the system.

 Operational security
Authentication  of  parking  validator  devices  is  implemented

through  a  combination  of  mutual  TLS  (Transport  Layer  Security)
and  digital  signature–based  message  verification.  This  dual-layer
approach ensures that both the client and server verify each other's

identities  before  any  communication  takes  place,  establishing  a
trusted connection. In addition, every message exchanged is crypto-
graphically  signed and validated,  guaranteeing its  authenticity  and
integrity.  As  a  result,  the  system  effectively  prevents  device  spoof-
ing,  unauthorized  access,  and  other  malicious  activities,  thereby
strengthening the overall security of the parking infrastructure. The
security  analysis  of  the  proposed  VishwasQ  framework  against  the
common classical and quantum attack models and defense mecha-
nisms incorporated in the system is shown in Table 4.

The  results  show  that  the  proposed  framework  counters  major
security  threats  by  using  post-quantum  cryptography,  blockchain,
secure  authentication,  and  smart  contract  technology  in  combina-
tion.  These  mechanisms  jointly  enhance  confidentiality,  integrity,
authentication, and resilience to classical and quantum attacks.

 Limitations
While  the  proposed  framework  significantly  enhances  security

and  resilience,  it  is  not  without  certain  limitations.  One  of  the
primary  concerns  is  the  computational  overhead  introduced  by
PQC,  which  is  inherently  more  resource-intensive  than  traditional
cryptographic  techniques.  This  increased  cost  stems  from  complex
mathematical  operations,  and  it  necessitates  careful  optimization
through hardware acceleration and the use of highly efficient cryp-
tographic  libraries  to  ensure  practical  deployment.  In  addition,  the
reliance on blockchain introduces its own set of challenges. Transac-
tion  confirmation  times  can  vary  due  to  network  latency,  and  gas
fees are often unpredictable, which may impact the overall cost and
responsiveness of the system. To address these issues in real-world
deployments,  alternative  approaches  such  as  layer-2  scaling  solu-
tions  or  permissioned  blockchain  networks  can  be  adopted  to
improve performance, reduce latency, and provide more consistent
operational costs.

 Evaluation discussion
When  post-quantum  cryptography  and  blockchain  work  toge-

ther,  they  find  a  balance  between  quantum-resistant  privacy  and
trust  that  is  distributed.  The  proposed  framework  can  be  imple-
mented in the smart parking domain, where secure payments, trans-
parent audit  trails,  and automated enforcement are also significant
points  of  concern,  because  it  can  be  instantiated  with  only  a  small
overhead  on  performance.  The  proposed  architecture  is  compared
to the traditional parking system in Fig. 3 to illustrate its benefits in
terms  of  security,  transparency,  and  automation.  Nevertheless,  the
production  systems  of  the  future  should  pay  attention  to  the
elements of gas costs on the public blockchain, the user experience
of on-chain payments,  legal aspects of cryptocurrency use,  and the
scalability of validator infrastructure.

Figure  4 shows  the  experimental  performance  evaluation  of  the
proposed framework in terms of scalability and cryptographic over-
head. Figure 4a shows how the total number of users affects system

 

Table 4.  Security analysis of the proposed VishwasQ framework.

Attack type Security mechanism Mitigation

Replay attack QR code with time limit and blockchain verification of transactions Stops reuse of expired or duplicate transactions
MITM attack Kyber-KEM, AES-256-GCM, TLS-authentication Offers private and authenticated conversations
Sybil attack Identity verification with blockchain and Firebase authentication Prevents creation of fake identities without permission
Denial-of-service (DoS) Smart contract verification and backend request validation Reduces malicious handling of requests and unauthorized access
Smart contract attack Checks-Effects-Interactions pattern along with re-entrancy guard Prevents re-entry and unauthorized contract execution
Database tampering AES-GCM encryption and unalterable blockchain audit logs Protects confidentiality and integrity of data at rest
Quantum attack Kyber KEM and SPHINCS+ Resists quantum adversaries
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latency.  The  increase  we  see  is  mostly  because  of  delays  in  block-
chain confirmations and the extra work that cryptography requires.
Even  so,  the  latency  is  still  within  an  acceptable  range  for  smart
parking apps that work in real time. Figure 4b shows that the PQC-
based  encryption  scheme  adds  a  small  amount  of  overhead  when
compared  with  classical  RSA-based  encryption.  But  this  trade-off
makes  the  system  quantum-resistant,  which  means  it  will  be  safe
from future cryptographic threats.

The  comparison  in Table  5 shows  that  IoT-only  systems[30] have
weak  security  and  a  lack  of  trust  because  they  are  controlled  from

one central  location.  On the other  hand,  blockchain-based systems
make data more transparent and trustworthy, but they are still open
to  quantum  attacks.  The  suggested  system  combines  post-quan-
tum  cryptography  using  blockchain  and  QR-based  validation  to
improve  security  standards,  automated  procedures,  and  tamper-
proof auditing. It does add some extra processing and latency, but it
strikes a good balance between speed, scalability, and security that
will  last.  Because  of  this,  the  proposed  design  is  better  for  parking
systems in smart cities of the future.

 Conclusions
This paper introduced a decentralized post-quantum trust frame-

work  for  secure  IoT-enabled  smart  parking  networks  that  incorpo-
rates  PQC-based  confidentiality  encryption  in  the  form  of  a
blockchain,  which  allows  auditability  to  be  immutable,  and  smart
contracts  that  automate  payments  and  penalties  on  Ethereum.  A
working prototype can be used to prove the practicality of the archi-
tecture,  where  quantum-resistant  confidentiality  and  decentralized
trust  are  possible  with  reasonable  performance  trade-offs.  The
suggested system is  highly  transparent,  automatable,  and security-
friendly  in  the  post-quantum  world  by  improving  the  future  of
urban  parking.  The  proposed  framework  will  be  improved  with
regard to scalability, efficiency, and intelligence in the future to facil-
itate large-scale deployments in smart  cities.  Although it  is  promis-
ing  in  its  performance,  the  proposed  framework  has  its  set  of  limi-
tations  that  can  be  addressed  in  future  research.  Post-quantum
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Fig.  3  Traditional,  IoT-cloud-based,  and  the  proposed  PQC-blockchain
parking  system  are  compared  qualitatively  regarding  security,  trans-
parency,  and  automation.  The  proposed  framework  combines  the
quantum  resistance  of  cryptography  with  decentralized  blockchain
services to achieve the best overall performance.

 

a b

Fig. 4  Assessment of the proposed framework. Scalability characteristics of the framework. (a) System latency vs number of concurrent users. In (b), the
execution time of the proposed PQC-AES scheme is compared with the conventional RSA-AES method, showing that the computational overhead of PQC
is modest.

 

Table 5.  Smart parking framework/architecture comparative analysis.

Parameter IoT-only system Blockchain-based system Proposed approach (PQC + blockchain + QR)

Security-level Low (classical encryption) Medium (blockchain integrity) High (PQC + blockchain security)
Quantum resistance[35] No No Yes
Data integrity Vulnerable to tampering Immutable records Immutable + cryptographically secure
Privacy protection Limited Moderate Strong (PQC encryption)
Access control RFID/sensors Smart contract-based QR code + blockchain validation
Automation of payments Manual/semi-automatic Automated via smart contracts Fully automated with penalty enforcement
Transparency Low High Very high
Scalability High Moderate (gas cost issues) Moderate (optimizable with layer 2)
Latency Low High (blockchain delay) Moderate (optimized hybrid flow)

Suitability for smart cities[36,37] Limited Good Excellent
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cryptography (PQC) integration may introduce some computational
overhead  compared  to  traditional  cryptographic  algorithms,  and
during  extensive  implementations,  the  time  required  to  confirm
blockchain  transactions  and  gas  fees  could  impact  the  responsive-
ness  of  the  system.  In  addition,  the  current  implementation  has
been  tested  on  a  prototype  environment  using  the  Ethereum  test
network  and  has  not  yet  been  tested  in  a  real-world  smart  city
scenario with a high number of concurrent users and a multitude of
different IoT devices.

Future  efforts  will  involve  enhancing  the  framework's  scalability
and  efficiency  by  implementing  hardware-accelerated  versions  of
PQC algorithms,  exploring the potential  of  adopting Layer-2 block-
chain  or  permissioned  blockchain  solutions  to  lower  latency  and
transaction costs,  and introducing formal  verification of  smart  con-
tracts to further reinforce the security of the system. The framework
will  also  be  expanded  to  accommodate  the  interoperability  of  the
system with intelligent transportation systems and other smart city
infrastructure.  Additionally,  the  use  of  AI  for  demand  forecasting,
flexible  parking  assignment,  and  dynamic  price  models  will  be
explored, further optimizing the use of resources and improving the
experience for users in future smart mobility applications.

These future improvements will  enhance the scalability,  security,
and practical  applicability of the presented framework,  enabling its
integration  into  next-generation  intelligent  transport  systems  and
quantum-resistant  smart  city  environments.  Finally,  the  developed
VishwasQ  framework  offers  a  practical  and  scalable  approach  for
secure smart parking systems, providing quantum-resilient security,
transparent transaction management,  and automated trust mecha-
nisms  that  support  the  deployment  of  next-generation  smart  city
and intelligent transportation infrastructures.
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