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Abstract

The present article is devoted to the methods of quantitative risk analysis used to ensure the engineering safety of industrial equipment. It aims to clarify the
latter's place in the concept of the civilization of safety and security. The features that make engineering universal in engineering are its interdisciplinary
nature and the presence of a safety culture. Interdisciplinarity is manifested when considering organizational and legal factors for risk assessment. This is
demonstrated by the example of two blast furnace accident scenarios. The safety culture is implemented through initiative-taking maintenance strategies
through risk-based maintenance. The theoretical foundations of this strategy are presented: risk and safety indicators, an algorithm for finding the optimal
level of risk, and a method for diagnosing the technical condition of mechanical systems. Recommendations on using risk and safety indicators depending

on the criticality of the element being diagnosed are given.
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Introduction

Today, safety and security have become essential conditions for
the survival of society. Both concepts are multidimensional, and
have various aspects and extremely complex connotations. Safety
and security cover many areas, such as human rights, health care,
food, ecology, environment, morality, culture, politics, national terri-
tory, military, economy, society, society, technology, information,
resources, markets, property, assets, materials, etc. Currently,
experts have realized that security is an interdisciplinary science that
contains a system of knowledge about the phenomena and laws of
securityl'l. The development of security in various fields gradually
demonstrates a tendency to develop a universal theory of security
and safety. At the same time, each security science that corre-
sponds to a particular field of activity is characterized by its prob-
lems and methods of solving them.

Security is now considered one of the most important goals of
civilization. That is why the concept of safety and security civiliza-
tion (SSC) has been developed, which is divided into 12 areast?.
Among them, technical safety stands out, covering industrial facili-
ties that are sources of potential danger. According to the SSC
concept, technical safety is referred to as the 10th component, which
may be described as the 'innovative ability to create safe equip-
ment'. By this, the authors of the concept understand the use of
technological means to improve the level of social protection,
enhance the monitoring of production safety, and create opportuni-
ties for early warning of accidents. This is achieved by developing
intelligent safety systems, analyzing large databases, and other
technologies!?l,

A separate component of the SSC concept is to increase public
literacy and knowledge of safety and security through education. As
a result, a safety culture will be formed in society. The safety culture
in the manufacturing process of products is as follows. Designers
should not only think about how the object will function properly
but also about how it will deteriorate and what will cause it to fail.
Operators who use initiative-taking maintenance strategies, thus
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preventing emergencies, also putting the SSC concept into practice.
The risk-based maintenance (RBM) strategy for industrial equip-
ment is known, which monitors safety and aims to prevent danger-
ous failuresBl. There is a transition from the 'find and fix' principle of
equipment maintenance to the 'learn and prevent' motto.

The purpose of this paper is to present the main stages of the
algorithm for assessing the technical condition of industrial equip-
ment by monitoring the level of safety developed by the authors.
The task was also to outline the place of technical safety in the civi-
lizational concept of safety and security. In the research aspect, the
task arose to quantify the influence of organizational and legal
factors on the level of losses from accidents and on the change in
the position of equal risk curves.

The emergence of safety and the evolution of
this concept in engineering

The problem of technical safety was addressed by experts in the
1950s, associating it primarily with the mistakes of operators who
control technical systems. A threshold frequency (0.01...0.02) was
established, which is used to assess the reliability of systemsil. At
present, this approach has evolved into such a specific area of relia-
bility theory as the reliability of the machine-human system. In the
1960s, attention began to be paid to the consequences of failures,
which led to the emergence of risk analysis and the fault tree
method®6l, These are universal tools that are based on the study of
the development of a sequence of failures of technical system
elements. The fault tree allows you to determine the probability of
an emergency, which in many cases is equivalent to the probability
of failure. Documents have been developed that regulate the
acceptable level of risk and the procedure for determining it for vari-
ous fields of technology.

In the early 1970s, an additional impetus to the development of
engineering safety was the realization that with the development of
unit productivity of technological machines and units, the way to
ensure reliability as learning the lessons of failures is very costly.
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Moreover, at that time there were several accidents at industrial
plants with a considerable number of deathsl’. Methods were
developed for identifying hazards and for quantifying the conse-
quences of failures.

Engineering safety assessment methods evolved from structural
mechanics when the statistical theory of strength was applied to
assess seismic riskl8l. Since then, the concept of safety as a synonym
for reliability has been applied to technical facilities whose opera-
tion is intended to reach a limit state. Since the 1970s, the proba-
bilistic safety analysis of nuclear power plants has been actively
developing in the world, designed to initially show that their opera-
tion does not cause damage to human health and the environment
that exceeds the losses from the operation of other energy systems.
The solution to a similar problem, that air transportation is safer
than passenger transportation by other modes of transport,
contributed to the intensive development of aviation. Successes in
the development of probabilistic safety methods in nuclear power
and aviation have prompted their use to assess the service life of
potentially hazardous mechanical systems in virtually all areas of
technology.

Another source of technical safety was the concept of probabilis-
tic structural integrity, which emerged as a counter to the determin-
istic approach. Deterministic calculations, which had prevailed since
the mid-19th century, led to errors in predicting the behavior of
structures. This situation was the result of not considering sufficient
information about the operating conditions of the facility. The prob-
abilistic approach is a traditional method of overcoming the uncer-
tainty of the initial parameters. Back in the 1920s, it became clear
that the effectiveness of forecasting was based on the use of both
the average values of the initial data and their variances; in the
1940s, the concept of a statistical safety factor was already used®.
At the same time, the classical theory of reliability, based on mathe-
matical and statistical methods, began to actively develop. They
complemented the probabilistic approach of structural integrity.

This path eventually led to the emergence of structural reliability
methods. Unlike classical reliability methods, they are based on
probabilistic physical methods or Physics of Failurel'?. They
consider the nature of degradation processes acting on the product.
It can be considered that structural reliability is a Mature Reliability
Methodology. Having been developed for mechanical systems, it is
now being applied to electronic systems, which have traditionally
been the area of interest of classical reliabilityl' 1.

Since the end of the 20t century, proactive strategies for equip-
ment maintenance have been developed in industry. They are
aimed at maintaining proper levels of safety and reliability while
reducing equipment maintenance costs. The share of repair per-
sonnel can reach up to 30% of the metallurgical enterprise staff. If
the average share of maintenance costs for all costs in general
industrial production is 5%, then this share for chemical production
is 6.8%, and for steelmaking, it is already 12.8%. In metallurgy, main-
tenance costs are 8.6% of investments in production (against 3.8%
in chemistry)l'2l,

For large-scale manufacturing facilities, where a significant
number of units are operated under identical conditions, it is advis-
able to use reliability-centered maintenance (RCM). Here, mathe-
matical, and statistical approaches of classical reliability are used.
For small-scale, unique production facilities, it is important to apply
a service strategy risk-based maintenance (RBM). An individual
approach together with probabilistic and physical methods is
adequate.

The actualization of RBM is facilitated by the global trend of
extending the operation of industrial facilities that have overcome
the standard service life. Long-term operated facilities, created
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during the period of economic growth in the second half of the 20t
century, are approaching the end of their standard service life,
which is associated with an increase in the risk of operation and the
number of man-made accidents. However, often, despite obsoles-
cence, their mechanical systems still have sufficient technical
resources. It is inexpedient (impossible) to completely decommis-
sion such facilities, but it is more rational to extend the service life by
diagnosing their systems, and modernizing weak points. At the
same time, it is required to comply with technical safety standards,
which means the property of structures that allows them to be oper-
ated, minimizing damage from failures.

From the above review, it follows that engineering safety can be
interpreted as the reliability of critical elements of a system, the fail-
ure of which is associated with significant losses. Thus, ensuring
safety characterizes the current stage of development that follows
the methods of mechanical system reliability. At the beginning of
the 215t century, the transition from ensuring strength to ensuring
safety has become so rapid that some scientists consider it a second
revolution in the science of strengthl'2],

Results

In many engineering practices, safety is interpreted as the techni-
cal condition of an object in which all existing risks do not exceed
their limit values!’3l. This leads to three problems: (1) Choosing a
metric for quantifying risk and safety; (2) Setting the limit level of
such an indicator; (3) Combining individual risks into a single overall
risk of the entire technical system.

Risk and safety indicators

Natural risk indicator
Traditionally, risk is calculated as a function of two variables:

i=fS M
where f is the frequency of emergency failures [failures/time], and S is
the intensity of damage from them individually [damage/accident].
This means that the risk has the dimension of the amount of damage
per unit of time [damage/time]. The peculiarity of this metric is that
both variables in Egn (1) are interdependent. This is reflected in
Farmer's method, which studies the relationship between the
cumulative frequency F, =f; +f, +..+ f, for the number of levels n with
accident severity N. Usually, the Farmer curve is represented by the
following formula:

F=F/N™ )
where F; is the frequency of failures with conditional single losses, a is
risk aversion factor.

If in Egn (2) the indicator a = 1, then we are dealing with a neutral
risk curve (Fy, Fig. 1). With the risk level i as a parameter, the F-N
curve is an equal risk line that shows how many minor accidents
correspond to the loss from one major accident. For an ideal
Farmer's curve (the so-called neutral risk curve), Eqn (1) implies that
a 10-fold increase in the damage from an accident is followed by a
10-fold decrease in the frequency of its occurrence (Fig. 1). F-N
curves are obtained a posteriori by observing the operation of a
certain number of similar technical systems. The process of obtain-
ing such information is long and expensive. These disadvantages
are balanced by the fact that such results characterize the technical
system.

For mechanical systems, as a rule, the index of Eqn (2) is greater
than one: 1 < a < 2. A situation is formed when the object does not
perceive risk at the expected level, fulfilling a more optimistic
scenario. The F-N diagram corresponding to this situation is called
the risk aversion curve (Fga, Fig. 1). The effect of risk aversion is
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Fig. 1 F-N-curves of neutral risk (Fy), risk aversion (Fga) and the scheme
of formation of high-risk curves (F,).

related to the properties of a mechanical system, the laws of aging
of its elements and is objective.

Dimensionless risk indicator

According to some regulatory documents, risk is interpreted as a
combination of the probability and severity of failure, primarily
accompanied by injury or damage to human health!. Using the
Bayesian interpretation of probability as a measure of the reliability
of the result, the risk can be represented as follows:

i=0S 3
where Q is the probability of failure (accident). That is, the risk is a
specific indicator that determines the absolute (total) damage / during
the operation time t:

I=it @

At the initial stages of risk analysis, experts used the probability
of failure Q as its main characteristic. The reason for this is that
the severity of failure or intensity of damage has a vague
interpretation(', It was decided to separate its material and fre-
quency components into risk assessment. The use of Q in this aspect
makes it possible to consider safety as the reliability of purely criti-
cal elements of a technical system. Then safety R represents the
opposite side of the risk.

The disadvantage of the Q indicator is that it is difficult to use as a
comprehensive diagnostic parameter of technical condition. It is
poorly sensitive to the operating time t1'5l. In comparison, it is more
effective to use a dimensionless risk indicator in the form of
odds-ratio:

p=0/P=0/(1-0) (5)
where P is the probability of failure during the service life.
Then the operation will be safe:

R=1-p 0
Thus, in this form, safety is consistent with its interpretation as the
technical condition of a facility in which the risks of its operation do
not exceed acceptable (permissible) levels. Dimensionless risk indi-
cators vary from zero (complete safety) to one (termination of
the safe state). According to Eqn (3), the full risk p occurs when the
facility's operating time equals its average durability T, and the
reliability P is 50% or Q = 0.5. That is, the risk measure in the form of
Q is less conservative than the metric p. At realistically achievable
levels of reliability, where the probability of failure does not exceed
Q < 0.05, the level of safety R practically becomes equal to the pro-
bability of failure P. That is, under conditions of Q < 0.05, the risk is
equal to the probability of failure: p = Q.
Given the level of damage from the failure of the entire technical
system S5, denoting the significance of the failure of the i-th
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element under the influence of the k-th degradation process as criti-
cality

uix =S /Sus 7
we obtain the generalized risk of the system:
iZZSZ'ZQik‘Mfk (®)

Thus, it is possible to compare risks within a single entity using a
dimensionless expression that is signed as a sum, which can be
called the dimensionless risk of the system:

Pxo = Z Qik - Uik )
If we use the dimensionless risk indicator p; instead of Q;, we get
the same result:

Pz = Zpik Uik (10)
On this basis, risk can be interpreted as the product of the proba-
bility of failure and its significance, which is confirmed by Eqn (6).

Resource safety index

In general, the algorithm for determining reliability P may differ
for sudden and gradual failures. The same may apply to the determi-
nation of the dimensionless risk p. This problem is fundamentally
solved by using the comparative model 'operating time - resource’,
which embodies the resource approachtl. It works well at the stage
of operation when the diagnosis of residual life is conducted by
controlling the natural parameter, which is the operating time t. The
ratio of the maximum operating time t at the time of control to the
minimum resource T, (determined in the statistical aspect by its
distribution functions) forms a guaranteed safety margin nz. The
logarithm of its current value forms the resource safety index
(resource safety index). It decreases linearly with operating time.
Reaching zero value by the resource safety index indicates that the
facility is operated with an unacceptable risk.

The probabilistic reserve of the resource nypis the inverse of the
probabilistic accumulated damage in the resource interpretation d.
Then, for an individual safety index with level P=R,3.14151 is true:

T
Brix = lgTP = Ignrp = Igdy' (11)

In the resource-based interpretation, the current damage a is
equal to the dimensionless risk index['%. Then the resource safety
index for systems will be:

Brs = lg(Suy - 105! (12)

Acceptable levels of risk and safety
The criterion of calculation under the concept of comprehensible
risk is formalized in an aspect:

pr<lp] or Rr>I[R] (13)

when current risk levels or safety pT and Ry are compared with

limiting values [p] and [R]. Determining the latter is an original
obstacle that is caused by the variability of risks over time.

The basic possibility of criteria application of safety and risk
control is illustrated using diagrams of optimal life expectancies T,
and risks p, (Fig. 2).

Their values correspond to the minimum of the cost of produc-
tion C,min and the potential injury CL,;,,, estimated in monetary unit
C. The cost price C,, in addition to fixed costs, includes the cost of
equipment CA, which is reduced by amortization, both mainte-
nance costs and reconditioning M, which increases with the aging of
the equipment. Total damage CL consists of expected material
losses of manufacture L which are as high as the risk is higher, and
from the cost of the technical system CE itself which under abnor-
mal conditions can be taken out of service. The link between the
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Fig. 2 The principle of finding the optimal risk p,,; and improving
safety when transitioning from the assigned resource allocation
function F to the initial resource allocation function F,,, the guaranteed
value of which should correspond to the optimal risk p,,; and the
optimal service life T,

diagrams is proposed to be realized using a distribution function of
life expectancies T, due to which the operational performance of
risk p returns itself to a material component.

Optimization of the function T, at which the median (deter-
mined) value of life expectancy of T, corresponds to complete risk is
done in the direction of increasing in accuracy of prediction (arrow,
Fig. 2). The demanded guaranteed longevity should be fixed taking
into account cost reasons and corresponds to the magnitude of
Topt Which should guarantee safety R =1 — p,,,; . The predicted value
of Tg in the function of Ty, should be not less than the demanded
value. Thus, an increase in the accuracy of life prediction expectancy
is equivalent to an increase in the safety of maintenance. Thus, the
average level of T, is reached by traditional actions. The proposed
approach allows us to fix an objectively admissible level of safety -
risk now of control, as [p]; or [R].

Diagnosing the technical condition

Ensuring industrial safety is based on the concept of phased
assignment of the warranty service life of technological equipment.
This concept is an integral part of the field of mechanical engineer-
ing, sometimes called Lifetime Mechanics!'®. The idea of imple-
menting machines with the help of resource mechanics is that
objects are designed for a guaranteed assigned service life, and
during operation, due to the identification of aging models, the
technical condition is reassessed, a more accurate (with less scatter)
initial service life is established, and then the sequence of residual
resources is determined. At the same time, reliability and safety indi-
cators are determined using the 'accumulated operating time - life-
time' comparative model. This makes it possible to design a mate-
rial-efficient product with the required level of reliability, and at the
stage of operation - to ensure safety at the fullest exhaustion of the
resource.

In the studies by Belodedenko & Bilichenko!'3], and Belodedenko
et all’?], the authors demonstrated the possibility of using the
natural risk indicator as a diagnostic parameter of the technical
condition of the facility. Over the course of operation, the risk of the
intensity of total losses increases. The parameters of the Farmer's
curve also change the unchanged position which corresponds only
to a certain technical condition of the object. Changes in the quality
of the technical condition are characterized by a new position of the
F-N curve. This algorithm is effective for determining the optimal
service life of a facility but is not suitable for planning ongoing
rehabilitation activities.
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For this purpose, it is more productive to use dimensionless risk
and safety indicators. The safe stage of operation is limited by the
guaranteed durability before the appearance of a crack T, when the
reliability is p <0.95. At this stage, the technical condition is
controlled by the resource safety index, the critical value of which is
Pp=0(green zone, Fig. 3).

The initial value of the safety index Sy, is 0 and corresponds to the
logarithm of the guaranteed durability. During operation, the value
of fp decreases linearly. After the guaranteed service life is
exhausted, in most situations, reliable operation of the system is
possible, but the technical condition is already controlled by a
dimensionless risk indicator p. The zone of acceptable risk, into
which the safety zone passes, is closed between p—0 and the criti-
cal value p = 0, when the reliability becomes p = 0.5 and the durabil-
ity is the median T, (yellow zone, Fig. 3). Further operation of struc-
tures is accompanied by the appearance of cracks that cannot
always be detected by diagnostic tools. This stage is characterized,
as a rule, by the growth of the crack to a size that can be confidently
detected by diagnostic tools. The service life T, corresponds to an
increased risk (pink zone, Fig. 3). Operation in this zone can be
perceived as a resource reserve. When the operating time reaches
this value t > T, p, the object needs to be repaired (red zone, Fig. 3).
The purpose of diagnostics during the service life extension proce-
dure is to find out in which zone the equipment is located and what
are the parameters of the service life exhaustion function. In this
role, the safety functions S, (t) and risk p(t) are used. The intensity of
resource depletion changes at each stage.

Discussion

Interdisciplinarity of safety as a science

The interdisciplinary nature of safety is most clearly manifested
when considering organizational and legal factors when calculating
total losses L (Figs 1, 2). The level of losses depends not only on the
properties of the technical system, which can be determined by
Farmer's curves F,and Fg,. For this purpose, the severity of failures is
used, which is limited by the knowledge of one branch of tech-
nology. F-N curves determine the probability of an initiating failure
or emergency (Fig. 1). Further risk analysis is conducted using
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Fig.3 Application of risk and safety indicators for diagnosing technical
conditions.
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logical and probabilistic models in the form of fault trees and acci-
dent scenarios. Further losses depend on the organization of
production. If a failure triggers the next chain of failures, its severity
will increase. Then the neutral risk curve is transformed into an
increased risk curve (F, Fig. 1). Since low-severity failures (upper
part of Fig. 1) are associated with less consequences, the new F-N
curves will have a lower slope and a value of a < 1. In addition to
managemental factors, it is also worth considering legal factors, as
fines are used to regulate safety. While the F, and Fg, curves are
objective, the F4 high-risk curves are subjective. Thus, the presence
of managemental and legal factors gives the security problem a
complex interdisciplinary aspect.

In the area bounded by the curves F, Fp,, the severity of failures N
can be measured in various dimensions, such as downtime, product
loss, or the number of fatalities. For high-risk curves F,, the severity
must be evaluated in monetary terms.

To illustrate the above, based on the information provided in the
previous studies!’3'7], the authors developed scenarios of similar
accidents of two blast furnaces (BF). In terms of the intensity of
damage from accidents, metallurgy ranks 4th—5th after rocket and
space technology, nuclear power, chemical reactors, ahead of the
mining industry, transport, construction, and mechanical engineer-
ingl'3l. Both accidents were accompanied by explosions in the
furnace space and 'bouncing' of the furnace body, after which red-
hot charge poured out onto the cast house. The first accident
occurred on September 7, 1993, at a metallurgical plant in Ukraine.
The second accident occurred on November 11, 2001, at a steel
plant in Wales, UK.

After both accidents, BF's operation became impossible, and they
were taken out of service. The explosions were caused by water
meeting molten smelting products. In the first case, water entered
the furnace as steam condensation through the upper structure of
the BF, and in the second case, it was caused by the burnout of
refrigerators in the lower part of the BF (Figs 4, 5). In these figures,
the events that initiated the accidents are obscured.

The accident in the Ukraine is the most serious in the steel indus-
try. It killed 18 people and injured more than 30 workers. According
to the investigation report, the accident was preceded by a chain of
events and personnel actions that violated 11 points of the techni-
cal operation regulations. Moreover, each violation could not have
led to a similar outcome. An unfavorable combination of eight
production factors was observed (Fig. 4). Such a scenario is difficult
to predict without a precedent. All of this demonstrates the rele-
vance of developing emergency scenarios.

The second accident in Waless claimed the lives of three workers.
The court fined the company that operated the plant at the time
£1.33 million and awarded £1.75 million in damages. This does not
include production losses.

In both cases, the accident developed for about two days. The
staff took certain measures to stop the unfavorable events. Both
accidents occurred at the final stages of the BF campaign. Therefore,
the condition of the supporting structures was not perfect. In the
first case, the furnace failure occurred along with the shaft causing
in the tuyeres and in the shoulder (bosh). In this part, cracking was
observed, which led to a decrease in strength. In the second case,
the furnace lifting from the explosion was made possible by the
destruction of the bolts that connected the furnace shaft (upper
furnace shell) to the furnace shell (bosh shell). The bolts were made
of different steel grades and were prone to brittle fractures. If they
had been made of the steel specified in the drawings, the strength
of the connection would have been preserved!'7],

Several conclusions can be drawn from the above. A related factor
in accidents is damage to mechanical equipment that is not
detected promptly. Therefore, diagnosing the technical condition of
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Fig.4 Scenario of the accident at the blast furnace in Ukraine.
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Fig.5 Scenario of the accident at the blast furnace in Wales.

structures is an integral part of a safety culture. In the first case,
many fatalities were caused by an organizational factor. Two shifts
of personnel were present at the foundry during the explosion. This
is unacceptable. In this aspect, unmanned technologies should be
promoted. The legal factor worked in the second case, as the court-
imposed penalties that increased the severity of the accident.

It is not always possible to obtain numerical information about
losses from industrial accidents. For example, in the Ukraine, system
statistics of accidents not related to injuries are not kept!'él. A nega-
tive trend emerges when enterprise management is reluctant to
cover accidents and does not consent to the publication of the
results of inspections of the technical condition of equipment
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conducted by third-party specialized organizations. In this regard,
the noted tendency to non-disclosure of accident data should be
overcome. Thanks to them, specialists receive another result in joint
research of safety mechanical systems under operating conditions.
Conducting such tests by one organization is contrary to the trends
of modern science.

Critical elements

A careful analysis of an accident makes it possible to estimate the
position of the curves of increased risk F, relative to the curves Fy,
Fra (Fig. 1). For this, it is necessary to find out the initiating failure
that preceded the accident. The severity of the initiating failure Ny,
(Fig. 1) can be taken as the cost of the planned repair ¢, of the criti-
cal node, which led to this failure. Then the calculated actual
damages to overcome the consequences of the accident will be the
cost of the corrective repair c.. As is known, the ratio of repair costs
¢, = ¢/C, is a cost analog of risk, which is related to the latter through
the following Equation('3!

i= SZPE = CpCr (14)

At the same time, the average value ¢, is measured as the inten-
sity of spending over a certain period. In this case, the assessment of
the severity accident N, will be determined by the same formula.
Since the severity of the accident can be represented as the inten-
sity of costs, the coordinates of the N4 point will be clearly recorded
on the F-N diagram (Fig. 1).

In the last decade, there has been an overcoming of the false
trend of the closure of accident investigations. This is evidenced by
the extensive information distributed in open sources regarding the
accident at the Sayano-Shushen hydroelectric power station in
Russia. The accident occurred on August 17, 2009. As a result of the
destruction of the hydraulic unit, the engine room of the station,
which housed 10 hydraulic units, flooded. The accident claimed the
lives of 77 people. The total damage from the accident (loss of fixed
assets, localization of consequences) amounted to approximately
US $200 million ['91, This amount can be considered as the value c..
The complete reconstruction of the station took more than 5 years,
only for the restoration of the station, in addition to payments to the
victims, relatives of the dead, and fines for damaged ecology, 41
billion rubles (approximately US $1.17 billion) were spent. It was
recognized that the critical element was the group threaded fasten-
ing of the turbine cover, which contained 80 M80 studs. Most of the
studs had a fatigue fracture pattern. This happened because of the
repeated occurrence of additional loads of a variable nature on the
hydraulic unit, associated with transitions through the non-recom-
mended zone of operational modes. The destruction of the studs
caused by dynamic loads led to the failure of the turbine cover and
depressurization of the water path of the hydraulic unit. Vibrations
on the cover of the turbine had been building up all year, exceeding
the permissible level several weeks before the event.

The cost of preventive repair of a threaded connection can reach
US $20,000. Then the cost analog of risk in an optimistic approach
will be ¢, = 10%

Another example of increased risk assessment was obtained for
the first stage of the CT7-9C aircraft gas turbine enginel'4. The cost
of its planned repair ¢, is 9.7 monetary units, and the diagnostic
inspection is worth 2.7 monetary units. Emergency repair after the
destruction of the blade of the turbine disk (initiating failure) ¢, will
cost 2000 monetary units. Thus, the relative cost of emergency or
corrective repair (analog of risk) is ¢, = 2000/9.7 = 206. Only the tech-
nical side of the problem is considered here.

Therefore, the position of the increased risk curves F, can be esti-
mated through the cost analog of the risk c,, which for dangerous
objects of technology reaches the value ¢,—102...10% That is, the F-N
curve shifts to the zone of large N losses by 2..4 orders of magni-
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tude, and sometimes more. Elements of the technical system, the
failure of which leads to losses much greater than the cost of them,
can be classified as critical or responsible. Special attention is paid to
the design and manufacture of such elements. At the stage of oper-
ation, resource forecasting of critical elements is conducted accord-
ing to probabilistic-physical models or based on the physics of
failures(29l, This approach is the basis of the theory of individual
structural reliability, which ensures the safety of operation.

Reliability and safety

The second section deals with the areas of application of initia-
tive-taking RCM and RBM maintenance strategies. Despite the given
prerequisites for the evolution of safety in technology as a term,
service personnel do not always understand which strategy to
choose. After all, both strategies use the same methodological base.
Therefore, it is worth considering in more detail the differences
between reliability and safety methodologies.

The consumer is not so interested in high reliability as in minimiz-
ing losses from failures. That is, it is the function (result) that reliabil-
ity realizes that is important, not reliability itself as a means. Since
absolute reliability is unattainable for complex technical systems
(such as power structures of technological equipment and vehicles
with many potentially dangerous places and damaging processes
affecting them), they should be provided with the required level of
safety, the purpose of which is closely related to risk analysis.

Reliability deals with multi-scale failure streams. While the objects
of reliability are all elements of a technical system, the objects of
safety are the basic load-bearing structures and critical parts, the
failure of which is associated with losses greater than the cost of the
parts themselves. The emergence of the Farmer curve as the main
risk analysis tool is an attempt to consider the scale of failures.

In safety tasks, each product is analyzed individually rather than
as a batch. Individual forecasting is performed, which is the basis for
a maintenance strategy based on technical condition. At the same
time, probabilistic-physical methods of durability use the Bayesian
interpretation of probability as a measure of confidence in the truth
of a judgment. Reliability methods are more successful in assessing
serviceable states, and in a safety system, serviceable states are
predicted.

Failure of classical reliability

The modern theory of reliability is unacceptable for assessing the
predictive values of the parameters of single-use structures since it
is based on the construction of the corresponding general set of
such parameters, which is not clear in this case.

While general sets for loads and material properties are quite
accessible for construction and study, such sets do not exist in prin-
ciple for the parameters of unique structures, and there are no
adequate ways to construct them. Namely, unique structures are
prone to catastrophic accidents.

Safety issues arise in the face of beyond-design (extreme) operat-
ing conditions and/or fluctuations in the properties of the mechani-
cal system of resistance to external operating factors. In practice,
both conditions are realized due to the appearance of: 1) overloads,
and 2) defects (cracks). Therefore, when analyzing the safety of
mechanical systems, the main attention is paid to these factors.
Under normal operating conditions and in good condition, the
mechanical system is safe.

The goal of optimal design of structures is to achieve reliable
consumer characteristics at a minimum cost, including equipment
maintenance. The proposed algorithm for finding the acceptable
risk meets these requirements (Fig. 2).

The basic concept of in-service safety is related to accident
prevention, which means that initiating failures must be diagnosed
and prevented.
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Conclusions

Several interpretations of the concept of technical security are
given, which confirms the conclusion that the connotation of safety
and security is extremely complex?l. Considering managemental
and legal factors in risk assessment makes technical security inter-
disciplinary, which demonstrates its belonging to the civilizational
concept of safety and security. A quantitative assessment of the
influence of managemental and legal factors on the level of losses
from accidents and on the change in the position of equal risk
curves has been obtained. Such an assessment can be carried out
through a cost analog of risk, which can reach the value of ¢,—102....
10%. This value of the ¢, indicator characterizes the belonging of an
element of a technical system to a critical one. The failure of a criti-
cal element leads to losses that significantly (102... 10* times) exceed
the cost of its repair.

The risk indicators of industrial equipment operation are consid-
ered. The natural risk indicator is recommended to be used to deter-
mine the life of an object. The dimensionless risk indicator p as a
diagnostic parameter is recommended to be used to assess the
technical condition of the basic elements of the facility. The resource
safety index fp as a diagnostic parameter is recommended for criti-
cal elements of the technical system.

The innovative contribution of the authors to the development of
CSS consists in the formulation of the concept of high-risk curves by
considering organizational and legal factors. In turn, the theory of
engineering safety was enriched by the concept of the resource
safety index developed by the authors.
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