Emergency Management
Science and Technology

ARTICLE

https://doi.org/10.48130/emst-0026-0002
Emergency Management Science and Technology 2026, 5: €002

Construction and prospect on the new disciplines by the symbiosis
between artificial intelligence and security & safety

Chao Wu'2%", Bing Wang'2? and Zhiyong Shi'>3

1 School of Resources and Safety Engineering, Central South University, Changsha, Hunan 410083, China

2 Safety & Security Theory Innovation and Promotion Center, Central South University, Changsha, Hunan 410083, China

3 Safety & Security Science and Emergency Management Center, Central South University, Changsha, Hunan 410083, China
* Correspondence: wuchao@csu.edu.cn (Wu Q)

Abstract

To address the prominent security and safety (SS) problems, arising from the rapid development and widespread applications of artificial intelligence (Al),
and to predict the future impact of Al on SS, it is necessary to establish Al-SS disciplines as soon as possible. This article employed methods such as literature
review, logical reasoning, new discipline construction, and prediction to conduct an innovative investigation into new disciplines through the symbiosis
between Al and SS. After reviewing the typical studies on the SS issues of Al, from its infancy to the current 'explosion period', three-level, and three-category
problems of AI-SS are analyzed. Accordingly, three corresponding professional frameworks with a perspective of new disciplines for AI-SS are proposed.
Also, the definitions, connotations, research objects, knowledge systems, and interdisciplinary aspects of the three disciplines are elaborated upon. Lastly,
the typical research directions, and the symbiotic new disciplines on AI-SS in the future are discussed. The research results indicate that the SS issues
associated with the development of Al, will become increasingly severe in the future. The SS issues of Al systems themselves, the applications of Al to
improve the quality and efficiency of SS in various fields, and the new SS issues arising from the development and applications of Al, will form three
important research and professional fields. Therefore, it is necessary to establish three new disciplines: the Intelligent System SS, SS Intelligence Engineering,
and the Intelligent Domain Risk Governance, to adapt to sustainable SS development of Al, and prevent and control various new risks derived from Al and its
applications.
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Introduction

Since its initial development, the concept of artificial intelligence
(Al) and its research fields has rapidly expanded over many years.
The field of Al has covered electronics, information, automation, and
other disciplines. With improvements in computer software, hard-
ware, the Internet of Things, and other technologies, Al has made
rapid progress in the past decade or two. In this context, in 2018,
Carnegie Mellon University (and others), began Al undergraduate
programs. In late 2018, the Ministry of Education of China also
issued the Al specialty directory, which was added as a secondary
discipline under the first-level discipline of electronic information,
with the specialty code 080717T. In 2019, many Chinese universities
began to enroll students in Al. In December 2024, the Ministry of
Education of China also added a number of Al related majors in the
updated Professional Catalogue of Vocational Education, including
Al data engineering technology.

One of the biggest problems in Al development is security and
safety (SS), but the focus of Al development has been on innovation
rather than SS, therefore SS often lags behind the research and
development of Al technology, and is not given enough attention,
which also leads to the current situation where the research of SS
intelligence lags behind the development of intelligence. Al had
been developing for so many years, and there have been few
actions actually focusing on Al security. Until Al made rapid progress
in recent years, SS research of Al has become relatively hot. In China,
for example, a secondary discipline, named the Intelligent SS, has
been set up in the first level discipline of Safety Science and Engi-
neering (code 0837) in the Introduction to Graduate Education
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Discipline and Basic Requirements for Degree (Trial Version) issued
in January 2024. However, there is no major similar to the Intelligent
SS in undergraduate education. Even though, in 2025, a proposal on
building up new major of training new talents for SS intelligence
was put forward!", the detailed discipline construction on SS Al has
still has not been discussed.

Al is well known as being the current, and a future trend, as well
as a hot topic for scientific and technological development, and Al
SS issues will become ever more prominent. On the basis of summa-
rizing the typical research on Al SS, this paper will focus on the SS
issues of Al, and carry out exploration and research from the per-
spective of new discipline and specialty construction, to provide the
solutions of discipline and specialty construction to deal with the SS
challenges brought by the current and future development of Al.
The goal of this research is to reverse the passive status that the
setting of SS disciplines in colleges and universities lags behind the
development of high-tech, and meet the demand for new SS profes-
sionals to make contributions to the sustainable and safe develop-
ment of Al and future human security.

Overview of typical research on Al SS

The SS issues of Al have been accompanied by the development
process of Al, which has attracted great attention and research
investment from researchers and users since its inception. Al has
become the forefront of high and new technology, and has been
widely used, however Al SS issues are more prominent and impor-
tant. The following is a brief overview of Al SS research from a time
perspective.
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SSissuesin Al R&D

The development of Al has passed more than half a century since
Alan Turing published the landmark paper 'Computing machinery
and intelligence'? in 1950. He proposed the 'Turing Test' as the
criterion to judge whether a machine has intelligence, which
became the early theoretical source of the concept of Al. Later,
McCarthy first proposed the term Al and established it as a research
fieldB! at the Dartmouth Conference in 1956, which became a land-
mark event in the birth of the Al discipline. Afterwards, Al experi-
enced a long period of slow development. It was not until the past
decade or two that Al became a shining star of high-tech. In this
process, the issues and research of Al and SS have always accompa-
nied each other, evolving and developing. The attack and defense
game of Al and SS can be roughly divided into the stages outlined
as follows.

The embryonic stage of security defense technology of preset
rules (1950-1990)

The early Al system, born in the context of the Cold War, was
mainly used in the field of military security, such as password analy-
sis and battlefield situation deduction. The core feature of this stage
is that the expert system dominates, and threat identification is real-
ized through manual coding rules. In the initial network security
field in the 1990s, network intrusion detection technology was born.
Known attack characteristics were identified by preset rules and
maintained manually by security experts, showing the application
and limitations of early Al in security monitoring.

The data-driven security awareness technology
breakthrough period (1990-2010)

The application of statistics theory has promoted the paradigm
shift of security defense systems. For example, the algorithm is used
for network anomaly detection, discovering unknown threats
through traffic feature modeling, and establishing intrusion detec-
tion benchmarks, which has spawned a security system based on
machine learning; using neural networks to analyze fraud detection
in financial transactions; millisecond retrieval of facial recognition
and face databases have greatly improved the efficiency of border
security inspection; intercepting unknown malware through pro-
gram behavior analysis, breaking the limitations of traditional fea-
ture detection; and Microsoft and other companies realize the auto-
matic mining of software vulnerabilities and the generation of repair
suggestions.

The attack and defense game technology explosion period of
deep learning (2010-2020)

The rise of deep neural network reshapes the security attack
and defense pattern, enabling video monitoring systems to have
real-time behavior analysis capabilities, and helping the security
technology revolution. It adopts reinforcement learning to simulate
network attack and defense, and automatically generates confronta-
tion samples to detect model weaknesses, which greatly shortens
the intrusion response time. However, technology evolution is
accompanied by risk escalation, and improving data detection effi-
ciency can also be used by attackers to forge attack payloads. For
example, Sarker et al.ll applied Al technology to network security,
proposed a defense framework system, emphasized the double-
edged sword effect of Al in network security, and called for the
construction of a security ecosystem of 'intelligent defense + ethical
constraints' to meet the complex challenges of the future digital
space.
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The security revolution technology fusion period of cognitive
intelligence (2020 to present)

The rise of multi-modal large models has pushed security defense
into the stage of cognitive intelligence. The initial application of the
birth of ChatGPT in security analysis, shows that its ability to process
natural language threat intelligence exceeds the traditional rule
engine. Integrating the physical platform and Al, it can simulate the
chain reaction of nuclear facilities being attacked by UAVs, and real-
ize the security rehearsal of digital twins. The integration of quan-
tum computing and security technology has given birth to new
defense paradigms, and promoted the development of quantum
cryptography. Encryption algorithm cracking computing technol-
ogy has also led to the research of anti quantum attack security
systems. For example, Johnsonl5! believes that meta-cognition is the
key mechanism to improve the security of Al systems. By giving Al
the ability of self-reflection, it can realize the transformation of secu-
rity paradigm from passive response to active prevention and con-
trol, so that future Al systems will more independently identify risks,
optimize decisions, and become an intelligent partner for humans
to face complex security challenges.

For more overview of Al's own system security, one can refer to
more papers®7l. For more than 60 years, the interaction between Al
technology evolution and security has followed the law of attack
defense spiral development: each defense technology innovation
will stimulate the upgrading of attack means, and the confrontation
process will give birth to a new defense paradigm. In general, the SS
problems in Al R&D mainly belong to the scope of Al specialty.

Al technology applications in various SS fields

For more than half a century, the development of Al technology
has attracted great attention and wide application in various fields.
However, the time and maturity of the application of Al in SS fields
are different. Al technology has been applied relatively early in
national security, military security, and information science, and
later has been applied in social public security, urban security, and
industry. Al has been widely and successfully applied in more SS
fields in the past decade or two. With the iterative upgrading of Al
technology itself, and its deep application, the concept and mode of
SS supervision have also been profoundly changed. In information
security, internet security, financial security, power safety, traffic
safety, medical and health safety, food safety, monitoring safety,
industrial safety, agricultural safety, commercial security, etc., there
is a trend of '+ Al', and some new issues are derived from the wide
applications of various SS fields by 'fields + Al + new SS'. Some typi-
cal applications in various SS fields are summarized in the following
sections.

Applications of Al in national and military security

Typical examples are: Al is applied to real-time decision-making
of automatic aviation systems, so that unmanned reconnaissance
aircraft require minimal manual intervention in flight operations;
through network security and intelligence analysis, fast data access
is ensured and aided to help military decision-making; Al is applied
to electronic warfare and network security to improve the reliability
of defense systems.

The following are some examples of specific studies. Chen et al.®!
in 2004, focused on the application of information and SS intelli-
gence science in the field of homeland security emphasized the
improvement of security protection capability through the integra-
tion of information technology, communication, and transporta-
tion systems, and provided key application scenarios in homeland
security, providing reference for subsequent related research. In
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2005, Chen & Wang!! discussed the application potential, chal-
lenges, and future development direction of Al technology in the
field of homeland security by the introduction of special issues, and
systematically expounded the key role of Al in homeland security
from the perspective of national security strategic needs, which had
a forward-looking guiding significance in the application of Al in the
field of homeland security at that time. In 2022, Kharazishvill &
Kwilinskil'® proposed an Al-based dynamic calculation framework
for national security index thresholds, which provides intelligent
solutions for security decision-making in complex environments.
Through real-time data-driven threshold adjustment, the response
speed to threats is improved, and man-made bias is reduced. In
2022, Sanclementel'"! discussed the problem of cognitive bias faced
by the application of Al in national security and intelligence analysis,
and expounded the systematic risk of Al in cognitive bias from the
perspective of systematic solutions.

Applications of Al in the field of social public security

Some typical examples are as follows. Through intelligent moni-
toring, data analysis, and other means, the public security guaran-
tee ability has been effectively improved; face recognition, voice-
print recognition, and relevant technologies are used to achieve
accurate verification of user identity, and to improve the accuracy of
identity authentication and system security; through deep learning
network training, real-time analysis of network traffic and user
behavior, potential security threats are rapidly identified and the
construction of intelligent firewall and intrusion detection systems
are set up; through intelligent analysis of historical crime data, crime
patterns and trends are predicted, and decision-making support
for law enforcement agencies are provided. In 2012, Park et al.l'Z
applied a computer model simulating the behavior of complex sys-
tems in the field of counter-terrorism and public security, proposed
a new decision support tool integrating distributed computing and
group intelligence, and provided a case for public security from
data-driven to intelligent collaboration. However, its application is
relatively complex, and there are still practical difficulties in comput-
ing, privacy protection, human-computer collaboration, etc. In 2014,
Vaseashtal'3, based on the emerging scientific and technological
trend driven by interdisciplinary integration, constructed a forward-
looking framework to respond to the rapid evolution of science,
technology, and information fields and transform scientific and
technological prediction from passive tracking to active design, to
provide dynamic decision-making support tools for scientific and
technological governance. In 2018, Dragoicea et al.l'Y proposed
to build an elastic and customizable public security service system
through data intelligence-driven service transformation, and demon-
strated the application case against the public security service para-
digm. In 2019, Radulov!'>! proposed to reconstruct the four pillars of
the traditional security system through Al technology in response to
the Al driven security paradigm revolution, and described its inter-
nal contradictions and future evolution path. It also pointed out that
pure technology determinism would lead to systematic risks. In
2020, Nasare et al.'® proposed multimodal technology integration
to build an active security network for womens' security intelligent
protection systems, so as to transform passive security protec-
tion into active security prevention. At the same time, they built a
'monitoring evaluation response' closed-loop, and solved the
contradiction between privacy and security needs, providing a
gender sensitive technology paradigm for the field of smart public
security. In 2023, Mahor et al.'”! discussed the application of loT and
Al technology in the field of public security, providing new ideas
and solutions for improving the level of urban public security, which
has certain practical significance.
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Applications of Al in the field of urban SS

Cities are the areas with the most concentrated populations and
wealth, the main place for human life and production, the gather-
ing place that contains and displays human civilization, and a large
and complex system. Its SS is crucial and the top priority in all fields.
Therefore, Al has been applied earlier and widely in the field of
urban SS. Some specific research examples are as follows. In 2017,
Srivastava et al.l'8l summarized the application system, technical
challenges, and future development direction of Al in smart city
security, discussed the interdisciplinary collaboration mechanism
including policy makers, technology developers, and sociologists,
and provided a preliminary theoretical framework for the applica-
tion of Al in complex urban system security. In 2018, aiming at the
safety framework of an intelligent transportation system based on
vehicle road collaboration, Tokody et al.l'¥! proposed a multi-dimen-
sional safety enhancement scheme by integrating the collaborative
design of autonomous vehicles and intelligent infrastructure, and
verified using test cases, which explored the transformation of the
safety paradigm of intelligent urban transportation system. In 2021,
Wangl2% proposed a systematic integration model from theory to
practice around the security management framework of security
intelligence in the Safety 4.0 era. In 2022, Wang et al.l2"l built an
intelligent-leading theoretical framework for security management
around the frontier issue of security intelligence in the big data envi-
ronment, and demonstrated its application practice system with
urban security management practice cases.

Applications of Al in the field of production safety

Some typical examples are: reducing the accident rate through
intelligent monitoring, early risk warning, and other means. Through
intelligent analysis of historical accident data, equipment operation
parameters, and environmental indicators, dynamic risk prediction
models are built to predict various emergencies and improve accu-
racy. Real-time recognition of behaviors, such as breaking into
dangerous areas without a safety helmet, is made based on visual
Al. Using voiceprint recognition to analyze abnormal equipment
noise, early fault diagnosis is realized. Neural networks are used to
predict the remaining life of equipment, improve maintenance effi-
ciency, and reduce maintenance costs. Some specific research cases
are as follows: In 2013, Yampolskiy & Fox[?Z built a general Al safety
engineering framework, which aims to solve the possible risk of
runaway caused by super intelligent systems from the system level,
and took safety as the core constraint goal of the optimization goal,
showing the research direction for inspiring subsequent topics such
as Al robustness. In 2019, Wang & Wul?3! built a dynamic integration
framework of safety intelligence by systematically answering five
core theoretical questions in this field of safety intelligence in safety
management, providing a theoretical basis for understanding the
nature of safety in the era of intelligence. In 2019, Patriarca et al.l24!
proposed to achieve the overall improvement of aviation safety
performance through progressive active risk management in accor-
dance with the safety intelligence framework in the field of aviation
safety, from avoiding accidents to shaping intrinsic safety.

Applications of Al in disaster prevention and reduction

Some typical applications are through the combination of Al,
big data, and loT, accurate early warning and scientific response
to disasters are achieved. Based on meteorological data and
high-precision remote sensing data, the impact of rainfall on the
flood diversion and discharge capacity of urban waters can be
assessed, the ponding situation can be dynamically predicted, and
disaster warning information can be released in a timely manner.

Page 3 of 14



Emergency Management
Science and Technology

Through intelligent and comprehensive analysis of urban settle-
ments, emergency shelters, traffic conditions and other factors,
evacuation routes and resettlement plans are dynamically gener-
ated and optimized, and emergency command and decision-mak-
ing capabilities are improved. Specific application examples include:
in 2024, Shefer et al.'?] integrated Al into regional security predic-
tion technology, improving the accuracy and practicability of disas-
ter prediction on a technical level.

Applications of Al in the field of public health

Some typical applications of Al technology are to help disease
monitoring, drug R&D, and epidemic prediction, and improve the
ability to respond to public health events. The image recognition
algorithm is used to quickly recognize medical image features such
as CT's and X-ray's to obtain diagnostic results. Through intelligent
analysis of epidemic data, the trend of epidemic development can
be predicted, and a scientific basis for epidemic prevention and
control can be provided. In 2025, Gwalal?®! carried out a comprehen-
sive overview of the application of blockchain technology and Al in
cryptocurrency and medical technology, and looked forward to the
future development trends, providing valuable reference and
enlightenment for researchers and practitioners in related fields.

The current trends on Al SS investigations worldwide can be seen
from the literature statistics obtained from the Web of Science and
CNKI (the largest data base of Chinese language research docu-
ments, Fig. 1). From the trend of data and curve potential in Fig. 1, it
can be seen that the number of documents on Al SS has increased
sharply in recent years, proving that Al SS will be increasingly impor-
tant in the future.

Construction of new disciplines by the
symbiosis of Al and SS

It can be seen from the above overview that, in recent decades,
with the development and popularization of Al technology, Al's own
security issues, and its application in the security field are of con-
cern, and remarkable achievements have been made. However, the
research on Al SS issues generally lags behind Al technology, and
the research on disciplines and professional issues related to Al SS is
extremely rare, let alone even on the agenda. However, from the
current trend of Al's rapid development, it can be predicted that, Al
SS will become one of the most popular research fields in the Al era,
and a large number of professionals will also be needed (Fig. 1). The
following sections will start with the analysis of the relationship
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Fig. 1 Literature number search statistics on Al SS from the Web of
Science and CNKI using the topic 'Al SS'.
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between Al and SS, and then the disciplinary framework will be
constructed by the symbiosis of Al and SS.

The core foundation of the symbiosis of Al and SS is that both
sides need to complement each other in content, paradigms, and
problems solving. For example: (1) The complexity of Al has gener-
ated new security risks, forcing security research to shift from pro-
tecting external attacks to building credible Al; at the same time, the
massive threat data and dynamic confrontation scenarios in the
security field provide Al with a key training environment and evolu-
tionary goals, driving it to a more robust and interpretable direction;
(2) The deep integration of the classic paradigms of traditional infor-
mation security, such as attack and defense, risk management, and
the core paradigm of Al has led to the emergence of new paradigms
of intelligent security. Security engineering can use Al for active
prediction and adaptive response, and Al systems must be embed-
ded with security design to ensure their reliable deployment; (3) The
major challenge facing an intelligent society is essentially a complex
of Al problems and security problems, which cannot be solved by
a single discipline. This forces the two disciplines to form a new
community, jointly define new problems, and jointly build a multi
dimensional solution from technology to governance.

Analysis of three-level and three-category
problems of Al and SS

Al and SS have been confused in the past, and few people have
made in-depth classification. From a professional perspective, Al
and SS issues can be divided into three levels and three categories:

The first level is the SS problem of the Al system itself. Its research
scope involves the hardware, software, endogenous, and external
system SS problems of Al technology, such as the reliability of smart
chip hardware, the prevention of the human-computer interaction
interface being hijacked and tampered with, the detection of train-
ing data being polluted, the defense against external attacks, real-
time anomaly monitoring, systematic collapse, and other SS prob-
lems. The core content and focus of its research are the reliability,
resilience, and self-defense capabilities of the intelligent system
itself. This level of SS issue is called the first category of Al SS issues.

The second level is how to apply Al to improve and solve multiple
SS problems in various fields, without generating new SS problems.
Its scope of applying research is very broad, covering all existing SS
fields, such as the intelligence of SS in various fields, the intelligence
of risk prediction, the intelligence of accident prevention, the intelli-
gence of security emergencies, etc. Its core content is to create a
new pattern of intelligence driving SS in various fields, with the
focus on promoting and applying advanced intelligent technology
to various SS fields to achieve the SS intelligence. This level of SS
issue is called the second category of Al SSissues.

The third level is the control and governance of new SS issues
arising in the process of Al R&D and applications of Al. Its research
scope covers Al's social and technological risks, Al's ethical conflicts,
new Al crime prevention and control, Al fraud prevention and
control, Al applications and users' safety management, Al future risk
prediction and control, etc. Its core content is to establish a risk
management and control system and governance pattern for intelli-
gent society, and balance Al technology innovation and applica-
tions with social sustainable SS, stability, and future SS through
system design and various regulatory and governance practices.
This level of SS issue is called the third category of Al SS issues.

Obviously, in the time dimension, the first category of Al SS pro-
blems in the above three levels appeared first, followed by the
second and third categories. The three categories of SS problems
are not completely progressive in the time dimension. In practice,
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the three categories of Al SS problems are interrelated and interac-
tive, and have some degree of intersection. With the application of
Al in various SS fields from trial to maturity, the three categories of
Al SS issues can also form a spiral upward trend and mode. The
three-level and three-category problems of Al and SS and their inter-
relationships are shown in Fig. 2.

Building new disciplines based on three-level
and three-category problems of Al and SS

According to the three-level and three-category problems of Al
and SS issues shown in Fig. 2, and the creation paradigm of new
disciplines?’], as well as the experiences of the newly built disci-
plinesi2829, the following three new disciplines or majors can be
established:

Intelligent system security and safety

This is a discipline corresponding to the first category of Al SS
problems, which mainly studies the SS problems of intelligent sys-
tems themselves. This discipline is mainly aimed at the internal and
external threats to intelligent systems, and the SS threats to their
systems to ensure the SS of intelligent system hardware and soft-
ware and their systems, focusing on Al algorithm reliability, data
security, system robustness, and anti-interference ability, solving
security problems such as algorithm vulnerabilities, model pollution,
and resistance to attacks, as well as building systems with self verifi-
cation, fault tolerance, and repair capabilities, and resistance to
attacks, so as to ensure the safe and stable operation of intelligent
systems in complex environments.

Security and safety intelligence engineering

This is a discipline corresponding to the second category of Al SS
problems. It mainly studies the engineering practice of Al applica-
tions in various SS fields, enabling Al to empower SS technology,
SS engineering, SS management, SS education, SS culture, etc.,
in various fields, so as to improve the SS level and SS efficiency in
various fields, and also prevent secondary SS problems in the pro-
cess of Al applications. Typical application examples include indus-
try safety intelligence, public security intelligence, health supervi-
sion intelligence, natural disaster prediction and early warning
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Fig. 2 Schematic diagram of the interrelationships of three-level and
three-category problems of Al and SS.
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intelligence, urban SS intelligence, emergency management intelli-
gence, etc., thus comprehensively upgrading the traditional SS level
and SS efficiency.

Intelligent domain risk governance

This is a discipline corresponding to the third category of Al SS
issues, which mainly studies the secondary SS risks caused by the
application of intelligent technology, including technical risks, social
risks, economic risks, cultural risks, human SS risks caused by Al, and
specific risks such as the new risks of privacy disclosure, algorithm
discrimination, and deep forgery caused by Al in various industries
and departments. An important mission of smart risk governance
is to establish a multi-dimensional governance framework system
covering ethical review, legal regulation, and technical prevention
and control, and form a new social SS paradigm of human-machine
collaboration in times of intelligence.

Theoretical foundation of three new disciplines

The theoretical foundation of the three new disciplines is
described below.

The Intelligent System SS is deeply integrated with the principles
of Al, complex system science, and active defense theory, etc. Its
core is to ensure the credibility of the intelligent algorithm's own
decision-making, the manageability of human-computer interac-
tion, and the overall controllability of the system in the event of
attack or failure. The essential difference between the Intelligent
System SS, and the Information Security of related discipline is that
the Information Security mainly focuses on the protection of exter-
nal threats against data and networks, which belongs to external
defense; the Intelligent System SS focuses on the endogenous risks
of agents due to design defects, data bias or logical black boxes, and
is committed to building the self immunity and self-healing ability of
intelligent systems.

The theoretical foundation of the SS Intelligence Engineering is
intelligent safety ergonomics and dynamic risk perception theory,
etc. It does not simply use Al tools in the security field, but deeply
embeds Al into security engineering to realize the whole process
intelligence from risk identification, to assessment and control. The
difference between the SS Intelligence Engineering and traditional
Safety Engineering is that the former emphasizes the realization of
real-time dynamic perception, predictive early warning, and adap-
tive response of safety risks through technologies such as the Inter-
net of Things, digital twins and agents, and the construction of an
intelligent safety protection system that can independently evolve
and constantly learn.

The theoretical foundation of the Intelligent Domain Risk Gover-
nance derives from cognitive domain security management, poly-
centric governance theory and technological sociology, etc. It
mainly studies new social and political risks and their governance
caused by information manipulation, algorithm bias, group cogni-
tive polarization, etc., in a digital and intelligent environment. Com-
pared with the traditional Public Management specialty, the Intelli-
gent Domain Risk Governance expands the governance object to
the virtual cognitive space and information ecology, etc. Its core
challenge is how to coordinate multiple subjects such as the govern-
ment, technology companies, industry organizations, and the public
to jointly deal with new social risks with high concealment and diffu-
sion, such as deep forgery, algorithm manipulation, large-scale
cognitive warfare, etc.

These three new disciplines represent a new direction to meet the
challenges of the intelligent era: the Intelligent System SS is commit-
ted to making intelligent systems more reliable; the SS Intelligence
Engineering is committed to making the protection system more
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active and intelligent with intelligent technology; and the Intelli-
gent Domain Risk Governance is committed to managing new
cognitive and political risks related to social stability caused by
the wide application of intelligent technology. They form a future
oriented, three-dimensional intelligent security discipline group
from the three-category problems of technology core, engineering
methods, and social governance.

The distinctions of the three new disciplines

The distinctions of the three new disciplines are as follows. The
Intelligent System SS deeply integrates the principles of Al, complex
system science, and active defense theory. Its core is to ensure the
credibility of the intelligent algorithm's own decision-making, the
manageability of human-computer interaction, and the overall con-
trollability of the system in the event of attack or failure. The theo-
retical foundation of the SS Intelligence Engineering is intelligent
safety ergonomics and dynamic risk perception theory, etc. It does
not simply use Al tools in the security field, but deeply embeds
Al into security engineering to realize the whole process intelli-
gence from risk identification, assessment, to control. The Intelli-
gent Domain Risk Governance derives from cognitive domain secu-
rity management, polycentric governance theory, and technologi-
cal sociology. It mainly studies new social and political risks and
their governance caused by information manipulation, algorithm
bias, group cognitive polarization, etc. in a digital and intelligent
environment.

The symbiotic relationship between the Intelligent System SS and
the SS Intelligence Engineering is embodied in three levels. In the
technical core category corresponding to the Intelligent System SS,
it is necessary to ensure the security and credibility of the Al model
itself; at the engineering system category corresponding to SS Intel-
ligence Engineering, it is necessary to use Al to build a dynamic

" Note: “Man with circle and arrow” in the figure means that the factors are concerned about people.
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defense system. Since this is a large category of majors and all of
them are interdisciplinary, there is some overlap, but the emphasis
is different. The essence of this symbiotic relationship is a positive
feedback cycle: the evolution of Al constantly puts forward new
security issues, and the upgrading of security requirements contin-
ues to feed back Al technology breakthroughs. It marks the upgrade
from an Al-enabling security tool relationship to Al and security
together, defining the symbiotic relationship of the future intelli-
gent society, and finally realizing the unification of safe intelligence
and intelligent security.

Knowledge structure systems of the
three new disciplines

In this section, the research object, category, discipline basis, and
external connection with the social system of the three new disci-
plines are described respectively.

Knowledge structure system of the Intelligent
System SS

The purpose of the Intelligent System SS is to cultivate profession-
als who can ensure the safety, credibility and reliability of the Al
system itself. The core is to solve the endogenous risks caused by Al
models and data. The professional goal and orientation is to focus
on the security of intelligent systems, and ensure their full life cycle
reliability from design, training to deployment, and operation. The
Intelligent System SS focuses on the SS of the agent itself, and its
knowledge structure system and its relationship are shown in Fig. 3.

The following sections will provide a more detailed analysis
of Fig. 3.
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Fig. 3 Knowledge structure system of the Intelligence System SS and its interrelationships.
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Software component dimension

The important component of an intelligent system is software,
including system software which is related to SS issues such as
operating system kernel security mechanisms, virtualization plat-
form protection systems, runtime security protection, trusted verifi-
cation modules, etc.; algorithm logic which is related to SS issues
such as machine learning model reliability, decision algorithm
correctness, automatic control process verification, privacy protec-
tion mechanisms, etc.; and the data interaction layer which is related
to SS issues such as multimodal data cleaning, data processing
integrity protection, access control security policy, consistency
assurance, etc.

Hardware component dimension

The hardware components of an intelligent system include: sens-
ing execution elements, such as sensors, data acquisition circuits,
execution physical mechanisms, authentication elements, security
computing startup elements, etc.; computing processors, such as
chips, chip installation architecture, memory protection elements,
cryptographic coprocessors, etc.; communication transmission ele-
ments, such as physical layer signal elements, bus detection ele-
ments, channel anti eavesdropping technology, sensitive network
integrity protection, etc.

SS threat dimension

The SS threats of an intelligent system include endogenous risks,
such as software and hardware design defects, algorithm decision
path vulnerabilities, timing channel failures, multi component coupl-
ing failures, etc.; exogenous attacks, such as input attacks, physical
environment disturbance attacks, supply chain pollution attacks,
protocol cracking attacks, etc,; systematic risk domains, such as
human-computer interaction trust crisis, risk of autonomous evolu-
tion out of control, threat of emergence of swarm intelligence,
cross-border data sovereignty conflict, etc.

Discipline-based dimension

The discipline basis of the Intelligent System SS mainly includes
mathematics, informatics, cryptography, computer science, control
engineering, etc.

It can also be seen from Fig. 3 that the components and elements
of the above four dimensions are interrelated and affect each other,
forming a dynamic operating system. Each component and element
of the system are related to human factors, subject to SS laws and
regulations and ethics, and constantly produce dynamic exchange
of input and output with external systems. In addition, in the current
stage when human beings can play a leading role in intelligent
systems, it is critical that forward-looking advanced SS concepts lead
the design of all components and elements of intelligent systems,
and the operation of the system.

From Fig. 3, the core courses of the Intelligent System SS may
include advanced machine learning, optimization theory, introduc-
tion to trusted Al, adversarial machine learning, privacy computing,
Al model security testing and verification, intelligent system secu-
rity architecture, Al chip and hardware security, etc. A detailed
curriculum may depend upon the real situation of colleges and
universities.

Knowledge structure system of the SS
Intelligence Engineering

The purpose of the SS Intelligence Engineering is to train engi-
neers who can use Al technology to build an active, adaptive, and
evolutionary next generation SS protection system. The core is intel-
ligence driven SS. Professional goals and positioning go beyond the
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static and post response modes of traditional SS engineering,
and realize real-time perception, intelligent prediction, and the
automatic disposal of security risks.

SS Intelligence Engineering focuses on the application of Al to
ensure and improve the SS level and work performance in various
fields. The knowledge structure system of this discipline is shown in
Fig. 4. The research scope and application scenarios for realizing SS
intellectualization mainly include: the application of Al in national
security, military security, social public security, prevention and
reduction of natural disasters, prevention and control of sudden
epidemic, accident disaster prevention and control, SS supervision
and management, enterprise safety production management, SS
emergency assistance, safety science and technology research and
development, information security assurance, traffic safety, urban
SS, SS talent training, safety education, safety media, etc. The techni-
cal support of this discipline requires intelligent technology, indus-
try background technology, market development ability, technical
and economic analysis ability, engineering practice experiences, etc.
The discipline foundation mainly includes intelligent science, SS
science, management science, social science, etc. It can also be seen
from Fig. 4 that the components and elements of SS Intelligence
Engineering are also interrelated and affect each other, and each
component and element is related to human factors. They are also
constrained by SS laws, regulations and ethics, and constantly
generate dynamic exchanges of input and output with external
systems. In addition, the application of intelligent technology in
various SS fields also needs correct SS concepts to guide it. Because
the background and technology of each application field are very
different, and there are many scenarios, SS Intelligence Engineer-
ing needs to be integrated into different professional modules,
which may form a large sub discipline group of SS Intelligence
Engineering.

From Fig. 4, it can be deduced that the core courses of the SS
Intelligence Engineering include security big data engineering,
data analysis, digital twin technology, security situation awareness
and prediction, anomaly detection algorithm, intelligent traceability,
intelligent security operation design, emergency response auto-
mation, industrial Internet security engineering, etc. Detailed
curriculum systems may depend upon the real situations of colleges
and universities.

Knowledge structure system of the Intelligence
Domain Risk Governance

The Intelligent Domain Risk Governance aims to cultivate com-
pound governance talents who can identify, evaluate, and govern
social, cognitive, and ethical macro risks caused by disruptive tech-
nologies such as Al. Professional goals and positioning are to deal
with new types of intellectual domain risks such as algorithm mani-
pulation, cognitive warfare, and deep forgery, and to build a multi
coordinated governance ecosystem. The knowledge structure sys-
tem of this discipline is shown in Fig. 5.

The Intelligence Domain Risk Governance mainly focuses on SS
supervision and governance in the process of intelligent technology
R&D and its wide applications. The research scope mainly involves
technical risks, social risks, economic risks, human future risks, etc.
generated by Al, and carries out research on SS management of Al
hardware, SS management of Al software, SS management of Al
system, SS governance from local to overall, SS governance of
secondary SS problems in the application fields from short-term to
long-term. Specific examples include: SS norms and standards of Al
technology research and development, SS management norms
and standards of Al applications, human-computer ethical conflict,
responsibility attribution of Al medical misdiagnosis, traceability of
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" Note: “Man with circle and arrow” in the figure means that the factors are concerned about people.
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Fig. 4 Knowledge structure system of Intelligence Engineering and its interrelationships.

Al forged contents, Al-assisted network crime supervision, etc.l20311,
The discipline basis of the Intelligence Domain Risk Governance
includes intelligence science, safety science, social science, manage-
ment science, complex science, etc. The scale of the research object
of the Intelligence Domain Risk Governance is relatively large. The
main purpose of this discipline is to prevent, control, and balance
the risks brought to society by Al technology innovation and appli-
cations, and to ensure the SS of human future through institutional
design, management, and governance from meso to macro. It can
also be seen from Fig. 5 that the components and elements of the
Intelligence Domain Risk Governance are also interrelated and inter-
active, and they are all related to human factors. They are also
constrained by SS laws, regulations, and ethics, and constantly
generate dynamic exchanges of input and output with external
systems. In addition, the intelligence domain risk governance pro-
cess needs correct SS ideas for guidance.

From Fig. 5, it can be deduced that the core courses of the Intelli-
gence Domain Risk Governance include science and technology
sociology, risk social governance theory, Al ethics and governance
framework, social computing, computational communication, cogni-
tive psychology and information manipulation analysis, algorithm
audit methods and practices, platform governance and content
review, science and technology policy design and evaluation, trans-
national digital governance and cooperation, crisis communication,
etc. A detailed curriculum system may be dependant on the real
situation of colleges and universities.

Comparison of the characteristics of the three
new disciplines

The core quality focus of the major of the Intelligent System SS
is to deeply understand the endogenous safety attributes of
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intelligent systems, and establish engineering ethics; professional
ability is the core theory and technology for the system to master
the evaluation and enhancement of Al model security. It can design
and implement effective protection and verification schemes
against algorithm vulnerabilities, data poisoning, model theft, and
other threats. The core accomplishment of the SS Intelligence Engi-
neering specialty is to establish a dynamic, active, and adaptive
safety protection concept of the next generation, and understand
the risk transmission law in the complex human-computer object
fusion system; professional ability is to be proficient in using big
data, Al, digital twins, and other technologies to conduct security
situation awareness, threat prediction, automatic response, and
system resilience design. The core quality of the Intelligent Domain
Risk Governance major is to have a scientific and ethical perspective,
and to allow insight into the social generation mechanism and
political impact of new intelligence risks such as algorithm recom-
mendation, deep forgery, cognitive manipulation, etc; professional
ability is to master algorithm audit, policy analysis, stakeholder
coordination, and multi-level governance tools, and be able to
design and promote the implementation of an effective risk gover-
nance framework.

More focus and characteristics of the three new disciplines of
the Intelligent System SS, SS Intelligence Engineering, and Intellig-
ence Domain Risk Governance, and their relationship are shown in
Table 1.

In summary, the interrelationship between the three new disci-
plines is that new intelligent application fields can be found, and
new SS threats can be exposed in the practice of the SS Intelligence
Engineering. These results can promote the development of new SS
intelligent products, and new intelligent protection technologies in
the fields of the Intelligence System SS. The Intelligence Domain
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Fig. 5 Knowledge structure system of the Intelligence Domain Risk Governance and its interrelationships.
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Table 1. Focus and characteristics of the Intelligent system SS, the SS Intelligence Engineering, and the Intelligence Domain Risk Governance.

Disciplines

Specialty of Intelligent System SS

Specialty of SS Intelligence
Engineering[34'3g

Specialty of Intelligence Domain Risk
Governancel®37]

Many existing disciplines Such as electronic information,
and majors belong to

(undergraduate)
Focus of R&D

Action level and scale

The time dimension and

SS effectiveness

The interrelationship of

the three disciplines

Protection object
difference

The personnel of three

disciplines

Examples of

collaboration among

three disciplines (taking

on-board Al as an
example)i34—37]

computer science, electronic
automation

SS problems of the intelligence
system itselfl3233]

SS of intelligent technology ontology
layer, SS issues in micro area

SS problems appear first (one-way
reduction, negative risks)

The specialty provides SS technology
base for intelligence systems, and is
the core components of SS
Intelligence Engineering

Al systems are the protection object

Mainly Al professionals,
supplemented by occupational SS
professionals

Design on-board Al technology to be
safe and reliable, enabling vehicles to
run normally and resist external
deception and attacks on sensors; the
safety upgrading of on-board Al; etc.

Such as safety science and engineering,
public security technology, cross
disciplines of engineering

Intelligent technology is used to solve
the SS problems in various fields
Multiple SS application scenarios of

social layer, SS issues from micro to meso

SS problems appear after the
applications (positive and negative two-
way, positive effects mainly, negative
effects secondary)

Intelligence system achievements are
transformed to engineering

SS of various scenarios is the action
object

Occupational SS professionals,
supplemented by Al professionals

Selection of appropriate on-board Al and

providing Al design professionals with
on-board Al application experience and
design philosophy; the maintenance of

on-board Al implementation process and

environmental safety; ensuring the
safety matching between on-board Al
and vehicles; etc.

Such as safety science and engineering, public
management, management science and
engineering

New SS problems arising from R&D of intelligent
technology and its application process
Secondary SS of appearance layer, SS issues from
meso to macro

SS problems appear relatively late (one-way
reduction, negative effects)

Prevention of secondary SS problems arising
from intelligent technology R&D and
applications in the SS fields

Human social SS is the protection object

occupational SS professionals and managers,
and supplemented by Al professionals

Providing SS management specifications and
standards for the design and application of on-
board Al technology; formulating insurance
terms, market norms for on-board Al failures;
Intelligent System SS personnel and SS
Intelligence Engineering personnel participate in
the reasonable setting and application scope of
technical and application indicators in the safety
standards and specifications of on-board Al

Risk Governance restricts the abuse and secondary risks of intelli-
gent technology by studying and formulating new rules, and
promotes the iterative upgrading of the Intelligence System SS and
SS Intelligent Engineering and the improvement of system defense
capabilities. The above process forms a triple spiral structure of 'Al

essentially constitutes

Wu et al. Emergency Management Science and Technology 2026, 5: €002

technology reinforcement and upgrading—institutional constraints,
Al secondary risks—social SS capabilities are enhanced', which

a positive cycle of SS level enhancement in

the intelligent era. These three new disciplines together constitute
the trinity framework of SS research and applications in the
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intelligent era, which not only prevents the risks of intelligent tech-
nology itself, but also uses intelligent technology to improve the
overall SS level of society, forming a complete discipline system of
intelligent SS that spirals and complements each other.

Discussion on the challenges of the three new
discipline formation

In future practice, the three new disciplines or majors will obvi-
ously encounter many challenges. The three new disciplines or
majors aim to meet the security challenges of different fields in the
intelligent era. However, their formation and development certainly
face deep challenges from the theory, technology, and education
system, etc.

The Intelligent System SS is to realize the endogenous security of
algorithms, etc. The core challenge lies in the inherent characteris-
tics of intelligent algorithms, such as data-driven, uncertain calcula-
tion, and model inference, which are difficult to interpret. The fail-
ure of traditional methods based on certainty and completeness
verification must break through fundamental scientific problems,
such as the determination of the confidence region of the uncer-
tainty algorithm, and transparent monitoring of the black box
model in theory and technology. For example, although it is a
promising path to transform unknown risks into probability-control-
lable problems, its large-scale engineering implementation still
faces challenges.

The SS Intelligence Engineering focuses on complex systems with
human-computer integration. When intelligent systems participate
in perception and decision-making, people and machines may have
structural deviations in their understanding and judgment of risks.
For example, in automatic driving and other scenarios, failure often
results from inconsistent cognition, mismatched trust, or fuzzy
responsibility boundaries between humans and machines. There-
fore, the key of this discipline or major is to establish an effec-
tive human-computer two-way understanding and collaboration
mechanism, which goes beyond the scope of pure technology, and
involves multiple dimensions such as cognitive science and human
factor engineering. There is a practice gap of dynamic collaboration.

The Intelligent Domain Risk Governance is to deal with systemic
risks at the social field. The challenge is that the development of
governance rules (laws, ethics, standards) lags far behind the evolu-
tion of Al technology. In the face of new intellectual domain risks
such as deep forgery, information cocoon room, and cognitive
manipulation, the core challenge is how to establish an effective
measurement assessment enhancement technology system, and
collaborative governance framework for such social risks that are
difficult to quantify.

Since these three new disciplines or majors are the blueprint at
present and they are the future Al SS fields, it needs to go beyond a
proposing program and forward thinking to transform them into
reality. Its success also depends on whether it can break through the
theoretical bottleneck of Al credible verification in science, establish
a new paradigm of human-computer mutual trust and collabora-
tion in engineering, build an agile and forward-looking rule system
in governance, and finally completely break the disciplinary and
organizational barriers in education to achieve the real cultivation of
innovative talents.

Prospects for the three new disciplines

Some important research directions and possible new branches
of the above three new disciplines are outlined in the following
sections.
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General research directions of the three new
disciplines

It can be seen from Figs. 2—5 that the common research direc-
tions of the three disciplines are SS concepts, laws, ethics, dynamics,
etc. All components and elements involve human factors, and form
a complex system. In addition, the goals of the three new disci-
plines are all for SS. From the above, some important general
research directions of these three new disciplines can be inferred
and forecasted38l,

The philosophy theories of the sustainable safe development
of Al

This is a basic research field integrating with Al technological
innovation, environmental responsibility, long-term social develop-
ment, and human future SS. Its core is to ensure ecological sustain-
ability, ethical inclusiveness, global collaboration, and the safe
survival of human beings while improving SS efficiency through
intelligent technology. The core forward-looking elements involved
include preventive intelligent defense, green technology ethics,
global SS resilience, dynamic balance paradigm, human future SS,
etc. Its ultimate value is to lead and balance Al technology develop-
ment, achieve SS through intelligence, feed sustainability through
SS, and finally form a civilized development cycle of technology for
the good.

Ethical research on the sustainable and safe development
of Al

This is a comprehensive field integrating Al technology innova-
tion, social responsibility, and ethics, etc. Its core is to guide the
sustainable development of intelligent technology through an
ethical framework, and ensure the SS, fairness, transparency, and
environmental friendliness of Al technology applications. Its
research is the intersection of technology, SS, ethics, society, etc.
Its goal is to avoid technology getting out of control or abused.
Technology applications do not threaten human SS, economic
stability, or ecological balance. The behavior of technology develop-
ers and users should prevent algorithm bias, privacy violations, and
other issues, form a global Al ethical consensus, and ensure that the
development of intelligent technology does not deviate from the
original intention of improving human welfare.

Basic theoretical research on the SS development of Al

This is a research field focusing on the underlying logic and scien-
tific basis of building an SS development paradigm of an intelligent
system. It aims to reveal the essential laws, core contradictions, and
regulatory mechanisms of intelligent technology SS development
through systematic and interdisciplinary exploration, such as Al SS
complexity research, Al SS cybernetics, and SS information theory, Al
computing SS sociology, Al SS technology evolution dynamics, Al
risk entropy growth law, Al SS threshold, Al SS key model, Al cross
civilization SS axiom, Al SS education system, etc., and form basic
theoretical system of Al's own SS by integrating multi-disciplinary
basic knowledge supporting Al, such as SS science, computer
science, informatics, ethics, sociology, culture, anthropology, etc.

Systematic science on the SS development in Al

This is an interdisciplinary field integrating system science, SS
science, computer science, sociology, ethics, management science,
etc. The research emphasizes the overall analysis of the interaction
between SS development and intelligent technology, reveals the
dynamic relationship between Al technology, SS, ethics, environ-
ment, and human beings through feedback mechanisms, causal
relationship models, etc,, and sets a SS threshold for intelligent
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technology through multidisciplinary integration and dynamic
system analysis, so as to ensure that it serves the ultimate goal of
sustainable development.

Futurology on the SS development of Al

This is an interdisciplinary frontier field, which aims to explore the
potential path, risks, and opportunities of intelligent technology
development, and build a future oriented SS development frame-
work by combining Al, big data, system science, risk management,
ethics, futurology, and other disciplines. Its connotation includes the
ideas of balanced SS and development, the dynamic SS concept,
preventive thinking, and resilient and sustainable development.
Research examples include Al technology evolution prediction,
future risk scenario simulation, future ethics and governance frame-
work, human-computer collaborative future, etc. The futurology of
SS development intelligence is essentially an unknown oriented
governance science. Its goal is not only to predict the future, but
also to guide technological development to a sustainable, inclusive,
and consistent track with the overall interests of mankind through
active design. The development of this field will lead the direction of
human SS civilization in the 215t century.

Research directions of the Intelligent System SS

Apart from the description above, from Fig. 3, we can also see
more forward research directions, and the future development of
the Intelligence System SS.

Al hardware system security technology

This direction is mainly aimed at the risk control inherent in Al
hardware, such as the research and development of intelligent risk
perception components, intelligent multimodal threat identifier,
fault causal reasoning decision generator, emergency response con-
troller, trusted link verification technology, dynamic defense tech-
nology, elastic recovery technology, countermeasures technology,
self-healing network architecture, etc.

Al software system security technology

This direction is mainly aimed at the prevention and control of Al
software endogenous risks, such as the enhancement of multi intel-
ligent software vulnerability, the deep neural network against the
sample generation mechanism, the immunity of data pollution
and information feedback misleading, the risk of parameter reverse
execution, code security analysis procedures, infrastructure digital
immune system, intelligent deduction of chaotic security scenarios,
intelligent prediction of security situation, data trajectory tracking,
trusted audit of blockchain data flows, privacy computing attack
and defense, consciousness space protection, and the development
of brain computer interface data flow firewall.

The Al system attack-defense confrontation game

This direction is mainly aimed at the prevention and control of
exogenous risks of the system, such as the expansion of cogni-
tive security dimensions, brain computer interface signal hijacking
protection, digital twin cognitive deception defense, psychological
manipulation confrontation, group intelligence cognitive deviation
correction mechanism, attack and defense intelligence, vulnerabil-
ity prediction, multi-dimensional attack autonomous perception
technology, defense strategy optimization technology research and
development.

Al system SS engineering
This direction is mainly aimed at Al system SS issues, such as intel-
ligent defense architecture, autonomous evolutionary defense
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network, dark network space active trapping system, adaptive
authentication protocol in dynamic environment, deep intelligent
learning capability, anti risk resilience system, complex SS system
theory, SS agent cognitive architecture, human-machine SS cooper-
ation system, risk propagation model, multi-agent game defense
dynamics, etc.

After continuous enrichment and consolidation, Intelligent
System SS should become a new branch in intelligent science and
technology, and can derive more related discipline groups, such as
attack and defense game intelligent dynamics, digital twin SS engi-
neering, Al computing SS, consciousness information security, cross
modal interaction SS, data security engineering, multi-agent collab-
orative defense, intelligent emergency technology, intelligent loT SS
technology, etc.

Research directions of the SS Intelligence
Engineering

The SS Intelligence Engineering is completely suitable for being a
new branch of intelligent science and technology and SS science.
From the knowledge structure system in Fig. 4, SS Intelligence Engi-
neering has a great number of application scenarios in various SS
fields, such as national security, military security, social public secu-
rity, disaster prevention and reduction, sudden epidemic, accident
disasters, SS supervision, enterprise safety production management,
emergency rescue, SS science and technology R&D, information
security assurance, traffic safety, urban SS, SS talent training, SS
knowledge popularization, SS media undertakings, etc., in the
future. These important application research fields may also form a
big disciplinary group in the future, and are shown in Table 2.

Research directions of the Intelligent Domain
Risk Governance

From the analysis of Fig. 5, the basic disciplinary directions of
the Intelligent Domain Risk Governance can be inferred, and are
described in the following sections.

Intelligent social risk management

This is a research field that aims to systematically identify, analyze,
predict, and respond to complex risks arising from the development
of intelligent society through the deep integration of intelligent
technology and social sciences, emphasizing the flexibility of risk
response mechanisms, and balancing innovation and security. Its
research topics include: focusing on new risks formed by the inter-
weaving of technology, society, economy, ethics and other factors
in an intelligent society, specifically, algorithm bias, data privacy
disclosure, Al out of control, cyber security threats, technology
unemployment, digital divide expansion, social trust crisis, online
public opinion out of control, public infrastructure vulnerability
caused by technology dependence, global supply chain disruption
risk, etc. The core method is to use big data real-time monitoring,
machine learning prediction model, traceability and other technolo-
gies to improve the ability of risk identification and dynamic assess-
ment. The society is regarded as a complex adaptive system com-
posed of people, technology and institutions, and the emergence,
chain effect and cascade diffusion mechanism of risks are studied.
In risk assessment and response, the efficient calculation of Al and
human value judgment are combined. A risk profile through multi-
source heterogeneous data, use digital twins, social computing
simulation and other technologies is built, and the risk evolution
path is deduced.
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Table 2. Some important application research directions of the SS Intelligence Engineering and examples8-44,

Directions

Examples

Applying Al to national
security

Applying Al to military
security

Applying Al to social SS

Applying Al to natural
disaster prevention and
reduction

Applying Al to public health
emergencies

Applying Al to accident
prevention

Applying Al to SS
supervision

Strategic threat deduction, multinational game simulation system, dynamic evolution model of geopolitical conflict, multi-
source heterogeneous data threat intelligence extraction, digital frontier defense, cross-border data flow supervision intelligent
system, cognitive warfare confrontation engineering, forged content traceability and countermeasures system, etc. More new
SS disciplines that may be formed in the future include national digital security engineering, strategic intelligence deduction
science, data frontier defense engineering, etc.

Ethical constraints of weapon systems, dynamic regulation mechanism of Al independent decision-making, intelligent
deception of battlefield environment, virtual technology of confrontation network, resilience enhancement of bee colony
system, anti-jamming self-healing communication network of UAV cluster, confrontation of neural electronic warfare,
encryption protection system of brain computer interface, etc.

Time-space prediction of crime hotspots, dynamic generation technology of crime probability, pre intervention technology of
group event evolution, intelligent group behavior dredging system, hidden network ecological governance, anonymous
network penetration analysis technology, public opinion immune engineering, false information group immune strategy, etc.
Multi hazard coupling early warning, large model of earth disaster prediction, Al adaptive emergency, UAV disaster relief
materials autonomous distribution system, urban flood disaster simulation and plan optimization, Al ecological resilience
assessment, intelligent diagnosis of ecosystem vulnerability, etc.

Pathogen evolution prediction, virus mutation path deduction, medical resource circuit breaker warning, medical run risk
prediction, vaccine social dynamics, multi-agent population immune process simulation, non-contact epidemiology, spatial
voiceprint identification, and intelligent tracking of connectors, etc.

Entropy increase monitoring of industrial systems, failure precursor recognition of multimodal data, intelligent prediction of
human error, biological indicators tracking operators' safety status, chain accident propagation path cutting algorithm, accident
investigation enhanced virtual reality, on-site debris intelligent reconstruction and cause tracing, etc.

Intelligent processing of regulatory big data, intelligent semantic analysis of regulatory provisions, off-site intelligent inspection,
remote law enforcement system based on the Internet of Things, security regulatory deduction, digital testing of policy impact,

enterprise risk profiling, enterprise security credit evaluation model, etc.

Applying Al to enterprise
safety production

Al safety management system, risk self sensing system of the whole production process, gene analysis of violation behavior,
intelligent analysis driving violation evolution, supply chain resilience assessment, risk conduction blocking algorithm, safety

investment optimization, risk income balance model, etc.

Applying Al to emergency
rescue

Multi-mode disaster perception, development of space integrated reconnaissance robot, digital twin of rescue force, Al
collaborative command platform of on-site rescue force, adaptive rescue path, real-time calculation of three-dimensional space

traffic capacity, intelligent triage of the wounded, and vital signs priority treatment decision-making system, etc.

Applying Al to safety
technology R&D
Applying Al to traffic safety

Safety experiments, intelligent search algorithm for safety hazards, cross agency safety instrument and equipment, safety
technology ethics evaluation, double-edged sword effect prediction model of innovative technology, etc.
traffic dynamic risk field theory, risk propagation modeling under the vehicle road collaborative environment, driving brain

cognitive modeling, trust transfer mechanism between driver status and automatic driving system, intelligent repair of road
damage of self sensing materials, intelligent generation of emergency channels, intelligent restructuring algorithm of traffic

flow under major accidents, etc.
Applying Al to urban SS

Urban safety ecological intelligent monitoring, urban lifeline system health diagnosis based on the loT, three-dimensional risk

governance, resilient urban evolution, urban planning disaster resistance iterative optimization, community safety immunity,

risk adaptive grid management system, etc.
Applying Al to safety
personnel training
Applying Al to safety
science education
Applying Al to SS media

decision-making ability training, etc.

Safety knowledge evolution modeling, virtual safety tutor, intelligent planning of safety talents, emergency brain training, crisis

Al risk awareness remodeling, public safety mental model building, immersive education theater R&D, accident scenario Al
experience system, intelligent safety short video production platform, intelligent quantification of safety education effect, etc.
Safety news event presentation, intelligent interference technology of negative information transmission path, media safety

survival early warning, safety media health intelligent diagnosis, etc.

Intelligent technology system risk management

This is a research field focusing on the identification, assessment,
prevention, control, and governance of potential risks in the whole
life cycle of intelligent technology systems. Its core is to ensure the
safety, reliability, and controllability of technology systems through
systematic methods, while balancing technological innovation and
social responsibility. Specific research topics include: algorithm devi-
ation, model vulnerability, code vulnerability, training data pollu-
tion, privacy leakage, data heterogeneity, other data risks, and the
impact of technical defects on social security and their governance,
unexpected behavior of the independent decision-making system,
trust crisis in human-computer cooperation, and other systems out
of control, external risks such as sensor failure, external data input
distortion, malicious attacks, ethical conflicts, system security engi-
neering theory, complex security system analysis, dynamic risk
assessment model, security ergonomics, full life cycle management,
uncertainty modeling, cross domain risk transmission, technical, and
ethical contradictions, Al security standardization, etc.

Management of intelligent technology applied in SS

This is a research field focusing on SS prevention and control,
risk governance, and compliance implementation of intelligent
technology in practical application scenarios. Its core goal is to
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ensure that the development, deployment, and use of intelligent
technology comply with safety norms, ethical standards, and social
needs through a systematic approach, and avoid physical injury,
social disorder, and trust crisis caused by technology abuse or fai-
lure. Specific topics include: Al algorithm failure, data pollution,
system interaction vulnerabilities, environmental complexity,
human-computer conflict, compliance and other risks, scenario-
based security modeling, security utility trade-off theory, resilient
system design, compliance framework, extreme scenario simulation,
real-time monitoring and feedback, multi-party collaborative gover-
nance, etc. The main difficulties are the large difference in security
requirements of scenarios, real-time requirements, hidden risk trans-
mission, and vague responsibility definition.

Global intelligent collaborative security governance

This is a comprehensive research direction on how to respond
to the super sovereign risks and common challenges of mankind
caused by intelligent technology through transnational, cross
domain and cross-cultural cooperation mechanisms in the context
of the deep integration of globalization and intelligence. Its core
goal is to build an inclusive, resilient, and sustainable global
intelligent security governance system, and achieve technology
dividend and risk sharing. Specific research topics include: complex
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global risks that transcend the boundaries of a single country or in
industry in the intelligent era, technological hegemony risks, surviv-
ability risks, global military conflicts, threats to the survival of human
civilization, systematic imbalance risks, marginalization of some
nations, cultural homogenization and the demise of cultural diver-
sity, global public governance theory, multi center collaborative
governance model, civilization compatibility security concept, tech-
nology power balance theory, digital civilization governance com-
munity, global risk mapping and early warning, hierarchical gover-
nance architecture, soft and hard rule layer, dynamic adaptation
mechanism, etc. The main difficulties include the reluctance of some
nations to sacrifice technological sovereignty for global interests,
the dominance of civilization conflicts, the paradox between free
riding and collective action, the solidification of technological gen-
erational differences, the contradiction between efficiency and fair-
ness, the contradiction between openness and security, and the
contradiction between unity and diversity.

Al socio-technical risk prediction

This is a research field focusing on prospective identification,
dynamic modeling, and quantitative assessment of future potential
risks in the interaction between Al technology and social systems. Its
core goal is to predict the impact of Al technology development on
social structure, economic operation, ethical order, and ecologi-
cal environment, and provide decision-making basis for future risk
early warning and early active intervention. Specific research topics
include: complex risks emerging from the two-way interaction
between Al technology, and the social system, technology driven
social risks, social feedback technical risks, ethical constraint backbit-
ing, cultural adaptation crisis, resource crowding effect, complex
adaptive system theory, causal inference and counterfactual pre-
diction, multi-agent social simulation, resilience threshold theory,
cross modal risk perception, prediction model architecture, extreme
event modeling, uncertainty quantification, etc. The main difficul-
ties include data heterogeneity, implicit researcher values in the
prediction model, risk early warning that may change social behav-
ior, and the correlation modeling between micro technical deci-
sions and macro social effects.

After continuous enrichment and consolidation, the above
research directions will hopefully become a group of new sub-disci-
plines of the Intelligence Domain Risk Governance.

Conclusions

The development and applications of Al have always been
accompanied by SS problems. At the same time, Al also plays an
important role in enabling various SS fields, and shows broad appli-
cation prospects. In the Al outbreak period, its SS problems are
becoming increasingly prominent. In the future, Al development
and its universal applications will generate more new SS problems.
The intersection of Al and SS represents a significant gap in the liter-
ature, as the symbiotic development of these fields for disciplinary
construction has yet to be investigated.

The problems related to Al and SS can be divided into three-
level and three-category problems: the first level is the SS pro-
blems of the Al system itself; the second level is the SS pro-
blems of the applications of Al to enable various fields; and the third
level is the new SS problems derived from Al R&D and its exten-
sive applications. The three levels and three categories of SS pro-
blems are interrelated and mutually coordinated, which need to
complement each other to prevent Al from becoming out of control
in the future.
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According to the three levels and three categories of Al and
SS, three new Al SS disciplines should be constructed, that is,
the Intelligent System SS, the SS Intelligence Engineering, and
the Intelligent Domain Risk Governance. By the given definition,
connotation, research objects, knowledge structure systems, and
interdisciplinary and difference analysis of the three new disci-
plines, it can be seen that these three new disciplines are very
important and need to be put on the agenda and constructed
urgently worldwide.

The general and special research directions and typical topics of
the three new disciplines are summarized, and they are expected to
form a new group of disciplines by the symbiosis of Al and SS
science in the future. This investigation fills the theoretical gap in
the construction of new disciplines of Al and SS, and has deep signif-
icance for the sustainable and safe development of Al, and the
prevention and control of future Al risks.
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