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Abstract

Dynamic Epistemic Logic (DEL) formalizes communication in the form of model-transforming updates. Private communication is key in distributed systems, as
processes exchanging information about their private local state should not be detectable by others. This focus on privacy clashes with the standard DEL
assumption that updates are applied to the whole Kripke model, which is commonly known by all agents, potentially leading to information leakage. The
contribution of this paper is twofold: (I) To represent leak-free agent-to-agent communication, we introduce a way to synthesize an action model that stratifies a
pointed Kripke model into private agent-clusters, each representing the local knowledge of the processes: Given a goal formula representing private
communication, we provide a procedure to construct an action model that: (a) makes the goal formula true; (b) maintains consistency of agents' beliefs, if
possible; and (c) ensures minimal change of 'unrelated' beliefs. (II) We introduce a new operation between pointed Kripke models and pointed action models
called pointed updates that, unlike the product update operation of DEL, maintains only the subset of the world-event pairs that are reachable from the point,

without unnecessarily blowing up the model size.
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1 Introduction

Epistemic logic (EL)!'] has been extremely successful in modeling
epistemic and doxastic attitudes of agents and groups in multi-agent
systems, including distributed systems[?l. Dynamic epistemic logic
(DEL)B4 upgrades EL by introducing model-transforming modalities
called updates. Relational structures such as action models in Action
Model Logic (AML) and arrow update models in the Generalized
Arrow Update Logic (GAUL)P! are used to represent the evolution of
agents' uncertainty under information change in complex communica-
tion scenarios. GAUL and AML have proved to be equally update
expressivel®l. Thus, without loss of generality, we use the term 'update
models' to refer to either action models of AML or arrow update
models of GAUL. In the update synthesis task, the aim is to (i) find
whether there exists an update model that makes a given goal formula
¢ true and (i) construct that update model from ¢[®l. Because the
desiderata for this goal are so strong, there is no general guarantee that
such synthesis is always possible. For example, in standard public
announcement logicl*! and in arrow update logicl’! it is not possible in
general. However, Hales!®! proved that it is possible for AML. While it
is possible to construct AML or GAUL update models representing
completely private communication(®] (Fig. 2), there is no standardized
update synthesis procedure for it.

Our paper is further motivated by two different yet intertwined
issues:

e As argued by Artemovl!%l, in multi-agent settings, common
knowledge of the model (CKM) is required by agents in order to
compute higher-order beliefs of other agents. While his argument
focuses on uncertainties about facts, it can also be extended to agents'
uncertainty about attitudes of other agents. The underlying problem is
that, in multi-agent Kripke models, there is an implicit ontological
distinction between two kinds of possible worlds: (a) worlds that are
actually possible (AP); and (b) worlds that are only virtually possible
(VP). While the former worlds constitute, for a given agent, the arena
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in which the actual world might lie, the latter kind of worlds are
considered only to the extent of computing other agents' beliefs. Arte-
mov argues that without the CKM (comprising both APs and VPs),
agents would not be able to compute such higher-order beliefs.
Furthermore, avoiding the CKM assumption improves tolerance
against local state corruption: upon receiving corrupted information
from a faulty agent, a (correct) agent might only deem the local state
of the sender as corrupted, instead of being forced to consider a larger
part of the accessible Kripke model inconsistent.

e Update models do not naturally represent private agent-to-agent
communication, as the product update operation typical of DEL is
applied in principle to the full product of all the world-event pairs
whose preconditions are matched[*l. In this sense, these updates are
applied globally to the whole model, potentially leading to informa-
tion leakage. The problem is also identified by Herzig, as 'it is not easy
to come up with a meaningful notion of a speaker'! 1, highlighting the
fact that local communication might have (undesired) effects on a
global model.

Our solution to both issues is to change the structure of the Kripke
models under consideration. While Artemov proposes to avoid the
CKM by changing the definition of truth for knowledgel!%], we instead
suggest a stratified Kripke model structure (more precisely, the kind of
structures that will be introduced for privatization are directed acyclic
graphs.), without changing any basic definitions: by stratifying a
Kripke model into a pointed privatized Kripke model we detach each
agent's view of the model from any other agent's view of it. In our
stratified models, not only do we clearly distinguish between APs and
VPs for any agent, but we also avoid the CKM assumption by letting
each agent access only a limited and private part of it (a formal defini-
tion of privatization is provided in Section 4), without losing the abil-
ity to reason about higher-order beliefs of other agents of arbitrary
depths. At the same time, while we do not solve the broader issue of
agency identified by Herzig, we propose an alternative update opera-
tion called pointed updates, which does not apply to the full product of
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the Kripke model and the action model. In particular, we exploit the
novel stratification method (and the distinction between APs and VPs)
to discern when to form a world-event tuple and when not. In this
sense, our updates are not applied to the whole model, as they are
progressively applied only to those worlds that match a certain struc-
ture (other than a certain precondition). The proposed stratified struc-
ture complies with the crucial notion of a local view of an agent, typi-
cal of distributed systems, which is only a limited portion of the global
view of the system, usually inaccessible to agents. The stratification
not only represents the idea of each agent having a partial view of a
Kripke model, but also distinguishes the actual world from any other
worlds, by making it inaccessible. In other words, we endorse a falli-
bilistic assumption, that is, no agent can be sure that the global state of
the system is captured in their limited view of it. Naturally, agents
might have an accurate view of the system during execution, repre-
sented in our model by worlds propositionally equivalent to the actual
world that are, however, accessible only in agents' (respective) private
clusters.

The aim of this paper is to provide a novel action model synthesis
mechanism for AML designed for enforcing private beliefs specified
by a quantifier-free goal formula while preserving the consistency of
agents' beliefs whenever possible. Our solution to the leak-free, consis-
tent update synthesis task accounts for a limited range of goal formu-
las, restricted to deterministic belief increase only, i.e., to conjunc-
tions of (positive) modal operators. This limitation is due to the fact
that preserving minimality and consistency becomes highly problem-
atic for unrestricted goal formulas: on the one hand, negations of belief
operators might introduce ignorance, potentially contradicting previ-
ously held beliefs. On the other hand, disjunctions of modal operators
have multiple realizations, making the update non-deterministic.
Addressing the remaining cases (and their interactions) is left for
future work.

Finally, the proposed update mechanism is generally more efficient
with respect to AML and GAUL updates as it deletes all states not
reachable from the actual world, making the growth in size of the
model at worst linear in the size of the goal formula after one update
and decreasing starting from the second update based on the same
modal syntactic tree. By contrast, it is well known that repeated appli-
cations of AML and GAUL updates lead to the exponential growth of
the model. It is also known that the model checking problem is
PSPACE-completel!2].

A prominent approach for dealing dynamically with beliefs in
Kripke terms is the Dynamic Belief Revisionl!3:!4], where agents'
conditional beliefs are expressed via a plausibility relation ranging
over virtual states. This account, however, cannot represent truly
private updates, as its models encode both plausibility and epistemic
relations that would be revealed by the CKM assumption. In recent
years, different answers to the limitations of the CKM assumption in
the standard semantics for EL and DEL have been proposed, for exam-
ple by changing accessibility relations!!%] or by using belief bases as
primitivest!>:101. Our approach, on the other hand, performs private,
leakage-free consistent synthesis by structuring standard Kripke
models into exclusively accessible parts that are not known to other
agents, let alone commonly known.

Existing synthesis methods typically work in a language extended
with quantifiers over updates, such as the Arbitrary Action Modal
Logicl®! and Arbitrary Arrow Update Modal Logicl®l. While quantifi-
cation over updates allows us to express the synthesis operation within
the logical language, a major shortcoming, however, in particular with
respect to the applications for distributed systems is that these update
operations do not focus on issues of privatization and of minimal
change. In addition, most existing synthesis methods do not address
belief consistency preservationl©].
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We start by giving a motivating example in Section 2, as well as
introducing the basic definitions of DEL and the crucial new defini-
tion of pointed update. In Section 3 we propose a solution to the leak-
free consistent update synthesis for a limited range of goal formulas
and we show its fruitfulness by applying it to our motivating example.
In Section 4, we illustrate the properties of the synthesized action
models, in particular with respect to privatization properties, crucial
for avoiding information leakage while preserving consistency.
Finally, conclusions are provided in Section 5.

2 Formal preliminaries and motivation
We use the standard doxastic multimodal language £:

pu=ploelere)| Bip
where i e A={1,...,n} (for n> 1) and p € Prop, where Prop is the set
of propositional atoms. Formula B;o means agent i believes ¢ (to be
true). The other Boolean connectives are defined as usual and B, := —=B;—
representing the dual modality considers possible.

Definition 1 (Kripke frame) 4 Kripke frame for the set of agents
A is a pair (W,R) where W # @ is a non-empty set, called domain
and R=(Ry,...,R,) consists of binary accessibility relations
RiCWxW.

Unless specified otherwise, we assume KD45, which is the class of
frames that satisfy:

o transitivity: if uR;v and vR,w then uR;w.

o euclideanity: if uR,v and uR,w then vR,w.

o seriality: every state has an outgoing arrow for every i € A.

These three frame properties correspond to the following axioms(!7]:

e transitivity & Bjp — B;B;p.

o cuclideanity & —B;p — B;=B;yp.

o seriality © Bjp — Bjp.

Note that we generally do not assume the factivity of beliefs
(Bi¢ — ¢), which in terms of frame properties corresponds to reflexiv-
ity (uR;u).

We introduce the standard definitions of DELI*L:

Definition 2 (Pointed Kripke model) For a set of agents A, a
Kripke model is a triple M =(S,R,V) where (S,R) is a Kripke frame
with domain S consisting of possible worlds or states, and the valua-
tion function V: Prop — 25 determines the set V(p)C S of possible
worlds where an atom p € Prop is true. A pointed Kripke model is a
pair (M,w) where w € S represents the actual world/state.

Truth at world w of model M is determined by M,wk p iff
w € V(p). Boolean connectives are defined as usual. M,w E By iff
Mw e forall w €S such that wR;w'. A formula ¢ is false at world
w, M,w ¥ o, iff it is not true at w.

Definition 3 (Pointed action model) For a set of agents A, an
action model is a triple U =(E,Q,pre) where (E,Q) is a Kripke
frame with domain E consisting of actions or events, and the precon-
dition function pre : E — L assigns the precondition pre(B) € L that is
necessary for an event € E to happen. A pointed action model is a
pair (U,a) where a € E represents the actual event/action.

Definition 4 (Product update) The (restricted modal) product
update of a Kripke model M=(S,R,V) with an action model
U = (E,Q,pre) is a Kripke model MU :=(S’,R',V') where

o S :={(v,f) €S XE| M,vEpre(B)},

o R = {((nB).(.7)) €S’ xS" | (v.u) € R; and (B,y) € O3},

o Vi(p):={(v,p)eS IveV(p)}.

If S’ = @, the product update is undefined.

A product update provides the semantics for a communication
scenario represented by a pointed action model (U, ): formula ¢ is
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true after the communication U, ie., Mwe[U,alp, iff
MU, (w,a)Epor (w,a)¢S’.

Definition 5 (Bisimulation [Kripke frames and Kripke models])
A bisimulation between Kripke frames (W,R) and (W',R’) is a
nonempty binary relation B C W xW’, such that for every v8v' and
ieA:

® Forth: if vR;u, then there is u' € S’ such that vV'Rlu’ and uBu'’;

® Back: if V'Ru', then there is u € S such that vRu and uBu'.

A Dbisimulation between Kripke models M=(S,R,V) and
M =(S',R',V'Y is a bisimulation BC S XS’ between their frames
(S,R) and (S’,R’) that additionally satisfies for every v8Bv' and
p € Prop:

® Atoms: ve V(p) iff v € V'(p).

Similarly a bisimulation between action models U = (E, Q,pre) and
U =(E',Q',pre’) is a bisimulation BC EXE’ between their frames
(E,Q) and (E’,Q’) that additionally satisfies for every aBa’:

® Pre: pre(a) = pre/ ().

Two pointed Kripke models (M,v) and (M',V') (respectively
pointed action models (U,a) and (U',a’)) are bisimilar denoted
My MV (resp. U,aoU &), iff there exists a bisimulation B
between M and M" (resp. U and U’) s.t. vBY' (resp. aB’).

Definition 6 (Modal Equivalence) Pointed Kripke models (M,v)
and (M',V') are called modally equivalent, notation M,v= M,V
whenever M,v k¢ iff M',V' & ¢ for all formulas .

Theorem 7: (Bisimilarity implies modal equivalencel'8l) [f

Moy MV, then M,v= M V.

2.1 Motivational example
We illustrate our objective by means of the following example:
Example 8 (Balder—Loki-Thor example) Teenage brothers
Balder, Loki, and Thor prepare for an exam that, as is commonly
known among them, contains one question asking to decide whether p
or —p is the case. Suppose the correct answer is —p. The initial model

v
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M is the left model of Fig. 1. While the three are studying, Loki, unbe-
knownst to Thor, tries to trick Balder: Loki lies to Balder that he has
overheard Thor boasting to know the correct answer to be p. Balder
seems to dismiss Loki's claim as a ruse, leaving Loki thinking his trick
had no effect. In truth, however, Balder does believe Loki and is now
under the impression that Loki agrees with Thor that the answer is p.
Balder himself, on the other hand, is not going to take Thor's word on
it, given Thor's propensity to boast and act rashly. Thus, using b, |,
and t for the brothers, Loki's trick should change Balder's beliefs to
achieve the goal formula:

@ = By(Bip AB/B;p A Bip) M
without either affecting Loki's or Thor's beliefs or making By,p true.

Since ignorance of the correct answer is common belief in the initial
model M, the public announcement of ¢ would cause everybody's
beliefs a private message
B,p AB;B;p AB;p would cause the same inconsistency, but for
Balder's beliefs only. This happens whether one uses the world-remov-
ing or arrow-removing updates.

Instead, we propose an update method that stratifies the initial
model M into several clusters representing individual beliefs and
updating only some of these clusters, depending on the modal struc-
ture of the goal formula, resulting in model MY in Fig. 1, where
updated clusters are represented by light-gray rectangles. Cluster 0
contains only the actual world v, which no agent considers possible.
Cluster —1 (the sink) is the copy of the initial model representing
(higher-order) beliefs of agents unaffected by the message, including
Loki's and Thor's beliefs. In particular, the ignorance of the correct
answer is still common belief between Loki and Thor. Balder is also
ignorant of the correct answer: his beliefs are represented by cluster
1, so MY,ve BypV B,—p. But his ignorance is not anymore common
with Loki and Thor. Indeed, according to cluster 2, which represents
Balder's beliefs about Thor's beliefs, MY,v& ByB,p. Cluster 3 plays
the same role for Balder's beliefs about Loki's beliefs, making

@~
olol

Ko]o)
// I

DT-0-

to become inconsistent, whereas

MY

Fig. 1 Left: Initial pointed Kripke model M. Right: Updated model MY (the actual world v is dark gray). A formula ¢ within a circle representing a world
means that ¢ is true in this world. A light-gray rectangle with 7 in the top left corner is the cluster that is numbered n. A double arrow from such cluster n to
cluster m represents a set of accessibility arrows with the same agent's label from every world of cluster n to every world of cluster m.

M
a, b

)

a,b

a,b

u

aCP b T
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ey

Fig. 2 Left: Initial (pointed) Kripke model M where agent a and b are uncertain about whether p or —p is true. Right: (Pointed) action model U for a private
message p to a: agent a learns p, while b believes that nothing happened. A formula ¢ within a square representing an event S is the precondition for this

event, i.e., pre(8) = ¢.
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MY, vEB,Bp. Thus, while himself being ignorant of the answer,
Balder thinks that Loki and Thor have chosen for themselves. Finally,
cluster 4 is Balder's beliefs about Loki's beliefs about Thor's beliefs so
that MY,vE B,B,B;p. Overall, MY,vEq@. The b-labeled double
arrow from cluster 3 to the sink —1 represents two b-labeled arrows
from the only world of cluster 3 to each of the two worlds of the sink
and ensures that Balder believes that Loki believes that Balder has not
changed his beliefs, MY,v & B,B/(=Byp A —By—p). Similarly, the b,I-
labeled double arrows from clusters 2 and 4 to the sink signify that in
no scenario where Thor has chosen an answer for himself, does he
expect others to follow his example (or even be aware of his choice). It
is easy to see that no agent has inconsistent beliefs,
MY £ =B, 1L A=B;LA=B, L, and that Loki's and Thor's beliefs are the
same as in the initial model, M,v & By iff MY, v & By for a € {1,t}.

In the following sections we will demonstrate how to synthesize an
action model so that after the initial model M is updated with it, we
arrive at the desired updated model MY .

2.2 Pointed updates

It is well known that repeatedly applying product updates for multi-
round communication can cause an exponential blow up of the domain
of the model, even for simple models and action models, see Figs 2—4.
Indeed, every updated model has exactly one world where p is false.
Hence, a further update of a model of N worlds with U creates a
model with 2N — 1 worlds.

The standard (often implicit) solution is to reduce the size of the
resulting model by using bisimulation contractionl!?], making the
model smaller again. For example, bisimulation contraction deletes all
worlds that are unreachable from the resulting actual world, resulting
in a bisimilar and hence, modally equivalent(!8], model.

To avoid this two-step procedure, we introduce the notion of
pointed updates, which incorporates this world-removing operation
formally and explicitly:

Definition 9 (Pointed update) Let (M,w)= ((S,R,V),w) be a
pointed Kripke model and (U,a) = ((E, Q,pre),a) be a pointed action
model. If M,w E pre(a), then we define the updated pointed Kripke

MeU
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model MOU, (W, @) where MoU :=(SY,RY, VU as follows. Let
TY :={(v,8) € S X E| M,v £ pre(8)}. Note that (w,a) € TY.

® The domain SY is the smallest subset of TY containing (w,a)
such that:

if v.B)eSY, (u,y)eTY, and both vRu and BQyy for some agent
i, then (u,y) € SY;

o RY:={((v.8).(,)) € SUxSU | (v,u) € R; and (B,) € Qi

o VU(p):={w.B)eSUIveV(p)}

To show that pointed updates produce the same result as product
updates but with smaller models, we use the notion of bisimulation.

Definition 10 (G-bisimulation) Pointed Kripke models (M,v) and
M’ V') are G-bisimilar for a group G C A of agents, notation
My MLV, iff for any a€ G

® G-Forth: if vVR,u, then there is w' €S’ such that vV'R,u' and
MuoMu';

® G-Back: if V'R, then there is u€S such that vR,u and
MuoMu'.

The definition of G-bisimilarity for pointed action models is
analogous.

Definition 11 (G-indistinguishability) Pointed Kripke models
(M,v) and (M',V') are called G-indistinguishable for group G C A,
notation M,v=¢ M',V', whenever M,vE B,y iff M',v' & B,g for all
formulas ¢ and agents a € G.

Theorem 12: (G-bisimilarity implies G-indistinguishability) /f
Myvo MLV, then M,y =g M,V

Proof Because G-Forth and G-Back (Definition 10) hold, the
statement follows from Theorem 7 and Definition 11 as M,u= M’,u’
in both cases. mi

Theorem 13: (Product and pointed updates are bisimilar) Given
a pointed Kripke model (M,w) and pointed action model (U,a) such
that M,w E pre(a), we have MOU,(w,@)o MU, (w,a).

Proof: Let M =(S,R,V), U =(E,Q,pre), MOU =(SU,RY, v¥)
and M®U =(S’,R,V’). By construction, (w,a)eS¥ CS’, and
RY = R}(s'”xs’“)’ and VU = V;s’ll' Hence, it is easy to see that
B:={((n.8).(v.) | (v,p) € ¥} is the required bisimulation. O

Fig. 3 Left: First product update M®U of Kripke model M with action model U. Right: Second product update (M®U)®@ U with the same action model
U. p is true in all worlds that start from p and false in all worlds that start from —p.

Fig. 4 Third product update (MU @U)®U with the same action model U.
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Theorem 14: (Updates preserve bisimilarity) Given bisimilar
pointed Kripke models M,wo M, w' and bisimilar pointed action
models U, aoU',«/ such that M,wepre(a), we have
MU, (w, ) oMU ,(W,a') and MoOU,(w,a)o M OU,
W ,a"). The same holds for G-bisimilarity.

Proof: For product updates, the proof can be found in van
Ditmarsch et al.[*]. For pointed updates, it then follows from Theorem
13. The statements for G-bisimilarity easily follow. O

The advantage of pointed updates can be illustrated by the fact that,
while repeated product updates of M with U from Fig. 2 lead to the
exponential growth of the domain, pointed updates yield the three-
world pointed Kripke model depicted left in Fig. 3, no matter how
many times the pointed update is performed:

(MoUOU)O---0U=MeU.

While bisimulation contraction[!°] can shrink the model obtained by
the product update operation, it needs to be invoked on the resulting
model in a second step. In other words, first the model needs to be
computed (with a potential exponential blowup) and then the bisimula-
tion contraction runs on that model, making the operation computa-
tionally costly. On the other hand, the pointed update operation that we
introduce runs only once and it produces a model which is no bigger
than the one that would be obtained by the product update operation.

In the following section, we use this mechanism to solve the consis-
tent update synthesis problem.

3 Consistent update synthesis:
deterministic belief increase

In this section, we propose a solution to the consistent update
synthesis task for goal formulas ¢ representing deterministic belief
increase (DBI) by generating a pointed action model ¢/, such that the
result of a pointed update of any given pointed Kripke model with U/,
satisfies ¢ and inconsistent beliefs (including higher-order beliefs) are
not introduced whenever they are possible to avoid. By deterministic
belief increase we mean situations when several agents are prescribed
additional beliefs (including higher-order beliefs) without creating
alternative ways of fulfilling the prescription. Before giving the formal
definition, it should be mentioned that there is always a trivial way of
creating new beliefs by making the agents' beliefs inconsistent, i.e.,
making them believe all statements including the desired ones.
However, making agents' reasoning inconsistent does not comport
with the ideology of minimal change, nor is productive in terms of
correcting agents' incidental false beliefs. The main novelty in our
method of update synthesis is the aim to preserve consistency when-
ever possible. Now we give a formal definition of goal formulas repre-
senting deterministic belief increase:

Definition 15 The set of target agents of a modal formula ¢ is
defined as follows: ta(p):=@,; ta(—g):=ta(p), ta(pAy):=ta(p)y
ta(y), finally ta(B;y) := {i}.

Eg., ta(By(B;p A BiB;p A Bip)) =
ta(B;p A BiB;p A Bip) = {t,1}.

Definition 16 (DBI goal formulas, DBI normal form) DBI goal for-
mulas ¢, or DBI formulas for short, are defined by the following BNF:

=Bl | BilEnQ) | (p A @) | Bip @
where & is any purely propositional formula and i € A. Thus, each DBI
goal formula is a non-empty conjunction of belief operators. Formulas in
DBI normal form are DBI formulas ¢ obtained by restricting the
construction as follows: B;¢ is always DBI normal; Bip and B;i(€ A )

even though
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are DBI normal iff ¢ is DBI normal and i & ta(p); ¢ Ay is DBI normal
iff ¢ and W are DBI normal and ta(p) Nta(y) = @.

Lemma 17 For any DBI goal formula ¢, there exists a DBI normal
formula ¢’ such that K4S p=¢'.

Proof We conduct the proof by structural induction over DBI goal
formula ¢.

Base case: As ¢ = B;¢ for propositional formula &, ¢ is already DBI
normal.

Induction hypothesis: Given goal formula ¢, for its proper sub
formula ¢ there exists a formula ¢’ that is both DBI normal and
equivalent to .

Induction step:

o If o = By or ¢ = Bi(£ Ay) for propositional formula &, it follows
from the induction hypothesis that there exists a formula ' that is
DBI normal and equivalent to . Suppose by contradiction that By’
(respectively B;(¢é Ay’)) is not DBI normal, thus i € ta(yy’). Hence by
Definition 16 ¢’ = (By””) A1, where i ¢ ta(y”), i ¢ ta(r) and both y”
and 7 are DBI normal. Using the %45 logical equivalences
B;Bif = Bifl, Bi((ABi0)=Bi(¢£A0) and BOABn=B;(0An) we get

the followm equlvalence chains:
B; gbg AT)= BBy ABit =By AB;T = Bi(Y” AT)

Bi(¢Ay) = B(f/\w) Bi(§ NBy” NT) = B{EABY”) A Bit
= Bi(EAY)ABT = Bi(EANY AT).

Bi(y”’ A7) respectively B;(é Ay AT) are DBI normal.

e Else, if ¢ = ¢; A ¢y, using the induction hypothesis there exist the
two DBI normal formulas ¢} and ¢}, where ¢| is equivalent to ¢; and
¢, is equivalent to ¢,. Suppose by contradiction that
ta(p})) Nta(py) = G # @, as otherwise @] Ag), would already be DBI

/\B'le/\‘pl

/\ BWz/\% , Where ta(p;”)Nta(p,”) = @ and <pl , @2 a
well as aff ' and y, are DBI normal. Thus using the equlvalence

B A By = Bi(6 Am) and associativity and commutativity of A we get
GG = NBULA@IA ABU, A )
1€ 1€

normal (and equivalent to ¢). Hence it must be that ¢ =

and o) =

= A B AYL) A o7 Ay

<G A B AU Ao Agr”

In addition, ;¢ is DBI normal. O

Lemma 18 (G-bisimilarity and goal formula preservation) If
Myvo MV and ¢ is a DBI formula with ta(p) C G, then M,vE ¢
iff MV k.

Proof It follows from Theorem 12 and the fact that ¢ is a conjunc-
tion of B;y; for i € ta(yp) C G. i

Without loss of generality, from now on, we only consider formulas
in DBI normal form. For instance, formula (1) is a DBI formula but
not DBI normal. Its normal form would be By(B;p A Bi(p A B:p)).
Given such a DBI normal formula ¢, we now construct a pointed
action model (U,,0) such that for any pointed Kripke model (M,w),
the pointed update MO U, is defined, MO U,,(w,0) £ ¢, while other
epistemic differences between (M,w) and (MQ’UW(W,O)) are mini-
mized. Informally, this means that an update should not influence any
beliefs except for those explicitly stated in ¢ and logically following
from ¢ based on the agents' pre-update beliefs (we adopt the minimal-
ity principle in the same spirit of the standard AGM approachl2! for
which an update should lead to the loss of as few previous beliefs as
possiblel2]). In particular, if j ¢ ta(y), then j's beliefs should not be
affected even if B; occurs in ¢: updating somebody else's beliefs
about j's beliefs should not affect actual j's beliefs.

Algorithms 1, 2, 3, and 4 show the construction of an action model
for a consistent DBI update.

We illustrate this update synthesis method by applying it to Exam-
ple 8:
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Algorithm 1. SynthesizeActionModel(y).

// initially add the model’s point

1: E¥ :={0}

2:for alli € A do

3: Qf =0

4: pre(0) =T

5: CreateActionModel (¢, (E¥,R?, pre¥), 0)
6: AddSink((E¥, 0%, pre®))

7: return ((E¥, Q%, pre¥),0)

Algorithm 2. CreateActionModel(p,(E¥, Q%, pre¥),u).

/I (E?,Q%, pre¥) are passed by reference

1: if ¢ = B;& for propositional formula & then

2: u’' := ComputeAccState((E¥, Q%, pre?), u,i)
3 pref(u')=¢

4: else if ¢ = B;¢’ then

5. u’ := ComputeAccState((EY, Q%, pre¥),u,i)
6: CreateActionModel(¢’,(E¥, Q%, pre¥),u’)
7: else if ¢ = B{(£§ A¢’) then

8: u’ := ComputeAccState({E¥, Q¥, pre¥),u,i)
9: CreateActionModel(¢’,(E¥, Q%, pre¥),u’)
10: pref(u'):=¢

11: else if ¢ = ¢1 A ¢y then

12: CreateActionModel(gy,{E¥, Q%, pre?),u)
13: CreateActionModel(p,,(E¥, Q%, pre?),u)

Algorithm 3. ComputeAccState((E¥, Q%, pre?),u,i).

/I (E?,Q%, pre¥) are passed by reference

1: create new state u’ (s.t. #’ # 0 and v’ # —1) with pre?(u’) = T
2:E? :=E*U{u'}

3: Qf == QY U{(uu), (' ,u'))

4: return u’

Algorithm 4. AddSink((E¥, 0%, pre¥)).

1: create state —1, where pref(—=1)=T
2: E¥ .= E¥U{-1}

3:foralli € A do

4 Qf:= 0 U((-1,-1))

S:for all s € E¥ do

6: forallie A do

7. if (Vs €E¥)(s,8') ¢ Q‘f then
8 0¥:=0%U{(s,-1)}

Example 19 For the DBI normal form ¢ = By(B;p A Bi(p A B,p)) of
Jormula (1) from Example 8, pointed action model (U,,0) constructed
according to Algorithm I can be found in the left part of Fig. 5. The
result of the pointed update of (M,v) from the left part of Fig. I with
this (Uy,,0) can be seen on the right of Iig. 5 (and is isomorphic to the
right part of Fig. 1). It is easy to see that MO U,,(v,0) E ¢. Since all
accessibility relations in this updated model MOU, are serial, it
follows that it is common belief that all agents have consistent beliefs.

In addition, we claim that this update synthesis has been achieved
with minimal change to agents' beliefs. Indeed, it is easy to prove
using G-bisimilarities for appropriate groups of agents that
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M,VEI’,MQ(L{LP,(V,O) M,VEb,1M®W¢,(u,2)
My =y MOU,, (u,3) My = MOU,, (u,4)

where v is the actual world and u is the other world of M (we omit set
braces in the subscript of =). The statements in the first column mean
that the update is imperceptible for agents | and t and that agent b thinks
that agent | does not think b's beliefs have changed. Similarly, the second
column testifies that b thinks that neither t's beliefs about b and [ nor l's
beliefs about what t thinks regarding b or | changed. In other words, the
only higher-order beliefs that are affected by the update are those
explicitly dictated by ¢.

We illustrate the advantage of using pointed updates over the prod-
uct update operation using Example 8:

Example 20 Consider the same example but using the product
update of standard DEL: The result of updating the initial model with
the action model obtained from ¢ is shown in Fig. 6. In particular, the
result of the product update has only one additional world with respect
to the model obtained via pointed update MoU, visible in Fig. 5
(left), which is not reachable from the actual world, namely the p
world in the v cluster at the top. However, the difference between the
two operations is striking in case of iterated updates: applying to the
resulting model the product update operation again with the same
action model leads to the Kripke model sketched in Fig. 7, which
contains a number of worlds that are not reachable from the actual
world but copied in every sub-model nonetheless. Compare this to the
pointed update operation, whose result is the same for any number of
iterations for the same action model (Theorem 33).

Let us now prove that U, performs update synthesis for any DBI
normal ¢, minimizes belief change of other agents, and preserves
consistency whenever possible.

We will use the auxiliary fact that updates do not affect proposi-
tional formulas:

Lemma 21 (Propositional invariance) Let (w,a) belong to the
domain of MOU for some Kripke model M and action model U.
Then for any propositional formula &,

Mweé MoOoU,(w,a) EE. 3)

Proof For product updates ®, this is well known (according to van
Ditmarsch et al.[*]). For pointed updates, it follows from Theorem 13. o

Definition 22 (¢-enforcing) We call a pointed action model
U =(E, Q,pre) with point o € E and formula ¢ in DBI normal form,
p-enforcing iff

® if ¢ = B¢, for propositional formula &, then for all states B€ E
5.t aQiB, k= pre(B) — £,

® clse if ¢ = By, then there exists at least one state 8’ € E s.t. «Q;8
and for all states B € E s.t. «Q;3, (U,p) is y-enforcing.

® clse if ¢ = B{(& AY), for propositional formula &, then there exists
at least one state B’ € E s.t. aQ;B and for all states B € E s.t. aQ;B,
(U,P) is Yy-enforcing and k= pre(B) — &.

o clse if ¢ =1 A, then (U, ) is Y - and y-enforcing.

Lemma 23 (Update with ¢-enforcing action model) For pointed
Kripke model (M,v), DBI normal formula ¢, and ¢-enforcing pointed
action model (U, ), if the update MOU =(S',R', V') is defined (if
M,v [ pre(a)), then

—

MoU,(v,a)E ¢ 4

Proof We conduct the proof by induction over the recursive struc-
ture of ¢.

e In the base case, when ¢ = B;¢, since (U,a) is g-enforcing, for
all states (w,8) st (,@)Rw,B), UOM,(w,f)EE  Hence
UM, (v,a) E B¢ by semantics of B;.

e If ¢ = By, since for all i-accessible states 8 from «, (U,B) is -
enforcing using the IH we get that for all i-accessible states (w,f3)
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Fig. 5 Successful update synthesis Mo Uy, (v,0) £ ¢ by applying pointed update with pointed action model (U,,0) for DBI formula (1) from Example 8 to

(M,v) from Fig. 1 (left).

o () @
N
=

t l

el e
/7
HOIOCON

Fig. 6 Balder-Loki-Thor updated model using product updates M&T,,.

from (v,a), MOU,(w,B) Ey. Hence UM, (v,a) E By by seman-
tics of B;.

o If ¢ =Bi(éAyp) the reasoning is simply a combination of the
previous two cases.

o If o =y AYs, as (U,a) is ¥ - and y,-enforcing using the [H we
get that UOM,(v,o)Ey; and UOM,(v,@) Ey, from which
UM, (v,a) E ¥ A, follows. O

Lemma 24 (U, is ¢-enforcing) For DBI normal formula ¢, the
pointed action model (U,,0) synthesized by Algorithm 1 is ¢-enforc-
ing and pre¥(0) = T.

Proof We start the proof by induction over the structure of ¢ and
the action model 7/, recursively constructed by Algorithm 2. We
prove the statement for the resulting model U, after the function call
CreateActionModel(¢, U, u), where U = ({0}, 2,pre), where
pre(0) = T following from code lines 1.-4. of Algorithm 1.

e In the base case where ¢ = B;£, it trivially follows from Algo-
rithm 2 code lines 1.-3. that U/, is p-enforcing, as a single new i-
accessible state u’ from u is constructed with pre?(u’) = £.

o If ¢ = B;¢’ from Algorithm 2 code lines 4.—6. in particular using
the IH for line 6. it follows that (2,u’) is ¢’-enforcing. Since ¢ is
DBI normal and therefore i ¢ ta(¢”) and the fact that recursive calls in

Schlogl et al. The Knowledge Engineering Review 2026, 41: e006

Algorithm 2 only ever occur for newly created states, u” is the only
state i-accessible from u. Hence U, is p-enforcing.

o If ¢ = Bi(£ A¢’') by Algorithm 2 code lines 7.—10. the reasoning is
a combination of the previous two cases.

o If o= Ay, by Algorithm 2 code lines 11.-13. in particular
using the IH, for the recursive call on line 12. we get that the interme-
diate model U™, after the exeuction of code line 12. is ¢, -enforcing.
Since ta(g;)Nta(p;) =@ by DBI normality of ¢ and the fact that
recursive function calls are only made for newly created states, we can
be certain that the recursive call in line 13. operates on a separate
branch in the model than the call in line 12 did. Thus we conclude that
Uy, is not only -, but continues to be ¢, -enforcing as well.

By the simple observation that no recursive calls of Algorithm 2 are
made for existing states, therefore also not for state 0, it remains by
Algorithm 1 code line 4 that pre?(0) = T, as Algorithm 4 does not
modify the precondition of prior existing states. mi

Theorem 25: (Update synthesis success) For any DBI normal
formula ¢ and any pointed Kripke model (M, v), the pointed update of
(M, v) with (U,,0) is defined and

MoU,,(v,0) k. (&)

Proof Follows from Lemma 23 and Lemma 24. O

The sequence of modal operators that one encounters, when travers-
ing the syntax tree of formula ¢ (including the empty list &) starting
from its root, we call modal operator sequence or simply modality
sequence. For example, given ¢ = B;(B;p A B,q), the set of modal
operator sequences of ¢, would be {¢, B;, B;B;, B;B,}.

To formulate statements about minimal change, we introduce the
notion of independent formulas.

Definition 26 (Independent formulas) Let ¢ be a DBI normal
SJormula and its corresponding action model U, = (E¥,Q¥,pre¥) be
constructed according to Algorithm 1. A modal formula 0 is in T-
shape with respect to event ag € E¥ iff for each sequence of modal
operators B;, ...B;, used in the construction of 0, including the empty
sequence & with k=0, and for the unique corresponding sequence
aoQ‘,.’I angaz...ak,lQiak of events a;€E? all pref(a))=T for
0 < j <k (note that the uniqueness of such a sequence formally follows
from Lemma 48 and Theorem 49). Formula 0 is called independent of
o iff it is in T-shape w.r.t. 0 € E¥. If 0 is not independent of ¢, it is
dependent on ¢.

Example 27 For formula ¢ = By(B;p A Bi(p A B;p)) from Example
8, we have that 0 = =B,B,pV B,B,p is independent from ¢ because
the modal operator sequences €, By, BBy, B;, and B;B; correspond

Page 7 of 12


https://doi.org/10.48130/ker-0026-0004
https://doi.org/10.48130/ker-0026-0004
https://doi.org/10.48130/ker-0026-0004
https://doi.org/10.48130/ker-0026-0004
https://doi.org/10.48130/ker-0026-0004

The Knowledge

Engineering Review https://doi.org/10.48130/ker-0026-0004
e v
) @)
() (<p)
&) &
// 7\ ‘//'\
Mou,) elU, (») ()
7\ /_T ~\ o\
\\Zz Y ‘\,i /‘ \?/‘
. .
SN
‘\],)/" ‘\,,,ZQ
1)
r//7\ //77\\ . ".
\2) &)
VN /ﬁ N N\
. )& @&
S o 'af
7 "\\\ < ‘,/ '7\\\
&) o~ \2) o~
2) -, ®) -,
it i
2\ (2 D (D)
&) 2) ») &)
T
&)
it
.
A | (») (»)~
te(P) (P)arsr =
ﬁl‘/ llf TN /"\
N oy bl 2) (P)
bl te(P) () =(P )

Fig. 7 Sketch of the result of the iterated product update operation (M®U,)® U, . Grey rectangles are a compact way to represent sub-models originating
from worlds in the previous model. Dotted arrows are meant to capture the direction of the arrows and the agents involved. Unlike double arrows, they do not
represent arrows from and to all worlds in the rectangle, but only from and to some of these worlds. We leave to the reader their identification. Finally, note

that the sink is a copy of the previous model.

to event sequences 0, 0074, 0074074, 0071, and 007-107 -1 and
preconditions for events 0, 4, and —1 are all T. On the other hand,
n = —ByB,p is dependent on ¢ because modality sequence BB, corre-
sponds to event sequence 0Qi4Qf3, and pre?(3) = p # T. Both 0 and
n were true in M,v from Fig. 1, left. While the pointed update with
(U,,0) keeps 6 true, formula n becomes false in MOU,,(v,0) (see
Fig. 5, right).

In other words, given a formula ¢ in DBI normal form, a formula 6
is independent of ¢ if the sequences of modal operators in the formula
6 have a corresponding sequence of events in U, and the precondition
of those events is always T. A formula is then dependent in case at
least one of the preconditions for those events is different from T. The
main idea is that the pointed update U, will keep the formulas that are
independent of ¢ true after the update.

Theorem 28 (Update synthesis minimality) If formula 6 is inde-
pendent of a DBI normal formula ¢, then for any pointed Kripke
model (M,v),

Page 8 of 12

MvEd MU, (v,0) k6. (©6)

Proof Let M =(S,R,V). We prove by induction on the construc-
tion of @ that, for any @ € E¥ and any u € S, if 0 is in T-shape with
respect to a, then M,u k0 iff MO U, (u,a) E 6. (6) is an instance of
this induction statement for @ =0 and u =v. Note that if 6 is in T-
shape with respect to @, then pre¥(a) =T because of the empty
sequence &, hence, the pointed update of (M,u) with (U, a) is
defined for all u € S. For propositional atoms, the statement follows
from the definition of pointed updates. The cases for Boolean connec-
tives are straightforward. It remains to show the induction statement
for 6= Bin. Let B E¥ be the unique event such that aQ;",B. Then
pre?(B) = T because of sequence B; of 6 and, additionally, 7 is in T-
shape with respect to 8. By IH, for any u€ S, we have M,u k7 iff
MoOU,, (u,p) En. We have M,uk¥ Bin iff M,wen for some uRw.
By IH, this is equivalent to MO U,,(w,B) ¢, which is equivalent to
MOU,,(u,a) ¥ Bin because (u,a)R? (w,y) iff uRw and y = . |

Corollary 29 Let ¢ = A jeg Bjw; be a DBI normal formula, where
@+GCA

—
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1. Ifi¢ta(y), ie., if i ¢ G, then i's beliefs are unaffected by pointed
update Uy, i.e., M,vE Bio iff MOU,,(v,0) k Bijo for any formula o
and any pointed Kripke model (M, v).

2. If ieta(p), but w; = A\ jey Bjm; has no propositional component,
then i's propositional beliefs are unaffected by U, i.e., M,vE By iff
MoU,, (v,0) k By for any propositional formula x and any pointed
Kripke model (M, v).

Theorem 30 (Update synthesis consistency preservation) Let ¢
be a DBI normal formula. Pointed update with U, can only cause
(higher-order) inconsistent beliefs iff the respective (higher-order)
beliefs originally excluded the respective propositional preconditions:
Jor any modality sequence By, ...B;, with i;+# i for any j and any
pointed Kripke model (M,v),

MyvE Eil (prew(aq) A l§',~2 (pre¢(a2) A... E,»kpre“’(ak))) —
MoU,, (v,0)¥ By, ... B, L (7)

for the unique sequence OQ‘I.‘I a QZ ... Qiak of events aj € E¥.

Proof Let M =(S,R,V) and MOU, =(S¥,R?, V¥) for the pointed
update of (M,v) with (74,,0). The left statement holds iff there is a
sequence  VR; siR;,s:...R; s of states from S such that
M, sjepref(a;) for j=1,...,k. It is easy to observe (by induction on
k) that this is equivalent to (sje;)€S¢ for j=1,....,k and
(v,O)R?’l (sl,oz])RZ.i(sz,az) . .R‘li(sk,ak). The equivalence to the right
statement now follows from the fact that MO U, (sk,a;) ¥ L and the
uniqueness of the sequence of «;'s such that OQlﬁ a QZ ... Qﬁak. m

Corollary 31 Let ¢ be a DBI normal formula.

1. If ¢ fits either of the clauses of Cor. 29 for agent i, then U,
preserves i's consistency, i.e., M,ve B;L iff MoOU,,(v,0)¢ B; L for
any (M,v).

2.1f ¢ = Bi(é A N\kert Bimi) AN\ jeg Bjw; where i ¢ G and ¢ is propo-
sitional, then U, makes i's beliefs inconsistent if and only if i origi-
nally does not consider & to be possible, ie, M,veBi& iff
MoOU,,(v,0) € B L for any (M,v).

Definition 32 (Idempotence) We call an action model (U, ) idem-
potent iff ~ pointed updates Mol, (w,a)) and
((MQ(L() oU, ((W»(Y),Ol)) are defined and isomorphic for any pointed
Kripke model (M,w).

Theorem 33 For any DBI normal formula ¢ and any pointed
Kripke model (M,v), MOU,,(v,0) is idempotent.

Proof The updates MoU,,(v,0) and (MO U,)OU,,((v,0),0) are
always defined by Theorem 25.

Since U, has an out-tree structure, meaning every state is reach-
able by a directed walk from the point, we conduct the proof by
forward induction over this structure beginning from the root 0.

Ind. statement.: Given state ((w,a),8) in the
MoUy)oU,, f=a.

Ind. hyp.: Given state ((w,a),8) for all its parent states ((w’,a’),")
the inductive statement holds.

Base case: Point (v,0) is the only state that can be combined with O,
since by Algorithm 1 0 has no incoming edges in U,,.

Ind. step: Suppose by IH the inductive statement holds for state
((w,@),), but not for its i-accessible state ((x,),y), meaning y # 3.
Note that this  i-accessible state = must exist, since
MoU,)oU,,((v,0),0) could not be smaller than MoU,,(v,0), as
all preconditions in U, are propositional by Algorithm 2. Since
((w, a),a)R;u“’ww ((x,B),y) it must be the case that also (w,a)R:,u“’ (x,B)
by Definition 9. Since ¢ is DBI normal, every state in U, has no more
than one j-accessible state, hence S is the only i-accessible state from
a. Therefore if ((w, a),a)R;u“’%((x, B),7) it must be that y = 3. o

model
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4 The role of privatization

The minimality of the update synthesis method we have described
relies on a particular structure of the action model used for the update.
We call this structure privatized. In this section, we give an explicit
definition and show why it serves the purpose of preserving beliefs
whenever possible. We begin with the notion of modal syntactic tree,
which represents the nesting of modalities within a formula as a tree
and provides the basis of the formal definition of privatization. Note
that the structure of the action model returned by Algorithm 1 (almost)
exactly follows this tree structure already, so there was no need to
introduce it explicitly.

Definition 34 (Modal syntactic tree) 7he modal syntactic tree 7,
of a goal formula ¢ is an out-tree with a single unlabeled root, while
all non-root nodes are labeled with modal operators representing the
nesting of modalities in ¢. Hence it is essentially ¢'s syntax tree,
where however all non-modal operators are left out.

Some examples of modal syntactic trees are provided in Fig. 8: In
T B¢, the root has one child-leaf labeled B;. Both 73, and 7,1, are
obtained by labeling the root of 7, with B; and making it the only
child of the new root. Finally, 7, is obtained by taking the disjoint
union of 7, and 7, and identifying their roots.

Definition 35 (Modal-syntactic-tree root paths) For formula ¢ we
define RootP(p) as the set of paths ((root,ay,iy),...,(a1-1,a1,i)) of
length 1 > 0 in T, starting from the root, where iy is the label of a; for
k=1,...,L

Definition 36 (Kripke-frame root walks) For a pointed Kripke
frame ((S,R),w) we similarly define the set of root walks
RootW({S,R),w) as the set of all walks starting from the root (point)
w. We further define the restriction RootWys((S,R),w) as the subset
of RootW({S,R),w), where we exclude walks that contain at least two
successive edges for the same agent.

Definition 37 (Agent sequence) walk
o= ((ay,a,i)),...,(@,a1,0)) from Defs. 35 or 36 we define
AgSeq(o):=(iy,...,i1). In particular, AgSeq(e):=¢. We extend this
definition to sets, where for a set of walks X, AgSeq(X) is the set of
corresponding agent sequences.

The set of all agent sequences of length | we denote by A'. The set
of all agent sequences of length | without any successively repeating
agents we denote by Al ..

We now define clusters and walk accessible parts of the model.

Definition 38 (Clusters and reachable states) For a Kripke frame
F =(W,R), world we W, and sequence (iy,...,i;) € A’ of agents, we
introduce the cluster of path-accessible worlds

For a

C;LZ” ={ueW|Quy,...,u; € W) wRj xR, ... R, u}. 8)

In particular, for the empty sequence, Cs,, =tw}. We also define
the reachability operator

Thie

TBio = Thi(ene) Tory Y

T

T

Fig. 8 Modal syntactic trees.

Page 9of 12


https://doi.org/10.48130/ker-0026-0004
https://doi.org/10.48130/ker-0026-0004
https://doi.org/10.48130/ker-0026-0004
https://doi.org/10.48130/ker-0026-0004
https://doi.org/10.48130/ker-0026-0004

The Knowledge
Engineering Review

rEw =] Ja, ©)
120 pel

For aset W C W, we define R(F,W') := ,yen R(F,W').

Definition 39 For action model U = (E,Q, pre) and state u € E, we
define the u-sub model U" = (E",Q" pre') as the sub model of
(E,Q,pre) that is reachable from u, where E"=R(U,u),
Q" = Qguxeny and V"' = Vigu.

Lemma 40 For DBI goal formula ¢, action model {E,Q, pre), for
which ue E is a leaf node (potentially with a reflexive loop), let
(E¥,Q%, pre?®) be the action model synthesized by a call of Algorithm 2
CreateActionModel(g,(E, Q, pre),u), then the size of its u-sub model
(E¥", 0%, pre®") is at worst linear in the size of the modal syntactic
tree of ¢.

Proof We conduct the proof by structural induction over the DBI
goal formula ¢.

Base case: ¢ = B;¢ for purely propositional formula &. The result-
ing u-sub action model consists only of the root # and a newly created
node u’, with an at least an i-arrow going from u to u’ and a reflexive
loop for u’:

E? ={u,u’} Q‘p {(u,u’), (W, u")}.

Induction hypothesis: Given goal formula ¢, for its proper sub
formula ¢’ and state u’ € E, let (E¥,(Q¥%, pre¥) be the action model
synthesized by a call of Algorithm 2
CreateActlonModel(go,(E Q,pre),u’), then the size of the u’-sub
model (E¥", 0*" pre¢ Y is at worst linear in the size of the modal
syntactic tree of ¢’.

Induction step:

o If o =B’ or ¢ =B;(£A¢’) for purely propositional formula &.
By Algorithm 2 it follows that only a single i-accessible new state u’
is added, after which the algorithm is called recursively (on code line
6. respectively 9.) for «’ and ¢’. Since after the recursive call, the u’-
sub model (E”', Q"', pre"/) is linear in the size of the modal syntactic
tree of ¢’, by assumption of the IH (E“, Q“, pre") is linear in the size
of the modal syntactic tree of ¢ as well, as the difference between
(E",Q", pre") and (EY, Q"/, pre”') is only a single state.

e Else if ¢ = ¢; A ;. Using the IH for both recursive calls (on code
lines 12. and 13.), it directly follows that (E*, Q", pre*) is linear in the
size of both ¢;'s and ¢,'s, thus also ¢'s modal syntactic tree. O

Theorem 41 The action model (E¥,Q¥%, pre¥) synthesized by a call
SynthesizeActionModel(¢) of Algorithm 1 for DBI goal formula ¢ is
at worst linear in the size of the modal syntactic tree of ¢.

Proof Follows from Algorithm 1, Algorithm 4, and Lemma 40. O

Definition 42 We define L, as the largest subset of £ s.t. in any
@ € Ly 1O two subsequent nestings of modalities with the same agent
occur, meaning formulas like B;B;(p A Biq)) are disallowed.

Note that this restriction of the language does not affect any of the
results in Section 3 because of the following obvious proposition.

Proposition 43 Every DBI formula is in L.

Before we provide a formal definition of privatization we want to
first give an informal definition and also clarify why we introduce two
notions.

Given a formula ¢ € £, a pointed Kripke frame is weakly priva-
tized with respect to ¢ iff for every agent sequence of any root path of
¢'s modal syntactic tree, all states are accessible via such an agent
sequence from the point are not accessible via another agent sequence
(without successively repeating agents). A Kripke frame is strongly
privatized iff it is weakly privatized and for every agent sequence for
any root path of ¢'s modal syntactic tree there exists at least one state
accessible via this agent sequence.

The reason why we make a distinction between weak and strong
privatization is that when applying a strongly privatized action model
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the resulting epistemic model need not necessarily be strongly but only
weakly privatized, since whole clusters could get removed as a result
of the update.

Definition 44 (Privatized) We call a pointed Kripke frame
(F,w)=(S,R),w) (strongly) privatized with respect to formula
@ € Ly 1ff for any root path o € RootP(p)

CAgSeq((r) + @ and (Vp € U‘(f’lw AgSeq(O')}] ( Agsgq(g) me ) =2

i
1=0
(10)
Definition 45 (Weakly Privatized) Similarly we call a pointed
Kripke frame (F,w)=(S,R),w) weakly privatized w.r.t. formula
© € L iff for any root path o € RootP(p)

[vp e Uﬂw \{AgS eq(o)} J (cpaner ) =e. (11)

Definition 46 (Walk accessibility) For a pointed Kripke frame
(F,w) = (W,R),w) we define walk accessibility operator

WAccho(u, F,w) := (12)
to be the set of agent-alternating walks starting from w and ending in u.
By 7 we denote the kth projection function.
Walk accessibility yields an alternative equivalent definition of
privatized frames:
Lemma 47 (Privatized alt.) 4 pointed Kripke frame (F,w) is
(strongly) privatized w.r.t. ¢ € Ly, iff for any root path o € RootP(yp)

{o- € RootWy(F, w) | momti 007 = ut}

Cr £ @ and (Vs € Cp ) [AgS eq(WAccu(s, Fow))| = 1. (13)
Proof: Follows from Defs. 37, 44, and 46. m]

Lemma 48 (Weakly privatized alt.) 4 pointed Kripke frame (F,w)
is weakly privatized w.r.t. ¢ € Ly, iff for any root path o € RootP(p)

(Vs € Cpeea) |AgS eq(WAcCus(s, F,w))| = 1. (14)

Proof: Follows from Defs. 37, 45 and 46. O

Theorem 49 For DBI formula ¢, the pointed action model (U,,0)
as constructed by Algorithm 1 is privatized w.r.t. ¢.

Proof by induction on the recursive construction of {[¢ by Algo-
rithm 2.

Ind. hyp.: Given DBI goal formula ¢, its proper subformula ¢’, and
action model U that does not contain any out-neighbors for agents in
ta(¢’), the u’'-sub model (f{;,u’)
CreateActionModel(¢’, U, u’) is privatized w.r.t. ¢’, when not consid-
ering any loops at its point u’.

Base case: For formula B¢, where & is propositional, since
AgS eq(RootP(B;i€)) = {&,(i)}, we only need to check all states walk-
accessible via these two sequences. Since in ‘L( the state m ¢ {0,—1}
is the only state accessible via an i-edge from the root 0, as the 0 itself
Further-
more the root 0 is only walk-accessible via the empty sequence &,
therefore AgS eq(WAccnsr(O,ﬂBig,O)) =
not walk-accessible via any of the two sequences & and (i) in
AgSeq(RootP(B;¢)) we conclude that (‘173,.5,0) is indeed privatized
w.rt. Bi.

Ind. step: If ¢ = B;yy for DBI normal formula y, then (ﬂw,u’) the
u’-sub model returned by the recursive call of Algorithm 2 on line 6 is
privatized w.r.t. ¢, when considered without the reflexive i loop of u’
by the IH. Since this recursive call on line 6. was the last line to
execute, it follows that {1 r[( As i ¢ ta(y) and the i-edge from u
to u’ is the only outgomg edge connecting u with the u’-sub model
(’L{W u’), we conclude that (’L[w, u) is privatized with respect to ¢.

after a recursive call

has no incoming arrows, AgS eq(WAccmr(m,(LIBig,O)) ={i}.

{e}. Lastly as the sink —1 is
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If ¢=Bi(¢Ay) for propositional formula ¢ and DBI normal
formula ¢, the reasoning is analogous to the previous case, as privati-
zation is a frame property and thus independent of the additional
precondition added.

If ¢ = ¢ Ay, for DBI normal formulas ¢; and ¢,, by the IH for
the recursive function call on line 12. (17¢1,u) is privatized w.r.t. ¢;.
Since ta(py) Nta(gr) = @ it follows that
RootP(p) = RootP(¢1) LI RootP(yp,), hence by the IH for the recursive
call on line 13. the resulting model (fL~I ,u) is not only privatized w.r.t.
¢, but remains privatized w.r.t. ¢; as well, thus is privatized w.r.t. ¢.

Since by the initial call of Algorithm 2 on line 5 in Algorithm 1 U
consists only of the state 0 without any in- or outgoing edges and since
the point of the resulting model rﬁ¢ doesn't contain any incoming
edges (in particular no loops), 77<p is privatized w.r.t. . It remains to
investigate the execution of the call of Algorithm 4 on line 6, which
however merely adds j-arrows from states to the new —1 state if they
don't already have outgoing j-edges for every agent j, therefore U, is
indeed privatized w.r.t. . mi

Lemma 50 Let the pointed update MoU,(w,a)) of a pointed
Kripke model (M,w) with a pointed action model (U,a) be defined.

Forany p e D Al
=0

B €y =  BECh,andxeClh . (15)

Proof Let M=(S,R,V), U =(E,Q,pre), and
MOU=(S',R',V"). We use induction on [ = |o|.

Base case [ = 0: Since A’ = {¢} the statement follows trivially from
Defs 38 and 9.

Ind. step: Consider any agent sequence p = poi of length [+ 1 and

state (x,B) € C?wow, )’
v,y e, o1y SUCh that (v,7)R}(x, ), in particular, vR;x and yQ;3
by Definition 9. By IH for p of length [, we have veCfv(,w and
y € Cy, - Thus, by Definition 38 both x € C‘;’MM and B¢ C‘;a. 0

Theorem 51 For a pointed action model (U,a) privatized w.r.t.
DBI formula ¢ and a pointed epistemic Kripke model (M,w), if their
pointed update exists, then (MOU,(w,)) is weakly privatized with
respect to .

Proof Suppose by contradiction that the pointed action model
(U,e) is privatized w.r.t. ¢, but for some pointed Kripke model
(M,v), the update (MOU,(w,a)) exists, however is not weakly
privatized w.rt. . This means that there exists a root path

By Definition 38, there must exist a state

o € RootP(p), agent sequence pe D Al

nsr
=i
0 AgSeq(c)

(x.p) € CMO"M,(W,&) and (x.f) € CMO‘II,(W,(Y)'

AgSeq(o) 0 : :
that B Cy/, and g € Cy, ,. However this contradicts the assump-

\AgSeqg(c) and state
By Lemma 50 this implies

tion that (U, ) is privatized w.r.t. ¢, as Cﬁ?ffy @) C4o = @ by Defi-
nition 44. O
Theorem 52 For DBI formula ¢ and any pointed Kripke model
(M,v), the pointed update between (U,,0) (as synthesized by Algo-
rithm 1) and (M,v) is defined and (MOU,(w,a)) is weakly
privatized.
Proof Follows immediately from Theorems 25, 49, and 51. O

5. Conclusions

We presented a way to synthesize a pointed action model for a
limited range of goal formulas that: (i) makes the goal formula true in
the resulting model; (ii) privatizes any Kripke model to which it is
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applied to, thus breaking the common knowledge of the model
assumption and simulating totally private communication; (iii)
preserves consistency whenever possible, marking a difference from,
e.g., van Ditmarsch et al.l%]; and (iv) has minimal side effects, in the
sense that it changes as few beliefs unspecified in the goal formula as
possible. In addition, the synthesized pointed action models are
combined with pointed Kripke models via the new pointed update
operation, which does not apply to the whole model globally, but
rather it respects the structure of the privatization introduced in the
synthesis. Since the pointed update is a subset of the full product
update operation, the proposed update mechanism is quite efficient:
only the initial update increases the size of the model at worst linearly
in the size of the goal formula, while all subsequent updates via goal
formulas with the same belief structure (or substructure thereof) only
decrease the model size. Compare this with the exponential blow up
after iterated updates using the standard product updates.

Compared with existing synthesis methods our work presents the
following advantages: the synthesis methods proposed in the
literatures!®8! do not focus on issues of privatization and of minimal
change, which is a strong shortcoming when considering applications
to distributed systems. Recall that the goal of the synthesis tasks is,
given a goal formula ¢, to output an update model that, applied to any
initial model, outputs a model where ¢ holds. For some models
however, ¢ could hold vacuously, in case e.g., there are no relations in
the resulting model for a given agent involved in the formula. In our
case, this is not possible: because of the proposed stratification of the
model, an agent does not result in believing inconsistencies unless
precisely instructed so by a sequence of updates. In other words, our
synthesis method addresses belief consistency preservation, while
other existing methods do not. While it is possible to construct
AML or GAUL update models representing completely private
communicationl®] and thus it is possible to synthesize them, there is no
standardized update synthesis procedure for it. Finally, AAUL was
proved to be undecidablel?2l. On the other hand, our language is a
restriction of the standard doxastic language, and is hence decidable.
Consequently, while not as powerful, it is computationally more
appealing for the synthesis task.

We aim at extending the update mechanism so as to allow a wider
range of goal formulas, introducing negations of modal operators,
which might introduce ignorance, and disjunctions of modal operators,
which have multiple possible realizations, while preserving the proper-
ties of privatization, minimality and consistency. Furthermore, we plan
to introduce group updates, such as public announcements, providing
full granularity in the update design.
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