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Abstract

Federated Learning (FL) enables privacy-preserving collaborative training by keeping sensitive data localized. However, the decentralized nature of FL prevents
the central server from verifying local training processes, leaving the system vulnerable to poisoning attacks. In these scenarios, Byzantine clients upload
malicious local gradients or model updates to either degrade the global model's performance (untargeted attacks) or inject backdoor triggers (targeted attacks). As
FL applications scale, both attack vectors and defensive countermeasures are rapidly evolving. This survey provides a comprehensive analysis of the current FL
security landscape. Specifically, we: (1) conduct a systematic technical analysis of existing poisoning attack methods, with an emphasis on their objectives,
optimization strategies, and stealth characteristics; (2) summarize and critically compare mainstream defense strategies from multiple perspectives, including
robustness, adaptability, and applicability under non-1ID settings; (3) explore the adversarial co-evolution between attacks and defenses to reveal their underlying
design principles; and (4) identify open challenges, emphasizing the critical trade-offs between privacy-preserving techniques, model robustness, and
communication efficiency. This paper aims to provide a structured reference and a unified perspective for researchers and practitioners in secure federated

learning.
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1 Introduction

In today's data-driven era, artificial intelligence (Al) technology is
advancing at a rapid pace, driving the implementation and application
of numerous intelligent services—with personalized recommendation
systems being one of the most representative examplest!]. However,
machine learning (ML), the core technology underlying Al, is
confronted with severe challenges such as privacy leakage and trust
crises(?]. Against the backdrop of users' growing focus on data secu-
rity, they tend to store data locally, which makes data circulation diffi-
cult and gives rise to the so-called "data silos"*#]. The phenomenon of
data silos severely hinders cross-entity data collaboration and prevents
the full release of the potential value of data.

To address this issue, Google proposed Federated Learning (FL), an
innovative distributed machine learning framework in 2016. FL
enables multiple participants to collaboratively train a model without
sharing their raw data. Each user's data remains locally stored at all
times, which not only safeguards the ownership and control rights of
the data but also mitigates the privacy risks that may arise from
centralized data management]. By conducting model training locally
and only uploading parameter updates, FL effectively alleviates the
problem of data silos, thereby enhancing model performance while
achieving the protection of user privacyl°l.

Owing to the characteristics of FL, such as distribution, large scale,
and high client autonomyl’], FL systems are highly vulnerable to
poisoning attacks during the training process(®“). Malicious clients
undermine the global model training by uploading forged or tampered
local training resultsl!0:'1], The attackers' objectives may include
degrading the overall performance of the model, increasing prediction
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errors, or causing the model to malfunction on specific tasks. Such
Byzantine attacks typically exhibit strong disruptive effects and are
difficult for traditional aggregation strategies to detect and resist in a
timely manner(!2l. In contrast, backdoor attacks are more concealed.
Attackers inject elaborately designed "poisoned samples" into local
datasets, enabling the model to output incorrect predictions under
specific trigger conditions!'3]. For instance, when training a traffic sign
recognition model, an attacker may label a "stop sign" as a "speed
limit sign" and embed a specific trigger pattern into the sample. After
training, the model will be activated to execute the backdoor and make
erroneous judgments when it encounters similar patterns!4l. Unlike
Byzantine attacks, backdoor attacks rarely impair the model's perfor-
mance on normal data; thus, they are more difficult to detect and pose
higher security risks{!5-171,

Although FL exhibits certain advantages in data privacy protection,
issues such as information leakage and expanded attack surfaces
persist during the process of model parameter sharing and
aggregationl!8]. Attackers can even infer the private content of users'
local data by analyzing the gradient information in model updates,
which further amplifies security threats. Therefore, the development of
detection and defense mechanisms against these two types of poison-
ing attacks has become a critical research direction for ensuring the
security and trustworthiness of FL systems(!°].

2 Notation

To improve readability, Table 1 summarizes the frequently used
symbols in this survey. Since this paper reviews methods from differ-
ent studies, some equations preserve the notation used in the original
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Table 1. Frequently used notation in this survey.

Symbol Description

t Communication round in federated learning.

i,k Client index.
Total number of clients.

m Number of malicious clients or fake clients, depending on the
context.

w', W, or G, Global model at round ¢, with notation depending on the
reviewed method.

W; or Wit Local model or local update submitted by client i.

A; or g,’. Local model update or gradient update of client i.

A() or A) Aggregation rule or aggregation process.

s Attack direction or estimated benign update direction.

S Context-dependent symbol; it may denote an output event set
in DP definitions or a clipping bound in DP-SGD.

€,0 Differential privacy parameters.

[on Gaussian noise scale or noise multiplier.

4,7, Method-specific control parameters.

ASR Attack success rate.

MTA Main task accuracy.

works. When method-specific symbols are introduced, we provide
their meanings in the corresponding context.

3 Analysis of poisoning attacks in
federated learning

Poisoning attacks, commonly used in the field of machine learning,
refer to a type of malicious method whose primary goal is to impair
the performance of machine learning models(?l. They attempt to
disrupt the model's learning process by controlling and manipulating
part of the training data or local models, thereby leading to incorrect
prediction or classification resultsl?!l. FL systems are vulnerable to
poisoning attacks launched by adversaries for the following reasons:
(1) In FL, training data is distributed across multiple participants,
which complicates the monitoring and maintenance of data quality.
Malicious participants can easily inject fake or contaminated data, as
data management is decentralized among multiple parties. (2) Partici-
pants are required to exchange information with the server to collabo-
ratively train the modell?2]. The exchanged information includes gradi-
ent updates, model parameters, and so on. Malicious participants can
submit poisoned information during this process, thereby compromis-
ing the performance of the global model. (3) To protect personal
privacy, participants usually adopt privacy-preserving measures when
submitting model updates[?*]l. Such schemes make it difficult for the
server to detect poisoned data from ciphertext data. In general, poison-
ing attacks can be classified into two categories: untargeted poisoning
attacks (Byzantine attacks) and targeted poisoning attacks (backdoor
attacks), as summarized in Table 2. In the subsequent sections, the
latest research on these two types of poisoning attacks will be
presented(24],

3.1 Byzantine attacks

At a high level, Byzantine attacks aim to corrupt the global opti-
mization process by manipulating the model updates submitted by
compromised clients. Unlike backdoor attacks, which usually preserve
clean accuracy while injecting hidden malicious behavior, Byzantine
attacks mainly target the availability and convergence of the global
model. Recent Byzantine attacks have evolved from simple perturba-
tion-based strategies to more structured attacks that exploit
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contribution evaluation, aggregation-rule geometry, or client participa-
tion mechanisms.

As shown in Table 3, Byzantine attacks refer to adversarial behav-
iors where attackers, whether acting proactively or passively, compro-
mise the global model by controlling or manipulating one or more
local clients. Specifically, attackers achieve this by tampering with the
datasets held by the compromised clients or altering the gradient
parameters uploaded during the training process, with the core goal of
degrading model performancel!?l. Byzantine attacks aim to undermine
training availability and model availability: they prevent the global
model from converging or attaining optimal performance on the
primary training task, and do not target any specific users or data
samples. Based on the latest existing literature, we have synthesized
three novel Byzantine attack methods in FLI!'). The specific details are
shown in Table 3.

3.1.1 Contribution evaluation poisoning targeting the FL
workflow

This type of attack focuses on vulnerabilities in the core workflow
between the contribution-evaluation and the model-aggregation in FL,
and achieves stealthy poisoning by manipulating the apparent contri-
bution of local model updates. The ACE attack[>5] proposed by Xu et
al. serves as a typical representative of this category. Its core mecha-
nism lies in the fact that servers typically measure client contributions
using the similarity between local models and the global model. Mali-
cious clients can construct local updates that are highly aligned with
the global model by predicting the direction of the future global
model, thereby disguising themselves as high-contribution nodes. Its
attack principle is shown in Fig. 1.

Specifically, the ACE attack implements its strategy through two
core components: The first component predicts the future global model
update based on the Cauchy Mean Value Theorem and the L-BFGS
algorithm, and reduces computational complexity using historical
global model snapshots. According to the Cauchy Mean Value Theo-
rem, the formula for predicting the global model update ' at the ¢-th
round is expressed as follows:

gl — gt—l +H[(WI—WI71) (])

Table 2. Comparison of Byzantine and backdoor attacks in federated learning.

Category Byzantine attacks Backdoor attacks

Objective Global performance Hidden malicious
degradation functionality

Target Training and aggregation  Inference behavior

Specificity Untargeted Targeted

Attack means Malicious model updates ~ Poisoned data or updates

Clean accuracy Severely affected Largely preserved

Stealthiness Low High

Activation Always active Trigger-based

Threat type Availability and robustness Integrity and trustworthiness

Table 3. Comparison of poisoning attack methods in FL.

Attack Mechanism Stealthiness
ACE Predict global update, disguise contribution High
OPT Reverse optimization vs aggregation rules Moderate

MPAF Large-scale fake clients push base model Moderate

PF Flip critical bits in deployed model High
3DF Multi-objective optimization + noise masks Very high

ACE: contribution evaluation poisoning; OPT: optimization-based poisoning;
MPAF: fake-client poisoning; PF: ProFlip bit-flip backdoor; 3DF: adaptive
backdoor.

Shan et al. The Knowledge Engineering Review 2026, 41: e014


https://doi.org/10.48130/ker-0026-0014
https://doi.org/10.48130/ker-0026-0014
https://doi.org/10.48130/ker-0026-0014
https://doi.org/10.48130/ker-0026-0014
https://doi.org/10.48130/ker-0026-0014

https://doi.org/10.48130/ker-0026-0014

The Knowledge

Engineering Review

Contribution
Evaluation

—©

Global Model
Update

Server

£—=9

Future Global

A

Mcallil;ll?liis Hésltglglaclal Model Prediction
> Models
Prediction Error
Mitigation
R &=
Client j Dataset  Local Model Update

Fig. 1 Workflow of contribution-evaluation poisoning attack in federated learning.

where &' denotes the global model update from the previous round, W,
and W,_; represent the current and previous global models, respectively,
and H' stands for the integrated Hessian matrix.

The second component mitigates the accumulation of prediction
errors through a threshold filtering strategy, with the judgment condi-
tion defined as:

|L-BFGS (AW, AG', W' —w || < t.(r = lIw =W IlI= 1) (2)

If this condition is not satisfied, the attack switches to a benign
update mode. For scenarios where contribution is evaluated using
cosine distance, the optimization objective is formulated as:
{2lli e T} = argmax ¥,(1 - cos (1,£")

{giliel’} ’
enhanced by introducing an amplification factor c.

Experimental results demonstrate that this attack can successfully
deceive five mainstream contribution evaluation methods, including
FedSV and GDR. In non-independent and identically distributed (non-
IID) data scenarios, it outperforms baseline attacks in both contribu-
tion score and ranking gains, while requiring extremely low computa-
tional and storage costs. Meanwhile, the fluctuation in the test accu-
racy of the global model is controlled within 1%, perfectly meeting the
stealth requirement of "undermining contribution fairness without
revealing attack intentions". Notably, the ACE attack is independent of
aggregation rules and exhibits strong generality; existing defense
measures such as Multi-Krum and Trimmed Mean fail to detect or
resist it effectivelyl26l.

and the effectiveness can be

3.1.2 Model poisoning attack based on objective optimization
In FL, this type of attack maximizes the deviation of the global
model as its optimization objective and reversely constructs malicious
updates by targeting the mathematical properties of Byzantine-resilient
aggregation rules. The local model poisoning attack!?”] proposed by
Fang et al. is the first to systematically implement this strategy: attack-
ers compromise a subset of clients and manipulate local model param-
eters during training, leading to a significant increase in the test error
of the global model. This attack paradigm formulates the attack prob-
lem as an optimization task that "maximizes the deviation of the global
update from the benign direction under the constraints of aggregation
rules". Its core optimization objective is expressed as follows:
max/-sT(w—w') 3)

VAN
Wi We

stw =AWy, W)W = AW, W) 4

where s denotes the direction vector of changes in global model para-
meters in the absence of attacks; w (or w’) represents the global model
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without (or with) attacks; A stands for the aggregation rule; and w; (or
wi) denotes the benign (or malicious) local model.This formulation
shows that the attacker does not simply inject arbitrary noisy updates, but
constructs malicious local models according to the behavior of the target
aggregation rule. The term s’ (w —w’) measures how much the poisoned
global model deviates from the benign update direction. A larger value
indicates that the attacker has pushed the aggregation result further away
from the expected benign trajectory. Therefore, the effectiveness of
optimization-based poisoning largely depends on the attacker's ability to
estimate the benign direction and exploit the decision boundary of the
aggregation rule. Attack strategies vary with different aggregation rules.
For the Krum rule (which filters local models based on pairwise distances
between them), attackers utilize a "support cluster" mechanism to make
multiple malicious clients send similar forged updates, forcing the server
to select poisoned models. The core lies in constructing malicious models
that satisfy the conditions: w| = wg, —As and w; =w] (for i=2,...,c),
where wg, is the global model from the previous round, and A > 0 is the
deviation coefficient. For the Trimmed Mean and Median rules (which
adopt coordinate-wise aggregation), attackers construct malicious
parameters close to extreme values, thereby shifting the trimmed
mean/median toward the malicious direction. Specifically, if s;=-1
(indicating that the j-th dimension parameter needs to be increased), ¢
malicious parameters larger than w,,,, ; (the maximum value of benign
parameters in the j-th dimension) are constructed; otherwise, parameters
smaller than w,, ; (the minimum value of benign parameters in the j-th
dimension) are constructed.

3.1.3 Efficient model poisoning attack based on fake clients

To overcome the cost constraint of compromising a large number of
real clients, this type of attack achieves efficient poisoning by forging
low-cost virtual clients to send malicious updates in bulk. The MPAF
attack[28] proposed by Cao & Gong subverts the resource dependence
of traditional attacks: attackers can generate a large number of fake
clients using tools such as Android emulators and launch attacks with-
out any real local data. Its attack principle is shown in Fig. 2.

The attack logic of MPAF is as follows: a randomly initialized
model with low accuracy is selected as the "base model". The core lies
in formulating the attack objective as an optimization problem that
drives the final global model to approximate this base model:

| ©)

min
g;,ie[}% 1,n+m],te[0,T-1]

”WT—W,

where w’ denotes the base model, w” represents the final global model,
n (or m) stands for the number of real (or fake) clients, and T is the
number of training rounds. In each iteration round, each fake client
constructs an update in the direction of "base model-current global

Page 3 of 16


https://doi.org/10.48130/ker-0026-0014
https://doi.org/10.48130/ker-0026-0014
https://doi.org/10.48130/ker-0026-0014
https://doi.org/10.48130/ker-0026-0014
https://doi.org/10.48130/ker-0026-0014

The Knowledge
Engineering Review

genuine local model updates

Fig. 2 Workflow of fake-client-based model poisoning attack in federated
learning.

model" and enhances its weight in aggregation via an amplification factor
A, continuously pulling the global model toward the base model. The
formula for constructing the fake local update is expressed as follows.

gi= /l(w’ - W’) 6)
where w' is the global model in the -th round, and the default value of A
is 1 x 10,

These three types of Byzantine attacks have evolved along three
distinct dimensions: process mechanism exploitation, mathematical
optimization breakthroughs, and resource cost reduction. All of them
take model poisoning as their core means, yet differ in their attack
entry points and stealthiness. Specifically, process-targeted attacks
focus on the undermining of contribution fairness; optimization-based
attacks emphasize the effect of model performance collapse; and fake-
client-based attacks highlight large-scale attack efficiency(29].

3.2 Backdoor attacks

3.2.1 Backdoor attack based on bit flipping

The core of this type of attack lies in directly modifying the binary
representation of the parameters stored in the memory after the model
is deployed, which means it could alter the behavior of the model(3°],
This kind of attack completely bypasses the monitoring during the

https://doi.org/10.48130/ker-0026-0014

For example, ProFlipl®!l launches runtime attacks through physi-
cally flipping bits after the model is deployed. Its objective is to find
the smallest set of bit flips in the model parameters so that when the
input contains a specific trigger, the model will be misled to the target
category. Its workflow is shown in Fig. 3. ProFlip employs a progres-
sive bit-searching strategy. Firstly, it identifies and locates the neurons
that are important for the target category through adversarial saliency
maps. Then, the trigger generation process is formalized as an opti-
mization problem:

Lirig = A+ Linse(Mi1:1-1(AX, M, A)); 0) + A2 - Leo(M(A(X,m,A)); 1), (7)
where A(-) applies the trigger, L, pushes activations of salient neurons
towards a large constant ¢, and L., causes misclassification to the target
class.

The core of ProFlip is its Critical Bit Search (CBS) algorithm. It
gradually identifies the most vulnerable bits by first selecting a param-
eter element that maximizes a fitness score F':

0Lcps

op

The gradient magnitude |0Lcps /0p| measures the sensitivity of the
loss to changes in the element elem, and step is the maximum allow-
able change for that element within its quantized range. This score
prioritizes elements that are highly sensitive and can be perturbed
significantly.

Once the most vulnerable element (pge,s,elem loc) is found,
ProFlip determines the optimal value for this element by minimizing
the Trojan loss:

F(p,elem) = - step. ®)

elem

Liroj =v1" Lee(M*,D)+v2- Leps. O]
Here, L..(M*,D) ensures the Trojaned model M* maintains accu-
racy on clean data D, preserving stealth. The optimal value is found
via a grid search over the quantized value range. The number of bit
flips required n, is the Hamming distance between the original and
new binary representations of the element. This greedy, progressive
search from parameter to element to bit value allows ProFlip to
achieve a high Attack Success Rate (ASR) with an astonishingly small
np (e.g., 12 bits for ResNet-18 on CIFAR-10), making it a potent and
practical threat.

Select Attack

training process.

Victim Model
Identify Salient Generate
Neurous Trigger
No

. Param
Critical

Bits l

Search Identify Vuln.
Elem.

l

Find Optimal
Elem. Value

l

S

Flip Identified
Bits in Elem.

ASR<ASR,
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Fig. 3 ProFlip workflow.
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3.2.2 Adaptive attack based on multi-objective optimization

In FL, malicious clients aim to poison the global model by submit-
ting malicious updates that introduce a backdoor functionality, which
is activated only by a specific trigger pattern during inference. The
primary challenge is to make these malicious updates appear benign to
the central server's defense mechanisms. The 3DFed[*2] framework
addresses this through a multi-faceted, adaptive approach: backdoor
training with constraints, noise masks, and a decoy model. An
overview of the 3DFed framework is shown in Fig. 4.

The attacker's local training objective is augmented with a constraint
term to evade defenses like norm clipping. The loss function for craft-
ing the local backdoor model w4y, at epoch ¢ is defined as:

Lz(l_ﬂ)'-l:task +,B'||wadv_Gt||Qs (10)

where L. is the standard task loss combined with the backdoor
objective, G; is the current global model, and S8 controls the strength of
the constraint. This term minimizes the Euclidean distance between the
malicious model and the global model, producing a stealthier update with
a smaller norm.

To further evade detection based on anomaly in neuron activations
or update similarities, 3DFed applies optimized noise masks A; to the
backdoor model, creating a set of noisy models X; = wyg, +A;. The
noise is optimized using the following composite loss function:

L=a Lyps+(1 =) Luoym + A+ Leonsirain- (”)

Here, Lyp, increases the Update Energies of selected neurons to
mimic benign distributions, £,,,, controls the magnitude of the noise
masks, and Leongrrain = 1| Xiny Aill2 ensures the sum of all masks is near
zero, preserving the backdoor effect upon aggregation. This disperses
the malicious updates, reducing their pairwise cosine similarity and
evading defenses like FoolsGold.

A cornerstone of 3DFed is its indicator mechanism for black-box
adaptation. Attackers identify redundant neuron parameters with low
curvature (second derivative of the loss) and implant indicators by
scaling their updates by a large factor «. In the subsequent epoch, they
read the feedback by comparing the global model's change on these
parameters to their own submitted change. The status of the previous
attack (e.g., accepted or rejected) is inferred from the ratio:

O,— ' Oc,- .
feedback,— _ 0G1 G-1.1; _ G1—G_1.1; (12)

” .
w;i—G_1.1; K- gﬂ)i_Glflvli

If feedback; < 1/«, it strongly indicates the model was rejected, as
the global change is dominated by other benign updates. This feed-
back loop allows dynamic adjustment of hyperparameters like the
noise intensity o without any white-box knowledge of the defense.

The Knowledge
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3.3 Comparative analysis of poisoning attacks

The representative attacks summarized in Table 3 show that poison-
ing attacks in federated learning differ not only in their technical
mechanisms but also in their practical threat profiles. In particular,
their impact depends on the attacker's objective, required capability,
knowledge of the FL system, scalability, stealthiness, and adaptivity.
Therefore, a comparative analysis across these dimensions can help
clarify the conditions under which each type of attack becomes more
threatening.

From the perspective of effectiveness, different attacks optimize
different forms of damage. Optimization-based poisoning attacks, such
as OPT, directly target the mathematical properties of aggregation
rules and aim to maximize the deviation of the global model. There-
fore, they are often effective when the attacker has sufficient know-
ledge of the target aggregation mechanism. Fake-client attacks, such as
MPAF, improve their attack strength by increasing the number or
influence of malicious participants, thereby pulling the global model
toward an attacker-selected base model. In contrast, contribution-
evaluation poisoning attacks, such as ACE, may not immediately
collapse the global model accuracy, but they can effectively mani-
pulate contribution scores and undermine the fairness of participant
evaluation.

These attacks also differ in their required adversarial capability and
knowledge. Optimization-based attacks usually require the attacker to
understand or approximate the aggregation rule, making them more
dependent on defense-specific knowledge. Fake-client attacks require
the ability to create or control a large number of virtual clients, so their
feasibility is closely related to client admission control and identity
management in practical FL systems. Contribution-evaluation poison-
ing attacks rely more on historical model information and the contribu-
tion-evaluation workflow. Backdoor-oriented attacks further vary in
their assumptions: ProFlip requires access to the deployed model or
runtime storage, whereas adaptive backdoor attacks such as 3DFed
rely on malicious clients that can adjust their behavior according to
feedback from the training process.

Scalability is another important distinction. Fake-client attacks are
naturally scalable because the attacker can amplify the poisoning
effect by increasing the number of forged participants, although this
advantage may be weakened by strong authentication or reputation
mechanisms. Contribution-evaluation attacks can also be scalable
when they exploit general weaknesses in the evaluation workflow
rather than a specific aggregation rule. By contrast, optimization-based
attacks may be less scalable across different FL systems because their
effectiveness often depends on the target aggregation rule. Deploy-
ment-stage attacks, such as bit-flip backdoors, are powerful but less
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scalable in typical FL training scenarios because they require post-
training access to model parameters or memory.

Stealthiness and adaptivity are closely related but not identical.
Stealthiness refers to whether malicious behavior can avoid being
detected by the server or defense mechanism, whereas adaptivity refers
to whether the attacker can adjust the attack strategy according to the
defense process. ACE and ProFlip are highly stealthy because they
either disguise malicious updates as high-contribution updates or
implant backdoors after deployment. However, adaptive attacks such
as 3DFed go further by jointly optimizing backdoor effectiveness and
defense evasion, for example through multi-objective optimization,
noise masks, or feedback-based adjustment. This indicates that future
poisoning attacks may increasingly shift from direct perturbation to
defense-aware and feedback-driven strategies.

Overall, poisoning attacks should not be compared only by whether
they reduce accuracy or achieve a high attack success rate. A more
complete understanding should jointly consider the attack objective,
required capability, knowledge assumption, scalability, stealthiness,
and adaptivity. This perspective also explains why a defense that is
effective against one attack type may not generalize to another: differ-
ent attacks exploit different weaknesses in the FL pipeline, including
aggregation rules, contribution evaluation, client population manage-
ment, deployment security, and feedback-driven defense evasion.

4 Defense strategies of poisoning attacks

Anomaly detection-based defenses are built on the idea that mali-
cious updates leave observable traces that differ from benign training
behavior. These traces may appear as abnormal distances, directions,
norms, activation patterns, feature distributions, or update trajectories.
Therefore, the central problem is how to define a reliable boundary
between normal client heterogeneity and malicious deviation, espe-
cially when the data are non-IID or the attacker is adaptive. Tables 4
and 5 summarize the major defense paradigms against poisoning

Table 4. Comparison of defense mechanisms against poisoning attacks in
federated learning.

Category Defense strategy Attack type Key limitation

Robust aggregation Median, trimmed Byzantine Ineffective against
mean backdoors

Update filtering Similarity/anomaly ~ Byzantine  Adaptive attacks
detection

Backdoor detection  Trigger inference Backdoor  Trigger dependency

Backdoor mitigation Fine-tuning, Backdoor  Extra computation
unlearning

Hybrid defense Joint filtering and Both Increased complexity
mitigation

Table 5. Comparison of defense strategies in FL.

Defense Mechanism Limitation

RA  Robust aggregation (median,
trimmed mean)

UF  Update filtering (similarity/anomaly Vulnerable to adaptive attacks
detection)

BD  Backdoor detection (trigger
inference)

BM  Backdoor mitigation (fine-tuning,
unlearning)

HD  Hybrid defense (joint filtering +
mitigation)

Ineffective against backdoors

Depends on trigger knowledge
Extra computation cost

Increased complexity

RA: robust aggregation; UF: update filtering; BD: backdoor detection; BM:
backdoor mitigation; HD: hybrid defense.
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attacks in federated learning. However, the limitations of these
defenses should not be interpreted merely as isolated empirical weak-
nesses. Instead, they often arise from specific assumptions about the
distribution, observability, and separability of client updates. In partic-
ular, the effectiveness of many defenses depends on whether benign
and malicious updates can be reliably distinguished by distance, direc-
tion, norm, activation patterns, or validation behavior. These assump-
tions become fragile under adaptive attacks, where adversaries deliber-
ately optimize malicious updates to resemble benign ones, and under
non-IID settings, where benign updates naturally become more
diverse. Therefore, we further analyze the failure mechanisms of exist-
ing defense strategies from the perspective of their underlying assump-
tions and implementation constraints.

4.1 Analytical discussion on defense limitations

The limitations of existing defense strategies are closely related to
their underlying assumptions about benign and malicious client
updates. Robust aggregation methods, such as Krum, median, and
trimmed mean, usually assume that benign updates occupy a domi-
nant and statistically stable region in the update space. Distance-based
rules further rely on the geometric separability between benign and
malicious updates, while coordinate-wise rules assume that malicious
deviations can be suppressed independently in each dimension. These
assumptions are reasonable against simple Byzantine perturbations,
but they become fragile when attackers are aware of the defense mech-
anism. A rule-aware adversary may construct malicious updates that
stay close to the benign cluster, or keep each coordinate within an
acceptable statistical range while still accumulating a biased global
direction. In this case, the degradation of the defense is mainly caused
by a mismatch between its robustness assumption and the attacker's
adaptive strategy, rather than by a simple implementation flaw.

Non-IID data further complicates this separation. In heterogeneous
federated learning, benign clients may naturally generate updates with
diverse directions, magnitudes, and class-specific gradients due to
local data skew. Consequently, the boundary between benign hetero-
geneity and malicious deviation becomes ambiguous. If a defense
regards large distance, low similarity, or abnormal norm as direct
evidence of maliciousness, it may mistakenly filter benign clients
whose data distributions differ from the majority. However, if the
detection threshold is relaxed to tolerate such heterogeneity, carefully
crafted malicious updates may also be accepted. Therefore, non-1ID
settings do not merely weaken empirical robustness; they directly chal-
lenge the separability assumption that many filtering and aggregation
methods depend on.

Beyond these assumption-level limitations, implementation choices
can also affect the reliability of defense mechanisms. Many anomaly
detection and update filtering methods depend on fixed thresholds,
pre-defined similarity metrics, or validation data that may not repre-
sent the true distribution of participating clients. Such designs may
perform well in controlled experiments, but they are less reliable in
dynamic FL environments where client participation, data distribu-
tions, and attack strategies change over time. Backdoor detection
methods face a similar issue because they often rely on recoverable
trigger patterns, abnormal activation signatures, or specific inspection
layers. Adaptive backdoor attacks can reduce these observable traces
through distributed triggers, multi-objective optimization, or noise
masks, making detection outcomes sensitive to the selected validation
samples, model layers, and decision thresholds.

Privacy-preserving mechanisms introduce an additional trade-off.
Differential privacy, secure aggregation, and homomorphic encryp-
tion can reduce information leakage, but they also restrict the server's
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access to plaintext update statistics that are often used for anomaly
detection. This creates a privacy—robustness tension: exposing more
update information may improve detection, whereas stronger privacy
protection may remove the signals needed to distinguish malicious
updates from benign ones. Therefore, future defense designs should
clarify not only whether a method is effective against a specific attack,
but also which assumptions it relies on, how these assumptions behave
under non-IID data, and whether its limitations are caused by funda-
mental assumptions, implementation choices, or privacy constraints.

4.2 Anomaly detection-based defense

Anomaly detection-based defense (ADD) is one of the core
paradigms for addressing unknown malicious threats in FLB3I. Its core
logic stems from the "statistical distinguishability between normal and
abnormal behaviors"P4l. By establishing a cognitive boundary for the
distribution characteristics of legitimate samples and the normal
response patterns of models, it identifies malicious samples or abnor-
mal model states that deviate from this boundary as threats. From the
perspective of technical logic, anomaly detection-based defense can be
further divided into two core branches: one focuses on "data-level
anomalies", which are defense methods based on abnormal feature
distribution identification; the other focuses on "model-level anoma-
lies", which are backdoor attack defense methods based on deep model
inspection.

4.2.1 Defense based on the identification of anomalous feature
distribution

GradCAM is used to generate heat maps for each uploaded local
model, converting the model into a low-dimensional visual representa-
tion. This enables the identification of malicious model updates by
detecting anomalous GradCAM heat maps. Zheng et al. proposed a
refined defense mechanism called GCAMA[S], which enhances the
accuracy of anomalous feature distribution identification by combin-
ing GradCAM with an autoencoder (AE). Compared to traditional
Euclidean distance-based methods, GCAMA focuses on gradient-
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weighted activation feature distribution and uses AE to model and
validate this distribution, achieving stronger detection performance. Its
technical framework is shown in Fig. 5, with key steps for anomalous
feature distribution identification summarized below: (1) Device-side
feature extraction foundation; (2) Server-side GradCAM for feature
distribution visualization; and (3) Quantitative detection of anomalous
feature distribution.

Nguyen et al.[2’] proposed FLAME, a federated learning defense
framework that defends against backdoors by focusing on identifying
the anomalous feature distribution of model updates, with its core
logic being detecting deviations from the "normal feature distribution
baseline" of benign model updates to identify and mitigate malicious
behaviors. In the model clustering module, FLAME uses pairwise
cosine distances to measure angular differences between model
updates—benign updates have a concentrated angular feature distribu-
tion, while malicious ones deviate significantly3¢. It then uses the
HDBSCAN algorithm to group benign updates with a normal distribu-
tion and label outlier updates with an anomalous angular distribution
for elimination. In the weight clipping module, it takes the median of
L2-norms of all updates as the clipping bound. Benign updates have a
stable L2-norm distribution, while malicious ones often have abnor-
mally large L2-norms to amplify attacks; clipping scales down updates
with an anomalous L2-norm distribution to limit their impact on
aggregation. In the noise injection module, it estimates model update
sensitivity based on the normal distribution of benign model differ-
ences to determine the noise amount, injecting Gaussian noise into the
global model to eliminate backdoor contributions while preserving
benign performance.

Zhang et al. proposed FLDetector*7], a malicious-client detection
method centered on the identification of anomalous feature distribu-
tion of model updates; its core logic is to distinguish benign and mali-
cious clients through the difference in the consistency feature distribu-
tion of model updates. Benign clients generate model updates follow-
ing FL algorithms and local data, so their updates adhere to the consis-
tency of feature distribution as defined by the Cauchy mean value
theorem, with the core formula:
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Fig. 5 System model of GCAMA.
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g=g " +H-(wi—wi1) (13)
where g and g'~! are client i's updates in the 7-th and (¢ — 1)-th iter-
ations, H{ is the integrated Hessian of client i, and w;, w;_; are global
models of the two iterations. This formula encodes the stable consis-
tency feature distribution of benign updates. In contrast, malicious
clients craft updates arbitrarily, breaking this consistency and leading
to an anomalous feature distribution of their updates. The server lever-
ages the Cauchy mean value theorem to predict each client's update
based on historical update data, uses Euclidean distance to measure the
similarity between predicted and received updates, and calculates a
suspicious score for each client. Finally, FLDetector applies k-means
with Gap statistics to cluster the suspicious scores: since benign clients
have concentrated suspicious score distributions and malicious ones
have scattered, high-score distributions, it classifies clients in the clus-
ter with larger average suspicious scores as malicious. After removing
most malicious clients, Byzantine-robust FL methods can train accu-
rate global models, with all processes revolving around the core of
identifying anomalous feature distributions of model updates.

Ehsanul et al. proposed FLShield[*8], a federated learning defense
framework that defends against poisoning attacks by centering on the
identification of anomalous feature distributions of model updates,
solving the validation subject and validation integrity dilemmas with-
out relying on the server's clean datasets. It generates two types of
representative models to capture normal feature distributions of benign
updates and identifies anomalous ones: for bijective representative
models, it takes each local update w as the base, incorporates contribu-
tions of other updates via ReLU-weighted cosine similarity s(w,u),
and weights them by update magnitude ratio |wl|/|u|, with the core:

lw|
D uel—{w) (s(w, U)XuxX —

|ul

E=G+(1-1w+T1 (14)

Zuelti—(w) (s(w, u) X M)
ue]

For cluster representative models, it uses K-Means to cluster local
updates, averaging updates in each cluster to generate representative
models, while malicious ones are scattered or form small abnormal
clusters. In its defense pipeline, the server generates representative
models, filters outlier evaluation results, selects the top 50% represen-
tative models, applies norm-bounded -clipping to selected local
updates, and aggregates to obtain the global model.

Hossein et al. present FreqFed®°], and its core logic lies in trans-
forming model weights (updates) into the frequency domain via the
Discrete Cosine Transform (DCT) to distinguish between normal and
anomalous feature distributions: benign updates retain core informa-
tion in low-frequency components, showing a stable and concentrated
low-frequency feature distribution, while malicious updates disrupt

https://doi.org/10.48130/ker-0026-0014

this regularity, leading to an anomalous low-frequency feature distri-
bution. FreqFed then extracts low-frequency component vectors from
DCT results and uses the HDBSCAN density-based clustering algo-
rithm to identify distribution anomalies. Benign vectors with normal
low-frequency feature distribution cluster into a large main cluster,
while malicious vectors with anomalous distribution are either scat-
tered as outliers or form small abnormal clusters. The high-level
overview of the framework FreqFed is shown in Fig. 6. FreqFed
comprises three critical components for: (1) frequency analysis of
local model updates; (2) model filtering; and (3) model aggregation. In
the following, we give a brief explanation of the functionality of each
component.

In general, all these methods take "feature distribution deviation" as
the core criterion for judging malicious behaviors. Additionally, these
methods differ in specific focuses: Activation mapping zeroes in on
activation layer feature distributions to find abnormal activations
linked to backdoors; FLAME analyzes model update feature distribu-
tions in federated learning for defense; FLDetector detects abnormal
distributions in client model updates to differentiate benign and mali-
cious ones; FLShield uses abnormal feature distribution identification
to build defenses for federated learning systems; and FreqFed ensures
system security during federated collaborative training by identifying
anomalies in model feature distributions.

4.2.2 Backdoor attack defense based on deep model inspection

The core of backdoor attack defense methods based on deep model
inspection is to break through the limitations of surface-level analysis.
By conducting systematic inspections on deep-dimensional features of
the model—such as internal structure, parameter correlation, and inter-
mediate-layer representations—these methods excavate hidden traces
left by backdoors.

Rieger et al. propose DeepSight[“’], a model filtering framework for
mitigating FL backdoor attacks, with its core defense logic centered on
the identification of anomalous feature distributions of model updates.
In the filtering layer, it first extracts three feature metrics that charac-
terize the training data distribution of model updates—benign updates,
derived from normal local data, exhibit a concentrated and stable
distribution of these features, while malicious updates show obvious
deviations. It then clusters these features and calculates threshold
exceedings from NEUPs to label updates: updates with feature distri-
butions outside the normal cluster range or exceeding NEUP thresh-
olds are marked as suspicious. The structure of the filtering layer is
illustrated in Fig. 7. In the clipping layer, it targets malicious updates
that bypass the first layer by using high scaling factors, with the core

clipping formula: ¢, = min(

Global Model G,

I,L) where W,; is the local
(W =Gl

Fig. 6 System overview of FreqFed.
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Fig. 7 Filtering layer of DeepSight.

model, G, is the global model, and S is dynamically set as the median
of L2-norms of all updates. Since benign updates have a stable L2-
norm feature distribution, malicious updates with abnormally large L2-
norms are scaled down to limit their impact. In the aggregation layer, it
aggregates remaining clipped updates via FedAvg, and in the final
round, aggregates by clusters, ensuring exclusion of updates with
anomalous feature distribution. The structure overview is shown in
Fig. 8.

Both the defense methods based on abnormal feature distribution
identification and those based on deep model inspection take "captur-
ing the feature differences between malicious models and benign
models" as their core, but their technical paths differ significantly. The
former focuses on the distribution deviation of surface-level features
such as model parameters and activations, while the latter delves into
the internal structure of models.

4.3 Defense based on privacy-preserving
computing technology

4.3.1 Defense methods based on zero-knowledge proof
technology

FL has an iterative, decentralized model training process. FL is
vulnerable to both robust and privacy threats. Robustness threats
include backdoor poisoning attacks and privacy threats[*!], and include
membership and property inference attacks. Previous protections could
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only deal with one type of threat, thus a hodgepodge of defenses.
Differential Privacy (DP) provides a way to limit information leakage,
and its two types of differential privacy, Local DP (LDP) and Central
DP (DP), can be adapted to provide a unified defense against FL.

The core principle is to bound the influence of any single client's
data or any single data record within a client's dataset on the final
model by carefully injecting noise during the training process. This
inherently limits the ability of malicious clients to implant an effective
backdoor (a robustness gain) and obstructs an adversary's attempt to
infer membership or properties of the training data.

In LDP, each client perturbs their model updates locally before
uploading them to the server. It gives a good, minimally trusting
privacy guarantee because the server really only ever sees noisy
updates. The LDP mechanism M satisfies (€,6)-LDP if for all pairs of
local datasets D, D’ differing in one record and all possible outputs S :

PIM(D) € S]< e“P[M(D’) € S1+6. (15)

In this definition, M denotes a randomized privacy mechanism, and
D and D’ denote two neighboring local datasets that differ in one data
record. The set S represents any possible output event of the mecha-
nism. The parameter € controls the multiplicative privacy loss, while &
denotes the probability that the privacy guarantee may be violated
beyond this bound. In general, a smaller € corresponds to stronger
privacy protection, but it may also require more noise and thus reduce
model utility. In practice, this is implemented by having clients use
DP-stochastic gradient descent (DP-SGD). Their local update A} in
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Fig. 8 Structure of DeepSight.
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round r is computed under DP guarantees, typically by clipping the
gradient's /,-norm to a bound S and adding Gaussian noise scaled to
S and the sampling probability g:

A}« Clip(Vé,,8)+ N(0,0*S*I). (16)

In this DP-SGD update, A denotes the perturbed local update of
client k in round r, and V@, denotes the local gradient before privacy
perturbation. The clipping operation Clip(-,S) bounds the ¢,-norm of
the gradient by S, so that the sensitivity of each uploaded update is
controlled. The Gaussian noise term N(0,02S2I) is then added to the
clipped gradient, where o determines the noise magnitude. Here, S
refers to the clipping bound, which is different from the output event
set S used in the DP definition above.The moments accountant tech-
nique is used to track the cumulative privacy budget (€,5) across train-
ing rounds.

In Central DP (CDP), clients are trusted to send their true updates,
and the server adds noise during the aggregation phase to provide
client-level privacy. This ensures that the aggregated model does not
reveal whether any particular client participated in the training. The
server clips each client's update A} to a maximum norm S and aggre-
gates them before adding Gaussian noise:

K
1
Oret = 0,+—ZClip(A’,,SHN(O,a'zSzI). 17
K k=1

In this central DP aggregation formula, 6" and #*! denote the
global models before and after aggregation in round r, respectively. K
is the number of participating clients, and A} is the update submitted
by client k. The server first clips each client update using the bound S,
aggregates the clipped updates, and then adds Gaussian noise with
scale controlled by oS . Compared with LDP, CDP assumes that the
server can access unclipped client updates before adding noise, and
therefore it usually provides client-level privacy with a different trust
assumption.The noise scale o is determined by the target (€,6) values
and the number of rounds, again managed via the moments accoun-
tant.

This dual approach provides a unified defense:

* Against backdoor attacks: The noise addition during LDP or
CDP disrupts the carefully crafted malicious updates needed to embed
a backdoor. For instance, on the EMNIST dataset with 2,400 clients
and one attacker, CDP (e =3) can reduce backdoor accuracy from
88% to 6%, while LDP (e = 3) reduces it to 10%, outperforming non-
private defenses like norm bounding.

» Against membership inference attacks: The noise obfuscates the
model's parameters, making it difficult for an adversary to distinguish
whether a specific data point was part of the training set. Experiments
show LDP (e =8.6) and CDP (€ =5.8) can reduce the accuracy of a
white-box membership inference attack from 75% to 55% and 52%,
respectively, on CIFAR100.

 Limitations against property inference: While CDP can theoret-
ically defend against property inference, it often requires a very small
€ that severely degrades utility. LDP, providing record-level privacy,
is generally ineffective against property inference attacks that target
dataset-level characteristics.

4.3.2 Defense based on homomorphic encryption technology

In FL, decentralized training faces two major threats: (1) utility-side
evasion attacks; and (2) privacy-side model inversion attacks (MIA).
Prior defenses often target only one, leaving gaps. Federated Cryptog-
raphy Defense (FCD) provides a unified solution by conducting train-
ing and inference entirely in an encrypted space via homomorphic
encryption, simultaneously disrupting adversarial perturbations and
blocking MIAs.
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The core idea is to operate in an encrypted domain using a row-
based transposition cipher with a shared secret key K. This ensures
perturbations in the original space lose effectiveness and recon-
structed images from MIAs remain meaningless.

In FCD Encryption, each client transforms its data X} by transpo-
sition and row-wise shuffling with key K

E(Xp) = Rac(X}) (18)
where Ryc(+) is row-wise shuffling, K = [«o,k1,...,ki-1], and & is image
height.

To enable learning, FCD introduces a distillation loss combining
cross-entropy on encrypted data and KL divergence between teacher
predictions on clean data and student predictions on encrypted data:

Ly =Leg, +arLgip, (19)
Ni R . Q:,k

Lkip, = Z Z Q;, log P (20)
i=1 r=1 ik

where P;; and Q; are predictions on normal and encrypted data, and @
is a balancing weight.
The server also evaluates in encrypted space:

S(j)test) = ‘R‘K(i)g;g[ (2 1)
ensuring poisoned data are transformed before testing.

FCD guarantees robustness through {-separability:

IEX) - Xl = ¢ (22)
so adversarial examples cannot remain close to valid encrypted data.

» Evasion attacks (TM1): Encryption disrupts perturbations. On
GTSRB/KBTS, FCD maintains utility loss 2—6 units lower than FAT
and RS at A, = 30%.

* Model inversion (TM2): MIA reconstructions remain encrypted.
On CIFAR100, FCD reaches MSE 73.23, far above Laplacian (0.011)
and ResSFL (0.05).

* Theory: Provides convergence guarantees, robustness to up-
bounded evasion and e-distorted MIA attacks.

The key advantages of FCD are: 1) Low visibility (unique gradients
for each key); 2) low budget (linear time complexity O(nh)); 3) Multi-
purpose efficiency. This framework gives a useful way to make FL
more resistant and private from a defender's viewpoint, which is like
handling lots of different threats with just one crypto change.

FL's decentralized and iterative training makes it vulnerable to both
privacy inference attacks and security threats such as model poisoning.
Most defenses focus on one dimension only, leading to fragmented
protection. The Dual Defense Federated Learning (DDFed) frame-
work integrates Fully Homomorphic Encryption (FHE) with a two-
stage anomaly detection mechanism on encrypted updates, providing
simultaneous defense against privacy and poisoning threats.

The key idea is secure aggregation via FHE, combined with
anomaly detection over encrypted model updates using secure similar-
ity computation and feedback-based collaborative filtering. Thus, the
server never sees plaintext updates, while poisoned models can still be
detected and filtered.

In FHE-based secure aggregation, each client C; encrypts its local
update:

W = FHE_Encpx(W"), 23)
and the server aggregates without decryption:
We = D AW 24)
€S

where fl.(’) are weights proportional to dataset sizes.
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For Secure Anomaly Detection, DDFed uses two phases. In secure
similarity computation, cosine similarity between encrypted updates
and the previous global model is computed, with updates pre-normal-
ized to avoid division. Gaussian noise A® is added for (&,5)-DP:

o) (-1
5O = (o A, ) (25)

(1) ’ (
1wl wg

Then, in feedback-driven collaborative selection, clients decrypt
similarity scores, filter by threshold, and return results. The server
applies majority voting to decide the final benign set S®.

The framework offers:

* Privacy protection: FHE ensures the server never accesses plain-
text updates; DP noise prevents leakage via similarity scores.

* Poisoning defense: Malicious updates (e.g., IPM, SCALING,
ALIE) are filtered out. On MNIST and FMNIST, DDFed sustains >
80% accuracy under 30% malicious clients, outperforming Krum and
Median.

« Efficiency: Despite the overhead of FHE, the training adds only
~2s (= 20%) per round, remaining practical for both cross-silo and
cross-device FL.

Overall, DDFed provides cryptographic privacy, robust anomaly
detection, and practical efficiency without altering the FL topology or
requiring extra servers. It demonstrates that unified protection against
both privacy and poisoning attacks is feasible by integrating FHE with
secure computation.

4.4 Defenses based on client protection

4.4.1 Robustness enhancement based on client-side personalized
learning

A critical dilemma in FL is that statistical heterogeneity amplifies
vulnerability to poisoning attacks—malicious clients exploit decentral-
ized data to corrupt global models, while traditional robust defenses
often filter informative local updates and worsen fairness. Client-side
personalized learning resolves this by enabling devices to learn
tailored local models that balance global alignment and local adapta-
tion. Li et al. focused on Dittol*?], a global-regularized federated multi-
task framework, to elaborate on its robustness mechanism against
poisoning attacks, with rigorous mathematical modeling and empirical
validation.

Ditto abandons the single global model paradigm, formulating a bi-
level optimization problem to jointly learn personalized local models
({vi}kerxy> one per device k) and a shared global model (w*). The regu-
larization term constrains local models to align with the global model,
retaining generalization while resisting poisoning.

For each device k € [K] (K: total clients), Ditto minimizes a locally
regularized objective:

A
in h(vi;w*) := F, v — w2
min k(v w*) (Vi) + 2||Vk 2 26)
s.t. w* €argmin G (F\(w),...,Fg(w))

Ditto uses alternating optimization (Li et al., 2021, Algorithm 1): in
round 7, the server updates w' via aggregation, then each selected
client k updates v; via SGD:vj(+l =vi-n- (VF/((V/’() +A- (v~ w’))Here,
1 is the local learning rate, and A- (v} —w') pulls v; toward w', avoid-
ing excessive deviation while resisting poisoned global updates. Ditto's
robustness stems from decoupling local/global models (reducing
reliance on corrupted w*) and optimizing A for attack resistance.

In summary, client-side personalization enhances FL robustness by
reducing reliance on poisoned global models. Ditto's bi-level objec-
tive and optimal A* balance local resistance and global generalization,
outperforming robust baselines by 6% in average accuracy.
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4.4.2 Defense based on client update integrity verification

Secure aggregation (SecAgg) ensures the privacy of client local
updates by masking individual contributions, but it cannot verify the
integrity of these updates—malicious clients may inject poisoned
updates to degrade the global model or implant backdoors. Defense
methods based on client update integrity verification aim to resolve
this contradiction: under the premise of preserving client data privacy,
they leverage cryptographic primitives to check whether local updates
comply with pre-defined constraints norm bounds, valid data formats).
These methods filter out malicious updates before aggregation, while
avoiding leakage of private information.

ACORNI*] proposes the first SecAgg protocol with practical input
validation, supporting Ly (k-hotness), L,, and L, norm checks, while
improving computational and communication efficiency via lattice
cryptography and Bulletproofs. Its core innovation lies in two parts:
RLWE-SecAgg and ACORN variants. ACORN generalizes the prior
PRG-SecAgg and instantiates it with RLWE to reduce computational
complexity. For a client i with local update x; and secret key sk;, the
encoding/decoding of updates follows:

{ Encode(ski,x;)) =yi:=A-ski+T(e+f)+x; modgqg

Decode(sk,y) =(y—-A-sk modg) modT

where A is a public matrix, e, f are discrete Gaussian errors, and 7T, q are
plaintext/ciphertext moduli; this reduces client computation from
O(Llogn) (in prior PRG-SecAgg) to O({), matching the insecure
baseline. For input validation, ACORN converts range proofs into inner-
product proofs via Lagrange's four-square theorem—clients prove
X ox +uou+vov+wow=c and ||x'|ulviwlle < \/g/4, using
Bulletproofs to shrink proof size to O(log¢) and limit communication
overhead to just 0.1X more than SecAgg without validation. ACORN
further offers two variants: ACORN-detect detects malicious clients,
while ACORN-robust uses neighbor commitment consistency checks to
exclude them, though it requires 6 + O(logn) rounds and only supports a
semi-honest server.

Addressing the round complexity and limitations in server security
of ACORN, Ma et al.[*] designs a 3-round SecAgg with input valida-
tion, achieving malicious security against both clients and servers. It
adopts a two-layer aggregation framework: the outer layer uses Regev
encryption to encrypt client updates x; as y; = A-k; +e¢; + A-x; (where
k; is the encryption key, A=|g/p]), and the server aggregates
y= >y = Enc(3 k;, >, x;); the inner layer samples C helper clients, and
each client secret-shares k; via packed Shamir sharing
(sl(.j) = SS.share(k;,[C],d))—helpers aggregate shares to let the server
reconstruct k = ) k; for decryption. For input validation, Armadillo
uses Nova (a recursive ZKP) to prove three core constraints: Shamir
sharing consistency ({(w,s;) =0), key-share binding (k; = M -s;), and
encryption correctness (y; = A-k; +e;+A-x; with norm bounds on x;
and ¢;). These constraints are merged into inner-product proofs, reduc-
ing client computation by 1.5X compared to ACORN-robust, and the
3-round design makes it suitable for large-scale, latency-sensitive FL
scenarios.

Unlike ACORN and Armadillo, which are centered on fixed
integrity constraints, EIFFeL[*’] proposes a general framework for
secure aggregation of verified inputs (SAVI), supporting arbitrary
integrity predicates expressed as arithmetic circuits. It leverages
Secret-Shared Non-Interactive Proofs (SNIP) and Shamir's sharing for
distributed verification: each client i generates a SNIP proof x; for
Valid(u;) = 1, then splits u; and 7; via Shamir sharing: {(i,u; ;),V,,} <
SS.share(u;,[n],m+1) and {(i,7;),¥s,} < SS.share(n;,[n],m+1).
Clients decrypt and verify received shares, flagging invalid ones; the
server marks clients with > m+1 flags as malicious. For proof verifi-
cation, clients generate summaries o ; = ((j, wZ‘Jf’),( J:4ij)), and the

27
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server uses Reed-Solomon robust reconstruction to get
w?" = 8S.robustRecon({(j, wfj.’)}) and A; = SS.robustRecon({(j, 1; )},
accepting u; only if w?* =1 and A; = 0. Finally, the server aggregates
valid updates via U = SS.robustRecon({(i, Un)}) (U; = X jgc-uji C* is
malicious clients).

Defense methods based on client update integrity verification have
become a critical direction for FL security, as they fill the gap of
SecAgg in integrity checks while preserving privacy. ACORN
pioneers the integration of input validation into SecAgg via RLWE
and Bulletproofs, laying the foundation for efficiency and validity
balance. Armadillo optimizes round complexity to constant rounds,
making it suitable for latency-sensitive FL scenarios. EIFFeL achieves
the highest flexibility by supporting arbitrary integrity predicates,
enabling customization for diverse attack scenarios.

4.5 Defense based on a multi-layered defense
framework

Single-layer defenses often struggle to balance attack mitigation
effectiveness, model utility preservation, and adaptability to diverse
attack types. Defense methods based on multi-layered defense frame-
works address this limitation by integrating complementary defense
components into a cohesive pipeline. These components work sequen-
tially or in parallel to cover the entire attack lifecycle: first detecting
potential malicious model updates, then limiting the impact of unde-
tected malicious updates, and finally eliminating residual adversarial
influences—all while minimizing degradation of the global model's
benign performance. Such frameworks avoid the "one-size-fits-all"
flaw of single-layer defenses, making them more robust to complex FL
attack scenarios[#0l.

Targeting the dilemma where existing backdoor defenses either rely
on specific attack models or degrade benign performance via exces-
sive noise, FLAME[23] proposes a three-layer defense framework that
integrates dynamic clustering, adaptive clipping, and adaptive noise
injection. The first layer, dynamic clustering, leverages HDBSCAN to
identify malicious models with large angular deviations from benign
ones. It measures the angular difference between local model updates
—Wiwj . By setting the
IWllW;ll n
minimum cluster size to more than half of the total clients (5 +1,

using the cosine distance metric: ¢; =1-

FLAME ensures the main cluster contains mostly benign models,
while labeling models outside this cluster as outliers and filtering them
out. The second layer, adaptive clipping, addresses malicious models
scaled up to amplify attack impact: it computes the clipping bound S,
as the median of the IL,-norms of all local model updates
(S, = Median(e,,es,...,e;), where e; =||W;—G,_i|| and G,_; is the
previous global model) and clips each admitted model's weight vector
as:

N
Wy, = Grt + Wy = Groa) - MIN(L, =) (28)
by

The third layer, adaptive noise injection, eliminates residual back-
doors using DP-inspired Gaussian noise. Based on a formally proven
noise bound, the noise scale is determined as og=A4-S;, where

A =l ZIn% (e and ¢ are DP parameters). This noise scale is
&

derived from the clipping bound S, ensuring the noise is sufficient to
neutralize backdoors while avoiding excessive benign performance
loss—thanks to the prior two layers reducing the required noise
amount.

Unlike FLAME, which focuses on balancing noise injection and
benign performance, FLShield*8] addresses two core dilemmas in FL
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validation—"validation subject dilemma" (how to select validation
models that are both privacy-preserving and representative) and "vali-
dation integrity dilemma" (how to ensure validation results from
potentially malicious validators are reliable)—via a four-layer frame-
work integrating representative model generation, class-level valida-
tion (LIPC), anomaly filtering, and adaptive clipping. To solve the
validation subject dilemma, FLShield first generates "representative
models" by fusing multiple local updates. Specifically, each local
update w acts as the base, and the "sibling contributions" of other local
updates are weighted by similarity to compute the representative
model &, as shown in the formula:

Zueﬂ—{w)(s(wv M) Xux %)
E=Gi+(1-Tw+T ] 29)
Dueti-w) (S, u) X m)

Here, s(w,u) denotes ReLU-weighted cosine similarity, and 7 regu-
lates the ratio of sibling contributions. Such representative models
resist gradient inversion attacks while maintaining generalization in
validation.

To address the validation integrity dilemma, FLShield proposes the
Loss Impact Per Class (LIPC) metric. This metric measures the class-
wise loss difference between the representative model & and the previ-
ous global model G, ensuring consistent validation results among
benign validators even in non-IID scenarios. The third layer filters
anomalous validation results via elliptic envelope outlier detection,
and the fourth layer applies norm-bounded clipping to selected local
updates to block malicious updates from bypassing validation.

In summary, multi-layered defense frameworks represent a mature
direction in FL poisoning defense, as they address the inherent limita-
tions of single-layer methods by integrating complementary compo-
nents. FLAME pioneers the integration of dynamic clustering, adap-
tive clipping, and theoretically grounded noise injection, providing a
paradigm for balancing backdoor elimination and performance preser-
vation. FLShield, meanwhile, innovates around validation mecha-
nisms, solving core dilemmas in FL client-side validation and expand-
ing the applicability of validation-based defenses to privacy-sensitive
scenarios. Both frameworks demonstrate that multi-layered
design—by covering detection, impact limitation, and residual threat
elimination—can achieve robust defense against diverse poisoning
attacks while maintaining the utility and privacy of FL systems.

4.6 Robust defense methods under non-I1ID data

In the non-IID scenario, the heterogeneity of client local data in
class distribution not only exacerbates the challenge of model training
but also provides a hidden space for poisoning attacks. Malicious
updates may be mistaken for normal deviations caused by data hetero-
geneity, while benign edge updates may be misjudged as anomalies[*7].
Existing research has proposed robust defense methods that combine
attack detection capabilities and data adaptability by integrating visual-
ization analysis, cryptographic protocols, and other technologies. For
example, the GCAMA framework proposed by Zheng et al. breaks
through the limitations of traditional detection based on Euclidean
distance. Malicious update recognition in non-IID scenarios is
achieved through the collaboration of Gradient weighted Class Activa-
tion Mapping (GradCAM) and Autoencoder (AE). The core logic lies
in transforming high-dimensional model parameters into interpretable
visual features and removing the confusion between data heterogene-
ity and maliciously updated features. Specifically, the server randomly
selects images covering all categories from the test set and inputs them
into the local model update w; uploaded by each client. The feature
map A; is generated through the last convolutional layer, and the
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neuron importance weight is calculated based on the gradient of class
activation scores:

0 = S or©
o = Ve KU 30
lm BAHZleaAm( € M ( )

i=

Subsequently, the ReLU activation function is used to generate a
single channel GradCAM heatmap L; 1exGradcam:

n
(c) (c) gn
L) Gragcam = ReLU [Z "l.mAln] (31
=

This heatmap transforms the decision focus of model updates into a
low-dimensional visual representation, and the autoencoder further
reconstructs the heatmap. The reconstruction error R; is defined by
calculating the mean square error, and a  threshold

oY®
()
= Vle KUM is set based on statisti-
Y 2 12” 0A(i. )’

cal characteristics to determine malicious updates with errors exceed-
ing the threshold. Under the non IID setting of CIFAR-10 and GTSRB
datasets, GCAMA significantly improved the testing accuracy of
ResNet-18 and MobileNetV3 Large models compared to Multi Krum
and FAA-DL methods, demonstrating its strong adaptability to data
heterogeneity.

The ELSA protocoll*8] proposed by Rathee et al. addresses the
trade-off between gradient privacy and robustness in non-I1ID scenar-
ios. It adopts a dual-server distributed trust architecture and achieves
efficient defense through client-generated cryptographic association
information. ELSA innovatively uses the client as a non trusted cryp-
tographic association source, generates OT associations and Beaver
triplets, and secretly shares them with dual servers. The servers verify
the validity of the associations through sacrifice techniques, avoiding
the high cost of generating associations through server interaction in
traditional protocols. The core defense mechanism is (5 defense,
which calculates the sum of squares of gradient vectors through
Beaver triplets and combines component level bit length constraints to
avoid finite-loop overflow, achieving filtering of boosted gradients:

m
_2:2 2
= X; Su°,

i=1

In the non-1ID data scenario, ELSA achieves an eight-times runtime
improvement compared to the Prio protocol and a 305-times effi-
ciency optimization compared to RoFL through single-round client
communication and lightweight server verification, while ensuring
gradient privacy.

The EIFFeL[*5] system proposed by Chowdhury et al. solves the
conflict between update integrity verification and privacy protection in
non-IID scenarios through the fusion of secret sharing non-interactive
proof (SNIP) and Shamir threshold secret sharing. EIFFeL treats
clients as mutual validators, and each client updates u; to generate
SNIP proofs m;. The updates and proofs are then split into secret
shares and distributed to other clients using the Shamir threshold
scheme (threshold [m+1]). The server uses the robust reconstruction
feature of Reed-Solomon codes to recover proof digests
o= (G, w”’”) (i,4;)) from multiple client shares, verifying w,,, =1
and 4=0 to determine the validity of the update. This mechanism
does not rely on the assumption of global data distribution, and avoids
the problem of single verification standard failure caused by non-I1ID
data through distributed verification between clients. The FreqFed
proposed by Fereidooni et al. breaks through the feature confusion of
non-IID data from a frequency domain perspective and achieves mali-
cious update detection through discrete cosine transform (DCT) and
density clustering. The core insight is that the energy of neural
network weights is mainly concentrated in low-frequency components,

I <2¥ -1 (32)
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and malicious updates can introduce abnormal low-frequency patterns,
which can be effectively separated from the high-frequency differ-
ences caused by non-1ID data. FreqFed first performs DCT transfor-
mation on the local model weights W/ to obtain V!, extracts low-
frequency components F;, and then constructs a distance matrix based
on cosine distance:

dist;j = 1 —CosineS im(F;, F ) (33)
Identify the largest cluster (benign update) through HDBSCAN
clustering, and only aggregate model updates within that cluster. On
various non-IID datasets such as PROTEINS and Reddit, FreqFed was
able to maintain main task accuracy similar to non-attack scenarios
against attacks such as Label Flipping and Constrained, and Scale, and
was not affected by data distribution heterogeneity, demonstrating its
cross-scenario adaptation ability.

5 Future work

While current research has made significant progress in identifying
and mitigating poisoning attacks in federated learning, numerous chal-
lenges remain in complex real-world applications. First, robustness in
heterogeneous environments remains a fundamental open problem.
Most existing defense mechanisms implicitly assume independent and
identically distributed (IID) data, yet in practice, client data are often
highly non-IID and exhibit significant statistical skew. Under such
conditions, a key unresolved question is how to formally distinguish
benign gradient deviations caused by data heterogeneity from mali-
cious data perturbations introduced by adversaries. This raises the
need for theoretically grounded criteria or identifiable boundaries that
characterize the separability between normal and adversarial updates.
At the methodological level, another critical challenge is how to
design aggregation and detection mechanisms that are inherently
aware of distributional bias, enabling accurate filtering of poisoned
updates while avoiding excessive false positives that could degrade
model convergence. Addressing these issues requires not only robust
statistical modeling of client updates but also adaptive mechanisms
capable of tolerating long-tail data distributions without sacrificing
security.

Second, the tension between privacy preservation and security
defense remains unresolved and calls for fundamentally new solutions.
While techniques such as homomorphic encryption and secure multi-
party computation are widely adopted to protect user data, they
prevent the server from directly inspecting model updates, thereby
rendering many existing effective poisoning detection methods inef-
fective. An important open question is how to perform reliable
anomaly detection directly in the encrypted domain, for example by
designing verifiable statistics, encrypted-distance measures, or zero-
knowledge-based validation mechanisms that can certify the legiti-
macy of updates without revealing their content. Beyond this, there is
a pressing need to rethink the adaptability and evaluation of defense
systems. As poisoning attacks evolve toward more stealthy and adap-
tive strategies, future defenses must transition from static filtering to
dynamic, game-theoretic, or learning-based approaches that can antici-
pate adversarial behavior. At the system level, another open challenge
is the construction of a unified and standardized benchmarking frame-
work that jointly considers diverse attack types, varying degrees of
data heterogeneity, and multiple performance dimensions—including
accuracy, robustness, privacy leakage, and computational overhead—
so as to enable fair and reproducible comparison across different
defense methods. Ultimately, these challenges point toward the neces-
sity of developing decentralized and adaptive federated learning
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paradigms that do not rely on a fully trusted central server and remain
robust against continuously evolving adversaries.

Beyond attack-specific defense design, poisoning robustness should
also be connected to the broader goal of trustworthy and intelligent
distributed learning. In highly heterogeneous FL systems, the bound-
ary between benign distributional shift and malicious deviation is often
uncertain. Therefore, future defense mechanisms should not only make
binary benign/malicious decisions, but also quantify the uncertainty of
anomaly detection, client reliability estimation, and model prediction
under potential attacks. Recent studies on uncertainty-aware FL
provide useful inspiration for this direction. For example, FedSI intro-
duces federated subnetwork inference to support efficient uncertainty
quantification in personalized FL, showing that uncertainty modeling
can be made scalable under heterogeneous client distributions!*%1.

Adaptive and personalized modeling is another important direction.
Since clients may differ in data distributions, computation resources,
communication conditions, and risk levels, a single global decision
boundary may be insufficient for distinguishing malicious updates
from legitimate heterogeneous updates. Personalized FL, adaptive trust
modeling, and Bayesian FL can provide client-specific robustness
criteria, dynamic thresholds, and locally aware defense strategies.
Along this line, FedKT explores a lightweight Bayesian federated
learning framework for privacy-preserving consumer devices, suggest-
ing that future FL systems should jointly consider uncertainty, privacy,
personalization, and resource efficiency!>%l. These studies indicate that
poisoning defense should be viewed not only as an isolated security
module, but also as part of a broader trustworthy distributed intelli-
gence framework.

Finally, scalable real-world deployment remains a critical challenge.
Practical FL systems usually involve intermittent participation,
resource-constrained devices, communication bottlenecks, and incom-
plete knowledge of client identities. Therefore, future poisoning
defenses should be evaluated not only by clean accuracy or attack
success rate, but also by scalability, communication cost, computa-
tional overhead, false-positive rate, privacy leakage, and compatibility
with large-scale client management.

6 Conclusions

This paper systematically explores the security challenges of FL,
with a focus on poisoning attacks, the primary threat to FL's decentral-
ized and privacy-preserving attributes. We categorized poisoning
attacks into untargeted Byzantine attacks and targeted backdoor
attacks, analyzing their technical mechanisms, stealth strategies, and
impact paths; we also summarized mainstream defense paradigms,
including anomaly detection, privacy-preserving verification, client-
side protection, and multi-layered frameworks, clarifying their effec-
tiveness in addressing different attacks and non-IID scenarios. At the
core of FL security is a dynamic adversarial balance: attackers enhance
stealthiness, adaptability, and resource efficiency, while defenses
evolve from superficial parameter analysis to deep semantic detection
and from single-scenario specialization to multi-modal generality.
Looking ahead, attacks will trend toward multi-modal integration and
fine-grained targeting, while defenses focus on privacy-robustness
fusion, non-IID adaptability, and proactive prevention.

To resolve unresolved FL security challenges—such as handling
mixed attacks, adapting to edge device constraints, and balancing
privacy, robustness, and efficiency—future research should prioritize
key directions: developing cross-scenario universal defense frame-
works, optimizing lightweight edge defenses, advancing formal robust-
ness verification, achieving synergistic optimization of three core
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goals, defending specialized FL paradigms, and promoting engineer-
ing practice and standardization. By comprehensively clarifying the
adversarial landscape of poisoning attacks and defenses and outlining
promising research paths, this paper aims to provide actionable refer-
ences for FL security researchers and practitioners, accelerating the
development of secure, robust, and practical FL systems.
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